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It is a pleasure to introduce the 2022 yearbook of 
the Estonian Financial Intelligence Unit – the 
centre of competence for the prevention of money 
laundering and terrorism financing. At the time of 
writing this, we are also holding the most impor-
tant conference on the subject of money launder-
ing prevention in Estonia so far, with top experts 
from around the world attending, to summarise 
last year for the Financial Intelligence Unit. For us, 
keywords for the year were MONEYVAL evalua-
tion, ongoing reorganisation of the virtual asset 
services market, as well as the new focus areas of 
high-risk company service providers and Russian 
military aggression in Ukraine and the financial 
sanctions it entails.

The core team of the Financial Intelligence Unit is 
formed and ready. Last year we submitted several 
substantial systematic money laundering and 
terrorist financing cases to law enforcement for 
further investigation. The results will become 
known within the next few years. Our efforts to 

recover illicit revenues are also paying off. Several 
successful cases have yielded tens of thousands of 
euros worth of criminal assets to bolster state 
revenue, and this track record is expected to 
continue. Our message to criminals is clear: 
"Estonia is not the place to launder your illicit 
funds – you will end up losing them one way or 
the other. The Financial Intelligence Unit will do 
whatever it takes to limit your ability to use and 
control the assets and keep them under our 
control while criminal proceedings wind up. Even 
if the court does not order the assets to be forfeit-
ed, we will do it via administrative seizure.

With another expansion set to take place in 2023, 
the Financial Intelligence Unit is not even at full 
power yet. With this in mind, let's take a look at 
what we achieved last year, and what we can 
expect this year.

December 2022 saw the culmination of the evalua-
tion of Estonian money laundering and terrorist 
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financing prevention system in the European 
Council in Strasbourg. The MONEYVAL expert 
committee evaluated the effectiveness of efforts 
by Estonia, and especially the Financial Intelli-
gence Unit over the past seven years. Failure 
would have placed us in the international list of 
non-complying countries, called the "grey list". 
This would have had significant negative impact 
on Estonian economy and reputation, and resulted 
in various restrictions regarding foreign currency 
transactions, decreased foreign investment, 
increased cost of credit, etc.

The Financial Intelligence Unit was able to 
contribute significantly to the positive evaluation 
result, with evaluators praising the Unit's risk 
assessments, which most of Estonia's risk aware-
ness is currently based on, as well as operational 
and tactical aspects of Estonian defence mecha-
nisms. Indeed, the Financial Intelligence Unit's 
work was one of the highest-scoring areas. Most 
importantly, the regrettable period characterised 
by money laundering scandals associated with 
Estonian credit institutions has come to an end –  
these events have now been thoroughly evaluated 
and lessons have been learned. We are able to 
close this chapter and look to the future.

The new risks thoroughly explained in last year's 
report have materialised. Last year, four individu-
als associated with the virtual asset service 
provider Dagcoin OÜ were arrested on grounds of 
investment fraud. Thereafter two individuals 
suspected of stealing and laundering 575 million 
dollars were arrested. These were Estonian 
persons and an Estonian service provider. Another 
high-profile case uncovered was Garantex Europe 
OÜ – a company doing business with countries at 
very high risk of terrorist financing. The money 
moved via this company was also associated with 
criminal activity or cryptocurrency wallets used 
for illicit purposes.

The global wave of service provider insolvencies 
has not yet reached Estonia. Estonian Financial 
Intelligence Unit's areas of responsibility do not 
include capital supervision. Therefore, we lack 
oversight of if and how clients' assets are stored, 
and whether they are used for financing other 
businesses. This was the root cause of collapse of 

one of the largest and best-known global virtual 
asset services provider FTX, precipitated by 
market volatilities and inexperienced financial 
management.

On a positive note, the virtual asset services 
market has seen a cleansing. The number of 
authorised service providers decreased signifi-
cantly after the Financial Intelligence Unit deau-
thorised or caused the voluntary deauthorisation 
of several service providers with elevated risk of 
money laundering and terrorist financing. Despite 
major efforts, some Estonian service providers are 
still providing client information written in 
hieroglyphs – the same way this information was 
collected and stored. This is a clear indication of 
the level we are on and the long road ahead. The 
above cases which we have uncovered are just the 
tip of an iceberg. Unfortunately, the chapter of 
virtual asset service providers is still wide open in 
terms of money laundering and financial risks.

Another area where we were able to display our 
competences last year was financial sanctions. 
After the outbreak of war in Ukraine, we informed 
and trained the private sector, and conducted an 
unprecedented number of evaluations of the 
legality of public and private sector decisions 
regarding the freezing of assets. Furthermore, we 
authorised transactions, for example to ensure 
chemical safety or to fulfil pre-war contractual 
obligations.

Several FIU decisions impacting many people 
were covered in media. For example, we restricted 
payments from and to the Russian credit institu-
tion Alfa-Bank. We also restricted the selling and 
removing of chemicals owned or controlled by 
sanctioned persons, stored in two harbour termi-
nals. In the latter case, the assets were controlled 
by two oligarchs – persons very close to the 
Russian ruling clique, who contribute to funding 
the Russian war apparatus. In these cases, we 
showed resolve to not let Estonia be used to evade 
sanctions and fund the aggression. Not in our 
house!

Enjoy reading!

Matis Mäeker
Head of the Financial Intelligence Unit

Estonian Financial Intelligence Unit Yearbook // FOREWORD

We can close the chapter of money 
laundering in the banking sector, but the 

chapter of the virtual asset service 
providers is wide open



2022 was defined by and the following years will 
bear the mark of Russian aggression in Ukraine. 
Essentially overnight, sanctions enforcement 
gained importance equal to or exceeding that of 
systematic prevention of money laundering and 
terrorist financing. Just as in the case of money 
laundering and terrorist financing, the Estonian 
financial system and economy must not be used 
for evading sanctions or moving assets stolen 
from Ukraine.

On the other hand, we needed to handle the 
explosive risk associated with the virtual asset 
service providers authorised in Estonia.

In parallel, evaluation of the Estonian money 
laundering and terrorist financing prevention 
system came to a close – a process during which 
we had to show Estonian progress in detail.

The year in the Estonian 
money laundering and 
terrorist financing 
prevention system

Estonian Financial Intelligence Unit Yearbook // 
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6



Three EU sanctions packages in 
response to Russian aggression in 
Ukraine came into force. Hundreds of 
individuals were added to the 
sanctions list, deposit restrictions were 
set and major banks were removed 
from the SWIFT system.

Amendments to the Money Laundering and 
Terrorist Financing Prevention Act came into 
force. These added the travel rule and external 
audit obligation, increased the share capital 
threshold, and specified the internal control 
obligation and requirements regarding place of 
operation and management board.
A major virtual asset service provider 
relinquished their authorisation in the process 
of supervision.
The fourth EU sanctions package came into 
force. The sanctions list was augmented and 
transactions with certain companies were 
forbidden.

·

·

·

2022 timeline

JANUARY

The Financial Intelligence Unit's 
follow-up survey of virtual asset 
service providers was published. The 
analysis showed a persistently high 
risk of money laundering and terrorist 
financing.

The Minister of Finance ordered the 
creation of a task force of operatives, 
led by the Financial Intelligence Unit.

FEBRUARY MARCH

Selected events in the Estonian money laundering 
and terrorist financing prevention system

JUNE

Deadline for virtual asset service 
providers to submit documentation 
proving compliance with new 
requirements of the law which came 
into effect in March.

The fifth EU sanctions package came 
into force. The sanctions list was 
updated. More banks were discon-
nected from the SWIFT system.

·

·

·

·

·

·

·

·

MAY

MONEYVAL evaluation visit in 
Estonia. Hundreds of public and 
private sector representatives were 
interviewed over two weeks.

The risk management and applica-
tion of due diligence guidelines for 
obliged entities were published by the 
Financial Intelligence Unit.

·

·

·

·

·

APRIL

The Financial Intelligence Unit updated its 
guidelines on the characteristics of suspicious 
transactions. A list of high-risk countries in terms of 
terrorist financing was appended to the guidelines.
The Financial Intelligence Unit published its 
overview of the non-profit sector at a higher risk of 
terrorist financing. The survey indicated a need to 
increase awareness in the non-profit sector.
The 2021 Financial Intelligence Unit Annual 
Overview of International Cooperation was 
published. This highlighted cases of fraud.The fifth 
EU sanctions package came into force. The deposit 
restriction was extended and restrictions were 
applied to virtual asset and cash services and sale of 
securities.

JULY

The second of one of the 
largest virtual asset service 
providers in terms of turnover 
relinquished their authorisa-
tion following supervision by 
the Financial Intelligence Unit.

The seventh EU sanctions 
package came into force. The 
sanctions list was updated. 
The new obligation to declare 
assets held in EU was added, 
and a derogation to prevent 
environmental damages was 
added.

·

·

·

SEPTEMBER

The Financial Intelli-
gence Unit's financial 
flows survey was 
published. As expected, 
the volume of Russian 
persons' deposits and 
cross-border payments 
decreased dramatically.

OCTOBER DECEMBER

UN evaluation visit in 
Estonia. Focus was on 
country-wide terrorist 
financing prevention.

The eighth EU sanctions 
package came into force. The 
sanctions list was updated 
and additional measures 
were implemented associat-
ed with crypto assets, among 
others.

·

·

·

·

·

The Financial Intelligence Unit published 
its first typology notice concerning the risk 
of abuse of Estonian companies.
The Financial Intelligence Unit published 
its equity evaluation guidelines for virtual 
asset service providers.
The ninth EU sanctions package came into 
force. The sanctions list was updated and a 
derogation was added to enable exporting 
of fertilisers.
The Financial Intelligence Unit uncovered and 
recovered illicit proceeds by restricting disposal 
of more than 70 transactions or accounts.
The MONEYVAL plenary meeting in 
Strasbourg, where Estonia achieved a 
positive outcome.

7

RISKS IN ESTONIA

MONEY
LAUNDERING RISK

Layering 
Integration

TERRORIST 
FINANCING RISK

Moving
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The Financial Intelligence Unit has a multi-level 
role in the prevention of money laundering. 
Everything is based on risk-awareness. Most of 
the work involves receiving, organising, and 

analysing incoming information. The main 
outputs are forwarding of identified cases to law 
enforcement and the recovering of illicit assets by 
imposing restrictions of disposal thereof.

The amount of risk associated with laundering 
proceeds of domestic crime remains several 
times lower compared to international crime. 
The foreign inquiries received by the Financial 
Intelligence Unit mostly concern persons whose 
link with Estonia is limited to Estonian bank 
accounts, assets located in Estonia or legal 
persons registered in Estonia.

High-risk sectors include virtual asset and 
company service providers. Virtual asset service 
providers continue to be used in all sorts of 
criminal activities and laundering proceeds 
thereof. Company service providers have created 
an environment which helps hide the actual 

beneficiaries of companies. Companies created by 
this sector are also used to commit crime in third 
countries. The banking sector, especially corre-
spondence service providers, move significant 
amounts of illicit proceeds, mostly from fraud, but 
also other predicate crime.

Prevention of money laundering 

LAYERING INTEGRATIONPLACEMENT

Predicate offences: fraud, tax evasion, 
cybercrime, drug trafficking, corruption, theft

Vulnerable sectors:  virtual asset 
and company service providers

Vulnerable sector:  
real estate agents

INTEGRATION PLACEMENT

LAYERING

5%

91%

4%

While most cases of money laundering use Estonia for 
layering, there were also cases in 2022 when buying and later 
selling of real estate was used to hide possible illicit origins of 
funds or the beneficial owners of funds.

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING

DISTRIBUTION OF 
CASES BY PHASE 

OF MONEY 
LAUNDERING
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CASES CONCERNING COMPANY 
SERVICE PROVIDERS

2022 also saw money laundering disguised as legitimate trade, 
for which Estonian-registered companies were used.

CASES OF TRADE-BASED MONEY LAUNDERING

Trade-based money 
laundering (TBML) is the 
introducing of illicit 
proceeds into the legal 
economy using trade 
transactions. With these 
transactions, there is no 
actual movement of goods 
or the price, quantity or 
quality of goods is different 
from what has been 
declared.

The cases analysed by the Financial Intelligence 
Unit were cross-border, and mostly the goods 
traded were electronic devices. 

The transaction partners were various companies in Southern and 
Central Europe. In these schemes, Estonian companies were geographi-
cally most distant from the transaction partners, indicating that the 
goods likely did not pass through Estonia, and Estonian companies and 
economic system were used only to move funds. Suspicion was also 
raised by the fact that these companies which were registered only a few 
years ago had revenues in the tens of millions of euros with minimal or 
non-existent business expenses in Estonia, such as labour or transporta-
tion expenses. Furthermore, the 2021-2022 supply chain crisis and chip 
shortage apparently had no effect on these companies, which showed 
continual growth. 

Most of the money was sent to Estonia from a single 
country and sent from Estonia to bank accounts in 
several countries, making it look like the buying of 
electronic equipment from several countries and 
reselling to a single country.

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING

Company service 
providers have applied 
for virtual asset 
service authorisations 
for Estonian compa-
nies, opened bank 
accounts, and thereaf-
ter sold these compa-
nies to non-residents. 

Later these companies 
have been used to move 
illicit funds.

The non-residents who 
bought these compa-
nies apparently never 
planned to provide 
virtual asset services or 
provided limited 
services only as a cover.

It is suspected that 
these companies were 
bought only for money 
laundering, or the 
moving and layering 
of illicit funds in order 
to hide their tracks.



Number of fraud reports halved mostly due to the 
termination of business with a few respondent 
clients. This also reduced the number of credit 
institution reports. With fraud, funds are often 
transferred to the account of a payment institu-
tion or virtual asset service provider client 
(respondent institution) in an Estonian credit 
institution. There, the funds are immediately 
converted to virtual assets or transferred out from 
the client's other account in the payment institu-
tion. This complicates tracking of funds.

The market participants continue to mostly report 
small crime, and have failed to create controls or 
systems to effectively tackle large-scale crime, 

including organised crime, drug crime, human 
trafficking, corruption, etc.

Cases of suspected money laundering 
and terrorist financing associated with 
the gambling sector are on the rise.

10
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COMPARED TO 2021, DISPOSAL 
RESTRICTIONS MORE THAN DOUBLED

56 cases of restricting disposal of assets for 30 
days in total amount of 65 million euros

12 cases of restricting disposal of assets for 60 
days in total amount of almost 23 million euros

5 cases of one-year restriction of disposal of 
assets in the total sum of 1.6 million euros

RESTRICTED 
AMOUNT (M EUR)

NUMBER OF 
RESTRICTIONS ON 
DISPOSAL

·

·

·

were transferred to state ownership 
based on court permission  

73 80 000€disposal restrictions on 
transactions or accounts 
were imposed, including

!"

#"%!2022

2021

2022

2021

30 days 60 days 365 days

The disposal restrictions were based on 
suspicion of money laundering or terrorist 
financing or the request of a foreign financial 
intelligence unit. In five cases, administrative 
court authorised the FIU to restrict disposal of 
assets for up to a year; the total sum 
concerned was almost 1.6 million euros.

The increase in the number 
of disposal restrictions was 
mainly due to two large 
cases. Last year there were 
32 instances of disposal 
restrictions in the total 
amount of 4.5 million euros.

65,1

56

15 12 5

12 5

2,2 2,2 0,02

22,9 1,6

Pursuant to the Money Laundering and Terrorist Financing Prevention 
Act, asset disposal can be restricted until the owner or beneficial owner 
of the property is established. This also applies after the termination of 
criminal proceedings, if the owner or beneficial owner of the property 
could not be established, but for no longer than a year. Here, the burden 
of proof is reversed, and the controller and owner of assets may provide 
evidence and clarifications.

For the first time ever, the 
Financial Intelligence Unit set a 

one-year restriction of disposal on 
crypto assets in two cases.  

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING



In two cases, the court also 
granted the FIU's request to 
transfer restricted property to 
state ownership in total amount 
of 80,000 euros.

The law provides the right to transfer assets to state owner-
ship if within one year following the imposing of restrictions 
on the disposal of the assets, the owner of the assets or the 
beneficial owner of the assets held on the account has not 
been identified or where the controller of the assets informs 
the Financial Intelligence Unit or the Prosecutor’s Office of 
the desire to give up the assets.

Restriction on 
the disposal of 

assets for 30 
days

Restriction on 
the disposal of 

assets for 60 
days

The beneficial 
owner of assets 

could not be 
identified

Authorization 
from the 

administrative 
court to restrict 
the disposal of 

assets for up to a 
year

Restriction on 
the disposal of 
assets until the 

beneficial owner 
is identified 
(max 1 year)

Additional 
activities to 

identify 
beneficial owner 

of the assets

Authorization 
from the 

administrative 
court to transfer 

the assets to 
state ownership

A CASE OF YEAR-LONG DISPOSAL RESTRICTION RESULTING 
IN TRANSFER OF ASSETS TO STATE OWNERSHIP

Report of a suspicion 
regarding business email 
compromise fraud (a recall 
was submitted)

The FIU imposed a 
restriction on disposal 
of funds for 30 days

The FIU forwarded the 
information to law enforce-
ment authority, which initiated 
a criminal proceeding. The 
assets were seized

1 2 3 The victims could 
not be contacted4

The criminal case was closed 
pursuant to Code of Criminal 
Procedure §200¹

The FIU received a permis-
sion from the court to impose 
an additional restriction on 
disposal of funds for up to a 
year

The FIU attempted to contact 
the person again, on whose 
account the assets were held, 
to remind them of the right to 
prove legal ownership of the 
assets. This was not 
confirmed

5 6 7 The court authorized FIU to 
transfer the assets to state 
ownership

8
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The increase in the number 
of disposal restrictions was 
mainly due to two large 
cases. Last year there were 
32 instances of disposal 
restrictions in the total 
amount of 4.5 million euros.

LARGE-SCALE INVESTMENT FRAUD ASSOCIATED WITH 
AN ESTONIAN VIRTUAL ASSET SERVICE PROVIDER

LONG-TERM EFFECTS

13

A virtual asset service provider 
authorised in Estonia identified 
the setting up of two accounts 
using forged passports. They also 
identified the actual user of the 
privately registered account as a 
foreign company, about whom 
there was negative media 
coverage concerning investment 
fraud. The virtual asset service 
provider blocked the account, 
including the assets, and reported 
the case to the Financial Intelli-
gence Unit.

The report was incomplete. The 
service provider had not analysed 
the origin of assets, did not 
possess a full understanding of 
the client's activities on the 
provider's platform, and did not 
mark the report as urgent, 
although it involved the blocking 
of a large amount of virtual 
assets.

Apparently, the service provider 
was not capable of tracking the 
client's transactions, and they did 
not identify the source or origin of 
assets used in the transactions. At 
the time, the service provider was 
subject to supervision proceed-
ings, in the course of which the 
Financial Intelligence Unit had 
determined that the company was 
not in compliance with the legal 
obligation to report suspicions of 
money laundering or terrorist 
financing. In summary, the report 
was premature and superficial.

Following the imposing of 
preliminary disposal restrictions, 
the administrative court granted 
the Financial Intelligence Unit's 
request to limit disposal of the 
assets for one year. The data 
collected shows that the restricted 
assets belong to victims of 
investment fraud.

The FIU submitted the gathered 
information to the financial 
intelligence unit of the country of 
registration of the company 
which used a private account at 
an Estonian virtual asset service 
provider to conduct fraud.

The service provider was unable 
to answer the FIU's repeated 
queries regarding the origin of 
blocked assets, or to explain the 
client's activity and the non-
compliance with due diligence. 
Eventually the necessary 
information was gathered and 
disposal of the suspicious virtual 
assets was restricted.

Since the outbreak of war in Ukraine, EU has 
established extensive financial and economic 
sanctions to weaken the Russian economy, 
deprive it of vital technologies and markets and 
limit the aggressor's ability to wage war.

Sanctions can only be effective if they are imple-
mented. However, this complicates the work of 
obliged entities. In these exceptional times, even 
"normal" legitimate business is constantly 
changing, which makes it especially difficult to 
filter out unusual and suspicious activities. It also 
complicates knowing your own and your clients' 
risks.

Due to Belarusian support of Russian aggression 
in Ukraine, EU sanctions against Belarus have 
also been tightened. Besides the sanctions, the 
increasing political dichotomy worldwide has 
forced EU countries to reorient their external 
trade relations and rethink energy usage.

For Estonian companies, this forced change in 
import and export markets is significant, with 
rising energy prices putting pressure on the 
entire Estonian economy. Ripples of the 
Russian-Ukrainian war have also increased the 
inflation rate and added volatility to financial 
markets.

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING
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IN TERMS OF MONEY LAUNDERING AND SANCTIONS 
EVASION, THE CURRENT WAR IN UKRAINE PRIMARILY 
HOLDS THE FOLLOWING RISKS FOR ESTONIA:

Russian oligarchs attempt to 
exploit the Estonian financial 
system and companies to 
evade sanctions using various 
traditional money laundering 
techniques:

oligarchs hide their assets in complex 
corporate structures in various jurisdic-
tions to complicate determination of 
beneficial owners. Virtual assets are used 
for the same purpose;

assets are converted to cash, precious 
metals, or high-value goods to be 
smuggled across the border;

Estonian companies are 
used to order goods from 
other European countries to 
be exported to Russia via 
Central Asian countries;

attempts to transport assets 
robbed from Ukraine to 
Estonia or through Estonia; 
attempts to convert stolen 
Ukrainian grivnas at Estonian 
foreign exchanges, and 
trading items stolen from 
Ukraine on the Estonian black 
market.

Besides the Russian war in Ukraine, the EU-wide risk assessment published in October 2022 
lists the after-effects of the COVID pandemic as the largest contributor to the risk environment.

misappropriation 
and fraud on funds 
granted as financial 
measures to protect 
national economies 
from the impact of 
the pandemic, or 
other public funds 
granted in the 
context of the 
pandemic;

corruption of civil 
servants when 
taking urgent 
measures, e.g., 
ordering specific 
medical supplies, 
and related simplifi-
cation of procure-
ment rules

taking over of 
businesses facing 
financial difficulties 
by ill-intentioned 
actors and criminal 
organisations;

increased opportu-
nities for criminal 
groups to obtain 
revenues from 
selling unautho-
rised medical 
devices and illicit 
pharmaceuticals 
and vaccines;

cybercrimes 
committed by 
taking advantage 
of the increasing 
volume of on-line 
purchases, 
including through 
the use of fraudu-
lent identities.

SOME RESIDUAL RISKS OF THE COVID PANDEMIC FOR THE EU:

Source:  Supra-National Risk Assessment. European Commission, 2022

The unprecedented changes in individual 
behaviour, prevailing uncertainty and fear, and 
governmental restrictions associated with the 
COVID pandemic triggered shifts in criminal 
behaviour and increased the risk of money 
laundering in many EU sectors and fields of 

activity. The EU supra-national risk assessment 
concludes that more than two years from the 
declaration of the pandemic, these phenomena 
can still be observed, although their impact is 
now more limited

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING
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THE FINANCIAL INTELLIGENCE UNIT RECEIVED 
ALMOST 15,000 REPORTS IN TOTAL, INCLUDING

Reporting

12 000 5224
close to

reports based on suspicion reports concerning fraud

The reporting activity among virtual asset 
service providers increased.

International sanction reports were submitted 
by credit and finance institutions, virtual asset 
service providers and legal service providers.

While the overall number of reports by 
virtual asset service providers increased, 
only 32% of authorised entities submitted 
more than 10 reports. Several high-turnover 
service providers still submitted only a 
handful of reports.

The reporting activity is low among legal 
service providers, including company 
service providers, real estate agents and 
remote gambling operators. The low number 
of reports indicates that actors in the sector 
fail to identify suspicious or unusual 
circumstances or knowingly refrain from 
reporting.

The quality of international sanctions 
reports needs to be improved.

Low reporting of terrorist financing and 
suspicions thereof. An insignificant number 
of virtual asset service providers submitted 
such reports, and there were none among 
gambling operators.

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING



· The report was submitted on time
· Due diligence was applied correctly
· Transactions were thoroughly analysed and described in the report body
· Information gathered in the course of due diligence was analysed
· Suspicious transactions were comparedto information gathered in the course of due diligence
· Red flags were noted
· Relevant documentation was attached to the report
· Report subjects were identified
· Potential links with third parties were specified
· The suspicion was described in a structurally clear manner, in this instance chronologically

In order to ensure data quality, the submission must be relevant, accurate, logical, 
complete, valid, reliable, available, and systematic. Therefore, it is crucial to identify linked 
persons in the report. Besides identifying them in the transaction description, they must be 
listed as parties.
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THE BEST REPORT OF THE YEAR ONCE 
AGAIN CAME FROM A BANK
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THE BEST REPORT CONCERNED AN ATTEMPT TO USE 
FUNDS WITH UNKNOWN ORIGIN FOR LOAN REPAYMENT

Funds of 
unknown 

origin

Payment for 
provided 
services

Service 
fee

Georgian financial 
institution, which 

operated through a UK 
financial institution

An Estonian virtual asset 
service provider, which 

provided service through 
another UK financial 

institution

Person Loan repayments Loan agreement

A married couple submitted a loan application 
to a credit institution for purchasing real estate.

When evaluating the 
applicants' creditworthiness, 
the credit institution could 
not verify the origin of their 
assets. An analysis of the 
income of one of the 
co-applicants showed that 
they had received payments 
from several companies' bank 
accounts in several countries.

One of the "employers" was a 
virtual asset service provider 
registered in Estonia, where 
the applicant was also the 
beneficial owner. The person 
had also received payments 
from other payment 
institutions linked to the 
same person. The applicant 
had not disclosed all their 
accounts to the bank.

Enhanced due diligence was 
applied. The materials 
received raised new 
questions. Some of the 
documents were evidently 
forged. The company 
managed by the client had 
only one major client whose 
funds it mediated. The assets 
were received from a financial 
institution registered in 
Georgia and were forwarded 
to a foreign trading platform.

Considering that the 
individual was receiving 
payments of unclear origin 
from foreign payment 
institutions, they were asked 
to submit all account 
statements from payment 
institutions and banks, as 
well as clarifications and 
documents concerning major 
transfers to Estonian 
companies. These raised 
more questions and suspicion 
of forgery concerning one of 
the documents.

During the last year, the 
individual's company account 
had received tens of millions 
of euros from a Georgian-reg-
istered financial institution. 
There is no publicly available 
information regarding the 
Georgian company, but 
apparently it is owned by a 
Ukrainian individual with no 
information available online. 
Based on public sources it 
was identified that the 
Ukrainian individual may be 
linked via a Ukrainian-regis-
tered company to a member 
of the advisory board of a 
Ukrainian credit institution.

The website profile of the 
Ukrainian company did not 
meet the criteria of a financial 
institution. The internet 
archive points to the 
company's earlier activities 
concerning computer game 
vouchers.

Evaluating the above 
information as a whole, the 
bank developed a suspicion 
that the case may constitute 
money laundering, with the 
client's co-applicant 
providing transit account 
service.

For dispelling doubt, the 
client was asked to further 
clarify the structure and 
business model of the 
Estonian company, including 
services provided, how they 
find clients, what markets 
they are active in and what 
are the links between 
transactions with major 
partners on the company 
account. The client did not 
respond, and the client 
relationship was declined.

1 2 3 4

5 6 7 8

Financial institutions in other countries to whom 
funds were transferred in virtual currencies.
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Loan application and documents

Additional documents: account 
statement of the Estonian virtual asset 

service provider

DUE DILIGENCE 
MEASURES

ADDITIONAL DUE 
DILIGENCE MEASURES

The bank analyzed documents 
received with the loan application

The person did not 
reply to bank’s 

inquiries

Person Bank

The application of due diligence failed, 
and the suspicion of money laundering 

remained

The bank refused to 
issue a loan

The bank submitted a money 
laundering report to the FIU

The bank asked additional questions from the 
person to refute the suspicion of money laundering, 

to understand the economic purpose of the 
transactions and to identify the origin of the assets 

of the Estonian virtual currency service provider

During the analyses the bank became 
suspicious of money laundering 

The account of the Estonian virtual currency service 
provider received large sums of money from the 

Georgian service provider, which were layered on the 
accounts of foreign financial institutions

As part of the initial analysis, the bank determined that the 
person's income consists of salary from a foreign account of 

a virtual currency service provider related to him

The bank analyzed account 
statement of the Estonian virtual 

asset service provider

The person submitted account 
statements of the Estonian virtual 

asset service provider and answered 
the additional questions

The bank asked additional 
questions from the person and 
asked to provide statements of 

accounts of the Estonian virtual 
asset service provider

ENHANCED DUE DILIGENCE

FIRST TYPOLOGY NOTICE PUBLISHED

The Financial Intelligence Unit started publishing 
typology notices for providing the market with 
more timely guidance to identify risks and 
recognise potential criminal patterns. Obliged 
entities can provide vital help in evaluating the 
spread of these phenomena noticed by the FIU.

The first typology notice encouraged the identifi-
cation of unusual activity and suspicious transac-
tions associated with VAT-registered Estonian 
companies. The threat was the potential abuse of 
these companies for activities ranging from tax 

evasion to money laundering and sanctions 
evasion.

It took just a week for us to receive the first report, 
which not only identified the same typology, but 
also concerned countries singled out by the 
Financial Intelligence Unit.

We will continue publishing typology notices to 
keep the public up to date with new risks and 
trends.
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OPERATIVE TASK FORCE

In order to enhance the Financial Intelligence 
Unit's cooperation with regulators and law 
enforcement by exchanging more relevant 
information and taking a more risk-based 
approach, a task force of money laundering and 
terrorist financing prevention operatives was 
formed in early 2022 by directive of the Minister 
of Finance.

At the first meeting, the FIU provided an overview 
of the risks associated with money laundering 
and terrorist financing, especially concerning 
virtual asset and company services providers. The 
other participants also expressed awareness of 
the situation in their institutions. At the following 

meetings, the risk environment was analysed in 
more detail, and preventive measures were 
planned regarding certain service providers.

A security risk-based review of cross-border 
payment service usage in Estonia was conducted. 
The analysis and situational awareness commu-
nication between Estonian institutions is ongoing.

In next few years the operative task force is 
planning to liaison with the private sector in 
order to exchange timely information and keep 
up with the criminals. It will be a kind of a 
public-private-partnership.

19

IN 2022, THE FINANCIAL INTELLIGENCE UNIT

National departmental cooperation

160
opened

case files
134
and filed 

reports of criminal 
offence or communica-
tions to law enforcement

4448
which were related to 

reports

In terms of institutional cooperation, the 
keywords this year were competence-sharing in 
the field of virtual asset tracking, and the inter- 
national evaluation of the Estonian money laundering 
and terrorist financing prevention system.

Virtual asset transactions make up a significant 
part of communication with law enforcement. 
Compared to the previous year, there were fewer 
overall communications in 2022. There were 
several reasons, from the replacing of single 

reports with larger analytical overviews, to the 
end of communications regarding earlier large 
bank cases.

The materialisation of risks associated 
with virtual assets raised a more acute 
need for interinstitutional cooperation 

and competence-sharing.
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MONEYVAL EVALUATION

The MONEYVAL evaluation completed by the 
European Council expert committee in 2022 may 
be considered one of the largest exercises and 
triumphs of domestic cooperation. The goal was 
to evaluate Estonia's capability to prevent money 
laundering and terrorist financing and enforce 
sanctions. Evaluators mainly looked at the 
real-life effectiveness of measures, and were less 

concerned with the legislation itself. The evalua-
tion included more than 300 individuals from 
more than 30 public and private sector institu-
tions.

On January 25th 2023, a final report was 
published, confirming that Estonia had passed the 
evaluation.

1 Risk awareness, policy, and coordination
2 Cross-border cooperation
3 Supervision
4 Preventive measures
5 Corporations and legal entities
6 Financial Intelligence Unit and the utilisation of financial data
7 Money laundering investigations and court proceedings
8 Confiscation measures
9 Terrorist financing investigations and court proceedings
10 Financial sanctions and measures on non-profits regarding terrorist financing
11 Financial sanctions to prevent financing of proliferation of weapons of mass destruction

 Furthermore, 40 indicators of technical compliance were rated.

Eleven indicators of effectiveness were evaluated:

Highest-rated 

· Estonian international cooperation. Other   
 countries have rated the quality and timeliness   
 of our communication highly. The respondents   
 had praise for the Ministry of Justice, the   
 Prosecutor's Office, the Tax and Customs   
 Board, the Financial Supervision Authority,   
 and the Financial Intelligence Unit;

· the accurate utilisation of financial 
 intelligence and other relevant information by   
 the Financial Intelligence Unit and other   
 competent authorities;

· the preventive measures applied to individuals   
 and entities for non-proliferation of weapons   
 of mass destruction.

Major opportunities for improvement:

· better risk awareness in both money 
 laundering and terrorist financing;
· better risk awareness in both money 
 laundering and terrorist financing;
· prioritisation of analyses received from the   
 Financial Intelligence Unit by law enforcement;
· processing of more complex foreign crime-
 related cases by Estonian law enforcement,   
 prosecution of various money laundering cases,   
 and more extensive confiscation of criminal assets;
· more effective supervision of non-financial   
 sectors, notably company service providers;
 prioritisation of analyses received from the   
 Financial Intelligence Unit by law enforcement;
· processing of more complex foreign crime-
 related cases by Estonian law enforcement,   
 prosecution of various money laundering cases,   
 and more extensive confiscation of criminal assets;
· more effective supervision of non-financial sectors,  
 notably company service providers;
· improving awareness of anti-money laundering   
 requirements and risk control systems in high-risk  
 sectors, including company service providers and   
 virtual asset service providers.

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING



MONEYVAL EVALUATION TIMELINE

DECEMBER 2020

MONEYVAL 
conducts a 
training for state 
institutions, 
kicking off the 
evaluation

FEBRUARY 2021

Technical 
compliance and 
effectiveness 
questionnaires 
received

MARCH 2021

European 
Council training 
for Estonia

JULY, AUGUST 2021

Outside consulta-
tion for the 
Financial 
Intelligence Unit

JANUARY 2022

Trainings started 
for preparing 
officials engaged 
in the evaluation

Financial 
Intelligence 
Unit training for 
supervisory 
authorities

SEPTEMBER 2021

Estonian replies 
to the technical 
compliance 
questionnaire on 
more than 800 
pages

APRIL / MAY 2022

MONEYVAL on-site visit. 226 
additional questions were replied to 
in preparation for the visit. Within 
two weeks, there were 82 interviews 
with over 300 individuals from the 
public and private sector. 134 
additional questions were answered 
on a total of over 700 pages.

JUNE 2022

The first draft 
evaluation report 
was sent for 
comments by 
July 18th.

AUGUST 2022

The second draft 
was sent for 
comments by 
September 6th.

SEPTEMBER 2022

Meeting of the 
Estonian delega-
tion with the 
evaluation team 
to prepare the 
third draft.

OCTOBER 2022

Third draft sent to 
MONEYVAL 
countries for 
comments and 
proposals for 
discussion points 
at the plenary 
meeting.

MARCH 2022

Mock interviews 
to prepare for site 
visits

DECEMBER 2021

The Ministry of 
Finance completed 
its MONEYVAL 
evaluation 
handbook

OCTOBER 2021

Estonian replies to 
the effectiveness 
questionnaire on 
nearly 1200 pages

FEBRUARY – APRIL 2022

FIU training for judges and 
prosecutors

FIU's meetings with the Financial 
Supervision Authority, Estonian 
Internal Security Service, Ministry of 
the Interior and Ministry of Justice

DECEMBER 2022

On December 5th, discussions took place 
in the task group preparing the plenary 
meeting.
On December 7th, the plenary meeting 
took place where the report was discussed 
and approved.
Introduction of amendments agreed at the 
plenary meeting and technical editing.

NOVEMBER 2022

Priority subjects for 
the plenary meeting 
agreed with the 
Secretariat.

JANUARY 2023

The report was forwarded to members of the global 
watchdog Financial Action Task Force and all its 
regional organisations for quality and compatibility 
assurance.

The report was published on January 25th 2023.

Source: Ministry of Finance, Financial Intelligence Unit

The actual work in the MONEYVAL network, 
learning the evaluation methodology and 
tactics and networking started for Estonia as 
early as 2015. In December 2022 the last 
plenary meeting of the Estonian evaluation 
was held, where all the efforts of the long 
evaluation process paid off. The director of 
the Financial Intelligence Unit has said that 
the final discussion of the evaluation report at 
the plenary meeting was the highlight of his 
career so far.

In February 2023, the President of the 
Republic of Estonia awarded Matis Mäeker 
with the Class IV Order of the White Star for 
his money laundering prevention efforts.

Effect on countries who fail the MONEYVAL 
evaluation and are included in the "grey list"

Significant loss of 
goodwill in terms of 
both public perception 
and foreign policy

Adverse economic 
impact - less foreign 
investment, higher 
cost of lending 
(including public 
debt), potential loss of 
correspondent 

· · ·

·

relationships (loss or 
significant reduction 
of dollar or other 
currency transfers), 
and the attribution of 
high risk to residents 
all over the world, 
making it difficult or 
impossible to open 
accounts abroad

Signal to criminals - 
the country is 
vulnerable and unable 
to effectively detect or 
prevent crime, 
potentially resulting 
in increased 
(organised) crime 
level and volume

Adverse impact on 
international 
cooperation and 
relations - other 
member states take a 
critical stance to the 
country, impacting 
international 
cooperation among 
other fields.
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THE FINANCIAL INTELLIGENCE UNIT

International cooperation

562 246
filedrecieved

foreign inquiries 
and spontaneous 
disclosures

foreign inquiries 
and spontaneous
disclosures

85 of which concerned virtual asset 
service providers

close to 1/4 of which concerned Estonian-regis-
tered companies committing crimes in foreign 
countries, those companies apparently having no 
other ties with Estonia

close to 2/3 of which concerned correspondent 
accounts in Estonian credit institutions (accounts 
ultimately used by a client of the client of the 
credit institution)

·

·

·

22

· including 53 on behalf of Estonian 
law enforcement

While Estonia has traditionally been in closer 
contact with financial intelligence units in Germany, 
Latvia, Finland, and Lithuania, in 2022 Malta joined 
this list thanks to spontaneous disclosures from the 
Maltese financial intelligence unit. There was also a 
rise in foreign communication with the United 
States. However, rather than new risks arising in 
Malta, this is a case of the Maltese financial intelli-
gence unit receiving additional resources after the 
country was added to the "grey list", and the resul-
tant increased attention to illicit activity transiting 
Malta, including tax crimes.

The inquiries show a trend of referencing Estonian 
individuals and entities instead of Estonian bank 
accounts. This is because Estonian subjects of 
interest to foreign financial intelligence units are 
now opening accounts abroad instead of in Estonia. 
Estonian company service providers have helped 
Estonian owners register these foreign companies 
used for illicit activities, or hide their owners.
The Russian aggression in Ukraine also resulted in 
changes in communication between financial 
intelligence units. After the outbreak of war, Ukraine 
was disconnected from the financial intelligence 
units' communication platform at Ukraine's own 
request, for security purposes. The Russian Federa-
tion was thereafter also disconnected from the 
communication platform. By the end of March, both 
countries were reconnected. Russia's position of 
maintaining political neutrality in financial intelli-

gence exchange has found much support in the 
global community. Similarly to other Western 
countries, Estonia does not cooperate with Russia, 
which is an aggressor state condoning terrorism. 
Furthermore, there is much doubt as to the aims for 
which the Russian financial intelligence unit uses 
information received from foreign counterparts. 
Considering the above, Estonia has not responded to 
inquiries from the Russian financial intelligence 
unit, and has not submitted any inquiries to them. 
The situation is similar in relations with Belarus.

FRAUD 36%

PREDICATE 
OFFENCES 

EVIDENT FROM 
FOREIGN 

INQUIRIES

NOT 
ID

ENTIF
IA

BLE
 36

%

1% CORRUPTION

1% HUMAN TRAFFICKING

2% EMBEZZLEMENT

2% OTHER CYBERCRIME

3% DRUG OFFENCES

4% OTHER OFFENCES

4% CYBERCRIME

5% TAX OFFENCE
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Similarly to other Western 
countries, Estonia does not cooperate 

with Russia, which is an aggressor 
state condoning terrorism.



Significant loss of 
goodwill in terms of 
both public perception 
and foreign policy

Adverse economic 
impact - less foreign 
investment, higher 
cost of lending 
(including public 
debt), potential loss of 
correspondent 

relationships (loss or 
significant reduction 
of dollar or other 
currency transfers), 
and the attribution of 
high risk to residents 
all over the world, 
making it difficult or 
impossible to open 
accounts abroad

Signal to criminals - 
the country is 
vulnerable and unable 
to effectively detect or 
prevent crime, 
potentially resulting 
in increased 
(organised) crime 
level and volume

Adverse impact on 
international 
cooperation and 
relations - other 
member states take a 
critical stance to the 
country, impacting 
international 
cooperation among 
other fields.
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NUMBER OF FOREIGN INQUIRIES DECLINED

MORE SUBSTANTIAL CASES OF INTERNATIONAL COOPERATION 
CONCERN CYBER-CRIME AND VIRTUAL ASSETS

800

600

400

200

0

2018 2019 2020 20222021

A large project in the framework of the Latvian ABLV Bank criminal case was completed, resulting in fewer 
foreign inquiries during the second half of the year.

Correspondent banking related inquiries, which were previously on the rise, included the forwarding of 
embezzled funds to a foreign payment processor's account in an Estonian credit institution, this account 
being used to serve the payment institution's own clients. As foreign institutions' awareness of the 
account's ultimate beneficiary and owner improves, they tend to directly contact the payment processor 
who holds detailed information on the client. This has resulted in a decrease of foreign inquiries.

·

·

Reasons for the decline in foreign inquiries

Cyber-attack and laundering of ransom money through Estonia

Another case of cross-border cooperation is described in more detail 
in the chapter on virtual asset service providers. 

Several government 
institutions and companies 
in the United States were 
targeted with a ransomware 
attack causing millions of 
dollars in damages. 

Some of the assets were 
transferred to a virtual assets 
platform registered in Estonia. 

The Financial Intelligence Unit imposed 
a 30-day disposal restriction on a client 
wallet at the Estonian service provider's 
platform to secure funds worth almost 
645,000 euros. At a later date, the 
prosecutor requested seizure of assets 
based on the Code of Criminal Procedure, 
which the court granted.

The assets were 
relinquished to 
the United States.

1 2 3 4

Investment fraud and money laundering

In criminal proceedings 
initiated in Estonia, 
individuals are 
suspected of invest-
ment fraud and money 
laundering.

The proceeds of fraud were 
transferred to a platform 
managed jointly by an 
Estonian-authorised 
company and a United 
Kingdom company. 
Tracking of illicit proceeds 
showed that the funds 
were transferred to the UK.

The company used for 
the fraud has an account 
with a UK payment 
processor. The payment 
processor blocked assets 
worth approximately 
200,000 euros.

This seizure of assets 
was the result of 
remarkable cooperation 
between the Estonian 
Financial Intelligence 
Unit and the UK police 
liaison officer. 

1 2 3 4 The assets are 
pending transfer 
to Estonian 
authorities. 

5

Estonian Financial Intelligence Unit Yearbook // PREVENTION OF MONEY LAUNDERING



IN 2022, 4 ESTONIAN COUNTY COURT 
DECISIONS WERE MADE,

Court decisions

9
convicting 
a total of 

individuals on 
charges of money 
laundering;

4000

seizing assets 
in total amount 
exceeding 

euros
680 000

ordering forfeiture 
of assets in total 
amount exceeding 

euros, as well as a car
620 000

ordering forfeiture of crypto 
assets, gold jewellery etc. in 
lieu of other assets in total 
amount exceeding 

euros

24

Business e-mail compromise fraud. Court cases 1-22-7080 and 1-22-6804

In this cyber-crime, money 
scammed from foreign 
companies was processed.

The funds were 
transferred to bank 
accounts of Estonian-
registered companies.

Based on additional 
instructions and using fictive 
contracts, the funds were 
forwarded to bank accounts 
belonging to frontman 
individuals or entities or 
withdrawn from ATMs. This 
was done to hide the illicit 
source of funds.

Individuals convicted of money 
laundering in cases similar to the 
above business e-mail compromise 
fraud have received relatively lax 
penalties. Considering other 
countries' policy of applying more 
harsh penalties, as well as 
recommendations of the MONEY-
VAL evaluation report, it is 
anticipated that money launderers 
will receive actual prison time in 
the future. 

It is anticipated that money 
launderers will receive more harsh 
penalties in the future.

1 2 3

The service was used to hide 
the nature, origin, ownership 
and illegality of funds derived 
from cyber-crime and scams.

The Estonian law enforce-
ment institution initiated 
criminal proceedings against 
the individual who created 
and spread malware in this 
scheme and provided 
criminals with the service of 
collecting funds derived from 
cyber-crime. For this purpose, 
the individual opened 
accounts in banks and 
payment systems of various 
countries. Between 2015 and 
2018, more than half a million 
euros were transferred.

Based on a request from law 
enforcement, the Financial 
Intelligence Unit filed foreign 
inquiries to several countries, 
enabling identification of 
assets which would not have 
been possible with a regular 
rogatory letter. The law 
enforcement institution 
seized all these assets.

3 4 5 The court convicted one 
individual of money 
laundering and three 
individuals of substantially 
supporting money laundering.

6

Large-scale organised computer fraud. Case 1-22-3127

Criminals provided all sorts of cash and cashless transactions for 
an agreed-upon fee: transactions with clean, grey and dirty funds, 
rewire transactions (receiving bank transfers and forwarding as 
bank transfer), covert transfer of funds to and from foreign bank 
accounts, PayPal, Amazon, eBay, online gambling sites and 
Western Union accounts via frontmen and shell companies, 
receiving payments associated with scams, and making 
payments to frontmen.

Furthermore, there was a forum post advertising bank accounts 
registered by individuals and companies, accepting funds of 
indiscriminate origins to be used for various transactions in the 
following countries (not an exclusive list): China, Slovakia, Spain, 
Cyprus, Netherlands, Malta, Austria, Switzerland, Ireland, Sweden, 
United Kingdom, Germany, Hungary, Bulgaria, Finland, Norway, 
Latvia, Lithuania, Estonia, and Poland. They also advertised the 
possibility to open bank accounts in any other country.

1 2
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IN 2022,

Administrative court 
proceedings

36
new court cases 
were initiated 
involving the 
Financial Intelli-
gence Unit

18
court cases 
initiated the 
same year were 
completed

14
court cases 
initiated in previous 
years were completed

including five cases for 
which the court rejected the 
claims before proper 
initiation of proceedings

Case of not providing access

25

Cases reaching the administrative court mostly 
concern virtual asset service providers' authorisa-
tions. Several court cases were driven by amend-
ments to the Money Laundering and Terrorist 
Financing Prevention Act. The amendments came 
into force in March and obligated virtual asset 
service providers to comply with the law by June 
15th 2022, and to submit proof thereof to the 
Financial Intelligence Unit.

Concerning financial sanctions, two new cases 
were initiated and completed in 2022. One of 
these was retracted by the claimant, and in the 

other case the claim was repealed.
We will revisit these cases in the chapters 
concerning financial sanctions and virtual asset 
service providers.

The Supreme Court ordered 
the Financial Intelligence 
Unit to review the decision to 
not provide the claimant with 
access to their data.

According to the court, while 
the second sentence of §60(1) 
of the MLTFPA allows 
restricting the data subject's 
rights, the grounds in this 
case were not legitimate. The 
above provision does not 
itself restrict the data 
subject's rights, but rather 
provides the head of the 
Financial Intelligence Unit 
with the relevant discretion.

In order to decline the data 
subject's access request, the 
head of the Financial 
Intelligence Unit had to 
restrict the data subject's 
right of access, which is what 
happened.

In restricting a data subject's 
right of access, the Financial 
Intelligence Unit relies on a core 
principle of the anti-money 
laundering system, which is that 
such data processing must not be 
visible to the data subject. 
Otherwise, it would not be 
possible to solve money launder-
ing and terrorist financing cases.

1 2 3

Several court cases were driven 
by amendments to the Money 

Laundering and Terrorist Financing 
Prevention Act. 
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As for terrorist financing, the greatest vulnerability 
for Estonia lies in the moving stage. According to 
risk assessments by government authorities, risk 
of collecting and using funds for terrorist purpos-
es remains low in Estonia. However, crowdfund-

ing platforms, where there is a lack of clarity 
regarding the ultimate beneficiary and the actual 
purpose of funds, have an increasingly central 
role in the stages of raising and moving.

According to some estimates, 20% of global 
terrorist financing takes place via virtual assets. 
This is also the highest-risk sector according to 
the Estonian national risk assessment. Consider-
ing the size, volume and high-risk level of the 
sector, there were disproportionately few reports 
from virtual asset service providers. Only 2.5% of 
service providers in this sector submitted reports. 
The low reporting activity suggests that the sector 
lacks sufficient expertise and monitoring systems 
for identifying signs of potential terrorist financing.

The most important trend in terrorist financing is 
related to the increasing level of individualisation. 
Namely, the main threat in Europe arises from 
lone actors who are radicalised in online echo 
chambers where it is easy for like-minded people 
to find each other and incite action. While an 
organisation has to plan its activities in the long 
term, lone actors are often able to support their 
own activity – with salary, loans and simple 
weapons. This complicates detection of terrorist 
financing on the individual level.

The prevention of terrorist financing may be 
considered the most important method of limiting 
the activity of terrorist organisations: from 

attacks to recruiting and propaganda. Therefore, 
high-quality terrorist financing reports constitute 
important pieces of information, whichever 
market participant they come from. Credit institu-
tions have been especially active contributors 
with substantial reports.

In-depth analysis of cases by the Financial 
Intelligence Unit highlights the role of payment 
service providers. Intense cooperation with the 
Estonian Internal Security Service and foreign 
financial intelligence units has also been 
immensely helpful. In the course of the year, the 
Financial Intelligence Unit imposed restrictions 
to prevent terrorist financing, including in one 
case concerning a payment service provider. It is 
increasingly common that in-depth analysis of a 
potential terrorist financing case reveals that the 
individual has opened an account with a foreign 
payment service provider.

Terrorist financing 

26
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According to some estimates, 20% of 
global terrorist financing takes place 

via virtual assets. 

MOVING USINGRAISING

TERRORIST FINANCING RISK LEVEL IN ESTONIA IN 2022  MEDIUM

Most vulnerable sectors: fintech (virtual asset service 
providers, crowdfunding platforms), non-profits (charities 

and religious organisations)



Attempts to use the Estonian financial system for terrorist financing

A foreign citizen convicted of terrorist 
financing received a virtual account 
number in the Estonian financial system.

The individual had been convicted of 
terrorist financing, as they had attempted to 
join insurgents in Chechnya, sent funds in 
support of fighters in Syria, and attempted 
to purchase materials for manufacturing an 
explosive device.

The individual did not get the 
opportunity to make payments 
via the Estonian financial system.

1 2 3

Thanks to cross-border cooperation, 
the Financial Intelligence Unit learned 
of a foreign citizen who had supported 
insurgents in Northern Syria.

The individual was a client of two virtual 
asset service providers authorised in 
Estonia.

One of the Estonian service providers 
has had their authorisation revoked. In 
the other case, the trail led to a similarly 
named platform in a third country, and 
the necessary information was 
forwarded to the foreign financial 
intelligence unit for investigation.

1 2 3

UPDATED TERRORIST FINANCING INDICATORS

In cooperation with the Internal Security Service, 
Financial Intelligence Unit updated the Guide-
lines on the Characteristics of Suspicious Trans-
actions. A list of countries with a higher risk of 
terrorist financing was appended to the guide-
lines.

The guidelines list terrorist financing risk and 
suspicion indicators, based on which potential 
terrorist financing cases should be identified. Risk 

indicators, compounded with the aspect of 
unusuality, help support an obliged entity's 
assessment of whether the transaction or activity 
may be for the purpose of terrorist financing.

Reports received by the Financial Intelligence 
Unit suggest that the updated guidelines and 
associated trainings have helped raise awareness 
among market participants.
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TERRORIST FINANCING REPORTS
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Based on the past year, it is evident that 
risk-awareness in highest-risk sector of virtual 
asset services has increased, and operators in this 
sector are paying more attention to potential 
terrorist financing. While the terrorist financing 
reports submitted by the sector more than 
doubled in a year, only a small fraction of all 
service providers is reporting. However, the 
reports by virtual asset service providers are of 
increasingly high quality and more substantial.

In the medium-risk sector of credit institutions, 
awareness of patterns suggesting terrorist financ-
ing has increased significantly. This is supported 
by the fact that banks are increasingly better at 
identifying potential terrorist financing scenarios. 
While just a year ago credit institutions submitted 
a mere 2 reports of terrorist financing to the 
Financial Intelligence Unit, in 2022 there were 25. 
These were high-quality reports, based on which 
disclosures were made to law enforcement and 
foreign financial intelligence units.

The overall quality of reports increased during the 
year. While earlier reports were submitted only if 
a party of the transaction was linked to a 
high-risk country, the market participants now 
know that there are two grounds for reporting. In 
the first case, there is a link with a high-risk 
country accompanied with a risk indicator and 
the aspect of unusuality. In the second case, the 
transaction or activity has a suspicion indicator.

Therefore, two sectors – credit institutions and 
virtual asset service providers – are submitting 
significantly more reports, which are increasingly 
high-quality. However, since the number of 
non-compliant reports is lower, the overall 
number of reports is similar to last year's.
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UN EVALUATION

Estonia hosted a UN evaluation visit, where 
international observers evaluated Estonian 
developments regarding the Security Council 
resolutions on counter-terrorism.

The evaluation started in 2021, with focus on the 
legislative aspects of suppression of terrorism. 
During an on-site visit in autumn 2022, interna-
tional observers evaluated the practical aspects of 
countering terrorism and terrorist financing in 
Estonia. The report will be published in 2023.

Both the UN observers and the MONEYVAL 
evaluators highlighted the need to pay more 
attention to the NPO sector in the context of 
terrorist financing prevention. The results of the 
UN and MONEYVAL evaluations will provide an 
important input for terrorist financing prevention 
in the near future.
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International financial sanctions

In 2022, 
the Financial 
Intelligence Unit 
received

953
international 
sanction reports / 
99 reports in 2021

nearly

300
inquiries

In 2022, 
the Financial 
Intelligence Unit 
granted

96
derogations/ 
1 report in 2021

A total of 1

26
million euros were 
frozen based on 
financial sanctions 
during the year 
including 20 million 
euros of frozen 
assets as of end of 
2022

2

24
million 
euros of assets 
were not made 
available pursuant 
to financial 
sanctions

30

Financial sanctions are also crucial in terms of 
money laundering and terrorist financing preven-
tion. Both UN and EU have added terrorists to 
sanction lists. The goal is to exclude terrorists 
from the financial system and do whatever is 
necessary to stop them from accessing resources 
for committing or helping someone else commit 
acts of terror. On the other hand, assets received 
or gained as a result of sanctions evasion may be 
subject to money laundering.

For example, the purpose of sanctions against 
Russia is to significantly impair the Russian 
economy and Russia's ability to wage war. There-
fore assets must not be made available to 
oligarchs and senior state servants who help fund 
the Russian war machine or support it in other 
ways. The assets must also be kept from Wagner 
fighters who commit acts of terror and war crimes 
on Ukrainian soil.

For these reasons, all aspects of financial sanc-
tions are very important for the Financial Intelli-
gence Unit – it is directly associated with the 
FIU's mandate and purpose of preventing the 
using of Estonian economy and financial system 
for money laundering and terrorist financing.

Between February 24th 2022, when Russia initiat-
ed full-scale war in Ukraine, and the drafting of 
this annual report, nine sanctions packages 
against Russia have been adopted with the goal of 
weakening the aggressor's economy and thereby 
its military capability.

As of December 2022, the EU sanctions list 
included 1386 Russian individuals and 171 
Russian entities. 10 major Russian banks were 
removed from the SWIFT cross-border payments 
system  and the assets of 10 banks were frozen. 
Significant restrictions were imposed on trans-
port, technology, import and export of goods, as 
well as propaganda channels.

1  This means preventing any move, transfer, alteration, use of, access to, or dealing with funds in any way that would result in any change in their  
   volume, amount, location, ownership, possession, character, destination or other change that would enable the funds to be used, including   
   portfolio management.
2 This means that a transaction or action was refused because it would have resulted in making funds available to a person subjected to financial  
   sanctions, or violation of a financial sanction.
3 SWIFT (Society for Worldwide Interbank Financial Telecommunication)
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The Financial Intelligence Unit is the Estonian compe-
tent authority regarding financial sanctions. The main 
and most effective measures were imposed with the 
first five packages of international financial sanctions. 

The following packages extended existing restrictions. 
Inclusion of Andrey Igorevich Melnichenko and 

Viatcheslav Moshe Kantor in the EU sanctions list 
increased the number of reports received by the Financial 
Intelligence Unit, especially in March and April. The 
effect of Kantor's inclusion on the number of reports 
filed continued as late as May. Sanctions reporting also 
significantly increased in October, when provision of 
virtual asset services to Russian clients was banned.
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28.02
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Most important restrictions imposed by sanctions package:

I and II package 
Nearly 500 Russian and Belarusian 
persons added to the sanctions list 
and their assets frozen; ban on 
deposits exceeding 100,000 euros 
from Russian and Belarusian 
residents in EU banks, and restrictions 
on selling EU securities to them.

VI package  
65 individuals and 18 entities were 
added to the sanctions list; 3 
Russian banks were disconnected 
from the SWIFT system: Sberbank, 
Credit Bank of Moscow and JSC 
Rosselkhozbank, as well as the 
Belinvest bank in Belarus.

III package  
Ban on transactions involving reserves and assets of the 
Central Bank of Russian Federation; 7 major Russian banks 
disconnected from the SWIFT system: Otkritie, Novikom-
bank, Promsvyazbank, Rossyabank, Sovcombank, VEB, VTB 
Bank; restrictions on transferable securities targeting 
Russia and Belarus also include crypto assets; ban on accepting 
deposits over 100,000 euros from Belarusian citizens.

IV package  
15 individuals 
(oligarchs, business-
men and pundits) and 
9 entities included in 
the list; ban on all 
transactions with 
certain state-owned 
companies

VII package  
54 individuals and 10 entities were 
added to the sanctions list; 
sanctioned individuals (specifically 
oligarchs) were required to declare 
their property located in the EU; 
several derogations were 
introduced to ensure movement of 
agricultural goods, fertilisers and 
energy carriers, as well as a 
derogation to unfreeze assets if 
necessary to prevent harm to the 
environment or public health.

VIII package  
30 individuals and 7 entities were 
added to the sanctions list; the 
restrictions applied to Donetsk and 
Luhansk were expanded to the 
regions of Zaporizhzhia and 
Kherson; the sanction measure 
applied to virtual asset service 
providers was expanded, banning 
service provision to Russian 
citizens regardless of the transac-
tion value (the V package set a limit 
of 10,000 euros).

IX package  
141 individuals and 49 entities were added to the 
sanctions list; a derogation was added to enable 
sanctioned individuals (oligarchs) dealing in food 
and fertilizers to transfer food and fertilizers to 
third countries based on authorisation from a 
competent authority.
In addition to the above financial sanctions, 
multiple restrictions concerning goods and 
services have been implemented in the EU. For 
example, Russian media channels have been 
banned from broadcasting in the EU. Also, 
practically each new sanctions package has 
expanded the range of goods banned from export 
to Russia.

V package 
The ban on EU banks accepting deposits exceeding 100,000 euros from Russian and 
Belarusian citizens was expanded, and additional conditions were specified for allowing 
such deposits; virtual asset services exceeding 10,000 euros involving Russia were banned; 
Russian sales of transferable securities listed in any EU member state and issued after 
April 12th 2022 was banned; sales, provision, transfer and export of any EU member state's 
currency to Russia and Belarus was banned.

08.04
V package

03.06
VI package

21.07
VII package

07.10
VIII package

16.12
IX package
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CHANGE IN THE AMOUNT OF INTERNATIONAL SANCTION 
REPORTS SUBMITTED TO THE FINANCIAL INTELLIGENCE UNIT
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Immediately after the outbreak of war, the Finan-
cial Intelligence Unit turned its focus on the 
(non)implementation and evasion of (or attempts 
to evade) financial sanctions. Data was collected 
from virtual asset service providers authorised in 
Estonia, in order to gain awareness of their 
Russian, Belarusian and Ukrainian clients and 
volume of services provided. Based on data from 
last May, the Russian and Belarusian client base 
of virtual asset service providers remained stable 
or decreased after the start of war. The risk of 
virtual asset service providers being used to 
evade sanctions was also reduced by the leaving 
of Garantex Europe OÜ from the Estonian market, 
that company being oriented to the Russian 
market. Garantex Europe OÜ decided to relinquish 

its authorisation after the Financial Intelligence 
Unit identified significant shortcomings in the 
company's money laundering and terrorist 
financing prevention systems based on an on-site 
visit.

Furthermore, FIU monitored the cross-border 
payment and trade flow dynamics of credit 
institutions, in order to identify cases of financial 
sanctions evasion and new patterns in money 
laundering risks. During the first months of war, 
as expected, we saw:

•  a sharp decrease of Russian and Belarusian   
   persons' deposits in Estonian credit institutions;
•  a decrease in cross-border payments to/from   
   Russia and Belarus;
•  a decrease in payment cards issued by Estonian  
   credit institutions being used to pay and with-  
   draw cash in Russia and Belarus;
•  a decrease in the volume of services provided by  
   Estonian-authorised virtual asset service   
   providers to clients in Russia and Belarus.

The war increased the FIU's 
workload tenfold

The Financial Intelligence Unit will keep focusing on the situation while the extensive restrictions remain in place.
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EVADING INTERNATIONAL 
FINANCIAL SANCTIONS

In the first days of war, when the EU started 
including economically significant Russian 
companies and their leadership in the sanctions 
lists, these individuals responded by stepping 
down from leading positions and reducing their 
ownership.

This is because sanctions applied to individuals 
only extend to non-listed companies owned or 
controlled by them if the level of ownership or 
control meets criteria. Status as a company's 
beneficial owner is also important. In order to 
evade sanctions, listed individuals reduced their 
ownership of companies below the EU-set mini-
mum of 50%1. In order to evade the control criteri-
on, they also stepped down from executive 
leadership and removed themselves from man-
agement and advisory boards. In order to evade 
the ownership criterion, companies worth billions 
or hundreds of millions of euros were sold within 
days or hours, often just hours before the lists 
were made public, or "handed over" to family 
members, "stepping back" in favour of them in 
order to "remove themselves from active manage-
ment".

Several oligarchs used these tactics to try to save 
their companies from restrictions associated with 
sanctions. For example Dmitry Mazepin, owner of 
the Uralchem Group. Next day after being includ-
ed in the sanctions list, the businessman sold his 
majority share to two long-time executives of the 
company, leaving himself with a 48% share and 
stepping down as chief executive officer. Arkady 
Volozh, too, retired from the management board 
and executive office of Yandex Group after being 
targeted by sanctions. All the above changes, 
which were implemented very suddenly, suggest 
attempts to evade sanctions - trying to avoid 
sanctions applied to individuals extending to 
companies associated with them. Examples 
include several large Russian companies, the 
owners or beneficial owners of which have been 
added to the list. Notably, some of these individu-
als were added to the list due to the very compa-
nies they are now attempting to distance them-
selves from.

33

Abramovich handed Chelsea 

director control of firm on day of 

Ukraine invasion, filings show

�������������������������������������������
����������

Three more Russian billionaires resign from 
LetterOne board

Sanctioned Russian 

oligarch steps down 

from board of BASF's 

oil joint venture

1  Criterion to take into account, if the legal person or entity is owned by other 
person or entity, is owning over 50% of assets.
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SANCTIONS EVASION USING 
CRYPTOCURRENCY

The Financial Intelligence Unit has identified 
cases of virtual asset service providers being used 
to transact and thereby evade sanctions. More 
specifically, virtual assets are used to hide the 
origin of funds and the counterparty of the 
transaction.

For example, luxury cars worth over 50,000 euros 
have been sold to Russian citizens, although their 
export to Russia and for use in Russia is banned 

by economic sanctions. The seller is paid for the 
cars in cryptocurrency in the value of the sales 
price, attempting to hide the fact that the 
purchaser is a Russian citizen planning to use the 
car in Russia.

Discovery of such cases requires effective cooper-
ation between the FIU and Estonian virtual asset 
service providers, who carry significant responsi-
bility when it comes to such transactions.

34

The Alfa-Bank case. Changes to the ownership structure of ABH Holdings S.A.:

The credit institution subject 
to this transfer of ownership 
was the fourth largest bank in 
Russia with approximately 70 
billion euros in assets.

The position of the Financial Intelligence Unit is that such a swift 
transfer of ownership of a large and, in Russian terms, significant 
credit institution is implausible, considering the processes and 
analyses preceding any sale of a credit institution (including asset 
inventory, etc.). Furthermore, transfer of more than 10% of shares 
would have required approval from the Russian central bank. There 
is no evidence that these persons have actually relinquished 
control after the transfer.

3 On April 7th 2022, the Financial 
Intelligence Unit published an 
opinion stating that ABH Holdings 
S.A., including AlfaBank AO and 
Alfa-Bank ZAO meet the control 
criterion, and therefore the 
companies are subject to sanctions.

5

On June 15th 2022, the 
Financial Intelligence Unit 
changed its position to no 
longer apply the financial 
sanction to ABH Holdings 
S.A., Alfa-Bank AO or 
Alfa-Bank ZAO.

7 The Financial Intelligence Unit had to 
defend both positions in court. In 
administrative case 3-22-1196, the 
Tallinn Administrative Court decided 
that, considering that the actions of the 
Financial Intelligence Unit were based 
on its best knowledge at the time, its 
lack of action cannot be considered a 
violation of the law.

8

4

on March 15th 2022, four large shareholders of ABH Holdings S.A, 
including Alfa-Bank AO and Alfa-Bank ZAO, were added to the EU 
sanctions list: Mikhail Maratovich Fridman, Petr Olegovich Aven, 
German Borisovich Khan and Alexey Viktorovich Kuzmichev. 
Together, they held 82.55% of shares. Therefore, sanctions needed 
to be applied to the above companies as well.

1

Three months later the Financial Intelligence Unit got access to 
the ABH Holdings S.A. shareholder registry, showing that the 
share transfers took place as early as on March 14th 2022. 
Furthermore, the Central Bank of Russian Federation had not 
stated that the transfer was illegal. Considering that three months 
had elapsed from the transfer of shares, the Financial Intelligence 
Unit could no longer presume the control criterion to be fulfilled.

6

1 hour and 50 minutes before the sanctions list was published in the 
Official Journal, it was announced that Khan and Kuzmichov had 
transferred their shares to Andrei Kosogov, who previously held a 
small share in the company. The other two sanctioned individuals 
Fridman and Aven now held just under 50% of the company in total, so 
the ownership criterion was no longer fulfilled and the company's 
assets could not be frozen.

2

Khan 21%

The Mark Foundation for 
Cancer Research 4%

Unicredit S.P.A 10%

Kosogovile 4%

Kuzmichev 16%

Aven 12%

Fridman 33%

FORMER ABH 
HOLDINGS S.A. 

OWNERSHIP 
STRUCTURE

The Mark Foundation for 
Cancer Research 4%

Unicredit S.P.A 10%

Kosogov 41%

Aven 12%

Fridman 33%

NEW ABH 
HOLDINGS S.A. 

OWNERSHIP 
STRUCTURE
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The case of Andrey Melnitchenko.

On March 9th 2022, Russian oligarch and 
beneficial owner of EuroChem Group AG 
(which, along with subsidiaries, makes up 
the EuroChem Group) Andrey Igorevich 
Melnichenko was added to the list of 
sanctioned individuals. Melnichenko is 
among the most influential businessmen 
in Russia, with close connections to the 
Russian government and president Putin. 
His primary activities are in sectors 
constituting important sources of revenue 
for the Russian government.

1 Based on public information, Andrey 
Melnichenko reduced his ownership in the 
EuroChem Group and relinquished his 
position as first-line beneficial owner and 
person ensuring and controlling the 
preservation of 4 property a day before the EU 
financial sanction took effect, and resigned 
from the EuroChem Group board of directors 
on March 9th 2022.

2 In a single day, the sanction subject's 
wife, Aleksandra Melnichenko, became 
the beneficial owner of the EuroChem 
Group with 10.2 billion dollar annual 
revenue.

3

Changing of beneficial owner in such a 
short time is not plausible, because 
transfers of property in this scale 
generally require thorough preparation 
and in some cases approval from 
competent authorities. Furthermore, 
transfer of beneficial ownership to one's 
wife may be considered a fictitious act, not 
transfer of real control.

4 The purpose of Andrey Melnichenko's 
activity was likely to avoid the imposing of 
restrictions on the business of the EuroChem 
Group. This is not just the Financial 
Intelligence Unit's opinion, but competent 
authorities in other EU member states have 
also come to the same conclusion, based on 
the FIU's close cooperation with them 
regarding the case. Later, there have been 
other changes in the ownership structure of 
EuroChem Group AG and the trust controlling 
it, but these have not convinced competent 
authorities in Estonia or other countries 
change their positions.

5 On June 3rd 2022, the European Council 
added Aleksandra Melnichenko to the 
list of sanction subjects. Therefore, as of 
December 31st 2022, EuroChem is still 
beneficially owned by a sanctioned 
individual, and based on available 
information the Financial Intelligence 
Unit's position is to apply the obligation 
to not make economic resources 
available to companies in the EuroChem 
Group.

6

FROZEN ASSETS

As of end of December, almost 20 million euros 
were frozen based on financial sanctions on 
accounts in Estonian credit institutions and 
prepayment accounts of the Estonian Tax and 
Customs Board. This amount does not include 
claims or lost revenue. It also does not include 
non-current assets of sanctioned companies. 
Regardless, the amount of frozen assets is signifi-
cantly lower compared to neighbouring countries. 
The reason is that, especially after 2017 when 
Estonian credit institutions stopped serving 
high-risk non-resident clients, Estonia has not 
been an attractive place for Russian oligarchs to 
hold their assets. 94% of all frozen assets belong 
to companies linked to two oligarchs included in 
the EU sanctions list. On prepayment accounts of 
the Estonian Tax and Customs Board, more than 8 
million euros belonging to 6 companies have been 
frozen. These companies are primarily owned by 
three sanctioned individuals.

The total amount of frozen assets fluctuated 
between 16-26 million euros during the year. This 
means that a peak amount of 26 million euros was 
frozen. These fluctuations are mainly due to 
derogations provided in the EU regulation, allow-
ing sanctioned companies to spend the funds on 
unavoidable expenses under certain conditions, 
such as for paying for utilities. The sanctioned 
companies may also continue limited economic 
activity under the derogations provided in law. 
For example, sell chemicals and receive payments 
for sales or service provision, if it is necessary to 
protect people's safety and the environment. 
Funds received from economic activity under 
these derogations are frozen.
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Alexey Mordaschov u 5%
Alexey Nechayev alla 1%

Andrey Melinchenko 56%

Vlatcheslav Kantor 38%

As of December 2022

94% of all frozen assets belong to 
companies linked to two sanctioned 
individuals.
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4 Until March 8th, A. Melnichenko owned 2 large corporate groups (EuroChem Group AG and SUEK) through various trusts 
and corporations registered in Moscow, Zug (Switzerland), Cyprus and Bermuda. 



TV BROADCASTING BANS
Upon the start of Russian aggression, Bank 
Rossiya was added to the list of sanctioned 
individuals and entities based on Regulation (EU) 
No 269/2014. This included the freezing of assets 
held or controlled by Bank Rossiya in the EU. 
Furthermore, it was forbidden to directly or 
indirectly make economic resources available to 
Bank Rossiya.

The Financial Intelligence Unit determined that 
National Media Group and Channel One Russia 
are controlled by Bank Rossiya, and therefore the 
broadcasting of content produced by these media 
groups would indirectly make economic resourc-
es available to Bank Rossiya. This is primarily 
because revenue from the sale of content (includ-
ing broadcasting fees as well as advertising 
revenue associated with these channels) is 
ultimately controlled by Bank Rossiya.

The Financial Intelligence Unit identified a total 
of 16 Russian TV channels broadcasting content 
produced by National Media Group or Channel 

One Russia. The Financial Intelligence Unit sent a 
notice to this effect to market participants, and 
several Estonian service providers stopped 
broadcasting content produced by National Media 
Group and Channel One Russia.

In addition to the international financial sanction, 
channels were subjected to restrictions based on 
sanctions imposed by the Government of the 
Republic of Estonia, in order to reduce spread of 
Russian war propaganda in Estonia.

Previous annual reports of the Financial Intelli-
gence Unit have covered several legal disputes 
between FIU and the MIA Rossiya Segodnya 
media group. The last pending dispute ended in 
extensive sanctions. In September, MIA Rossiya 
Segodnya withdrew their claim, and Tallinn 
Administrative Court ended the proceedings. 
Estonian financial sanctions applied to MIA 
Rossiya Segodnya because the group's executive 
director Dmitri Kisseljev was added to the sanc-
tions list in 2014.

FINANCIAL SANCTION DEROGATIONS

COMMON REASONS FOR AUTHORISING DEROGATIONS:

Usually, legislation imposing international 
sanctions includes limited derogations to sanc-
tion implementation. Derogations may be granted 
on the conditions listed in regulation, and gener-
ally authorisation from the competent national 
authority is required. Because all derogations 
include the phrase "has the right to", authorisa-
tion of a derogation is a right, not an obligation, 
and is done at the discretion of the competent 

authority. In Estonia, derogations to financial 
sanctions are authorised by the Financial Intelli-
gence Unit in consultation with the Ministry of 
Foreign Affairs. By way of derogation, the Finan-
cial Intelligence Unit may authorise the release of 
certain frozen assets or make assets available to a 
sanctioned subject for purposes and under 
conditions provided in the legislation imposing 
the sanction.

36

Performance of 
pre-sanction 
obligations by the 
sanction subject 
and associated 
entities.

Payment of legal 
expenses of 
sanction subject 
and associated 
entities.

Provision of 
humanitarian aid, 
including provid-
ing medicine or 
food and transpor-
tation or evacua-
tion of humanitar-
ian workers.

Vital needs of sanction subject and 
associated entities. For a sanction 
subject, this may include paying 
for food, rent, medicines and 
medical treatment, taxes, insur-
ance and utilities, among others. 
For an entity, this may include 
accounting services, payment of 
taxes, property upkeep and other 
expenses required for the compa-
ny to remain a going concern.
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These cases include strict conditions based on 
which the competent authority may authorise a 
derogation. In the case of financial sanctions, the 
Financial Intelligence Unit must first make sure 
that the derogation would be in accordance with 
the letter and spirit of the law. Granting the 
derogation must be expedient without enabling 
sanction evasion by the subject. When processing 
complex cases and certain specific authorisa-

tions, the Financial Intelligence Unit cooperates 
with the Ministry of Foreign Affairs, other state 
institutions, foreign competent authorities and 
the European Commission. Of the 96 authorisa-
tions by the Financial Intelligence Unit, more 
than half were granted to AS BDT, TT Baltics SIA 
and Eurochem Terminal Sillamäe Osaühing, and 
their transaction counterparties.

The case of fertilizers.

Pursuant to financial sanction, importing of chemicals 
used for fertilizer manufacturing to the EuroChem 
Terminal Sillamäe Osaühing and AS DBT terminals at 
Sillamäe and Muuga was stopped. Besides this, assets of 
the above companies, including chemicals in their 
possession belonging to other companies, were frozen 
pursuant to financial sanction, because both companies 
are beneficially owned by a sanctioned oligarch.

1

In order to dispose of chemicals held in terminals 
owned by companies of the sanctioned individuals, 
the Ministry of Foreign Affairs applied for an 
amendment to the sanction-imposing regulation 
pursuant to the Financial Intelligence Unit's 
proposed wording. Disposal of the fertilizers posing a 
threat to human lives and the environment was 
eventually enabled by EU legislative amendment 
introduced with the VII sanctions package.

4 EU legislative amendments initiated by Estonia gave the Financial Intelligence 
Unit the authority to authorise release of certain frozen economic resources in 
order to urgently prevent or mitigate an event likely to have a serious and 
significant impact on human health and safety or the environment. Revenue 
received from disposal of released resources must be frozen.

5

The Financial Intelligence Unit 
authorised the export of chemicals 
which were not owned by sanctioned 
entities, and which were subject to 
agreements signed before the 
sanction was imposed.

2 The Financial Intelligence Unit 
contacted several ministries and other 
public authorities and informed them 
that chemicals could not be removed 
from the terminals, as they are owned 
by sanctioned entities.

3

Because it was impossible to predict the duration of 
sanctions and the companies' continuing capability to 
safely store the chemicals, the Consumer Protection and 
Technical Regulatory Authority issued an injunction to 
both companies. Based on the injunction, the companies 
were to dispose of the chemicals and/or remove them 
from the terminals in cooperation with owners of the 
chemicals. The injunction enabled the Financial 
Intelligence Unit to authorise export of chemicals 
belonging to sanctioned entities.

6 For each of the 
companies' 
applications and 
transactions, the 
Financial Intelligence 
Unit verified 
compliance with the 
derogation bases 
allowed in the EU 
Regulation, and that 
the derogation is not 
used for evading the 
restrictive measures.

7 In total, the Financial 
Intelligence Unit 
authorised 27 
derogations, based on 
which 234,737.93 tons 
of hazardous 
chemicals were 
released from 
terminals and sold. 
Services associated 
with sale and 
removal of chemicals 
from terminals were 
also authorised.

8 Most of the chemi-
cals were transported 
from Estonia by the 
end of 2022.

9
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Vital needs of sanction subject and 
associated entities. For a sanction 
subject, this may include paying 
for food, rent, medicines and 
medical treatment, taxes, insur-
ance and utilities, among others. 
For an entity, this may include 
accounting services, payment of 
taxes, property upkeep and other 
expenses required for the compa-
ny to remain a going concern.

Do the circumstances 
stated in the applica-
tion for authorization 
meet the condition of 
the exception? Are the 
type and amount of 
chemicals considered 
hazardous by 
Consumer Protection 
and Technical 
Regulatory Authority?

The purpose of 
the application 
for authorization.

Circumstances of 
the transactions 
accompanying 
the sale.

To whom does the 
subject of the sanction 
sell chemicals? Is the 
buyer not a subject of 
the sanction? Is the 
sale transaction not 
being used to evade the 
sanction?

Circumstances of 
the transaction.

Could the destination 
country help the 
subject of the sanction 
evade the sanction?

Final destination 
of the goods.

Are the funds not made 
available to the subject 
of the sanction? Will 
the relevant foreign 
bank freeze the 
proceeds from the sale 
of chemicals?

Freezing the 
proceeds from 
the sale.

Are sales and 
dispensing of 
chemicals accompa-
nied by other transac-
tions that require the 
permission of the FIU, 
the absence of which 
would delay the 
removal of chemicals?

Transactions 
accompanying 
the sale.

Is the provided service indispensable to comply 
with the Consumer Protection and Technical 
Regulatory Authority prescription? Can the 
service be provided by someone other than the 
company related to the subject of the sanction?

Is the transaction not used to evade the sanction 
or to make funds available to the subject of the 
sanction? Will the paid funds be frozen for the 
service to the subject of the sanction or a 
company related to it?
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In order to provide a derogation based on the Consumer Protection and Technical Regulatory 
Authority's injunction, the Financial Intelligence Unit must verify the following:

REFUSAL TO AUTHORISE A DEROGATION

The most common reason of refusing a deroga-
tion was the applicant's misinterpretation of the 
legislation imposing the international sanction. 
Unless a financial sanction is being implemented, 
the Financial Intelligence Unit is not able to 
authorise a derogation.

AN EXAMPLE. If (i) an Estonian company sells 
goods to a Russian-registered company not benefi-
cially owned by a sanctioned individual, (ii) the 
Russian company has paid the Estonian company 
for the goods from its Russian bank account and (iii) 
the bank was added to the sanctions list only after 
the payment was made, then the transaction does 
not violate a financial sanction, and payment does 
not require authorisation from the Financial Intelli-
gence Unit.

The Financial Intelligence Unit will not authorise 
release of resources owned by a sanctioned 
individual or a company associated with them, or 
making economic resources available to them, 
unless there is legal basis for doing so and the 
Financial Intelligence Unit is convinced that all 
legal conditions for providing the authorisation are 
fulfilled.

AN EXAMPLE. If the Financial Intelligence Unit is 
aware that the derogation authorisation concerns 
another member state where the financial sanction 
is not applied similarly to Estonia, and the Financial 
Intelligence Unit is not convinced that the assets 
will be frozen in that country and not made avail-
able to the sanction subject, the Financial Intelli-
gence Unit will not be able to grant the derogation, 
as one of the conditions is not fulfilled.
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The Financial Intelligence Unit

32%
The number of FIU's 
employees increased by 

this year. All areas were 
reinforced.

3000
FIU officials partici-
pated in a total of 

of trainings and 
workshops.

Early in 2023, the Financial Intelligence Unit had 
its two-year anniversary as an independent public 
institution under the Ministry of Finance. As an 
autonomous entity, the Financial Intelligence 
Unit's activity is governed by the Money Launder-
ing and Terrorist Financing Prevention Act.

The Financial Intelligence Unit has seen both its 
organisation and role grow. We are on the verge of 
the next leap.

ABOVE ALL, OFFICIALS OF THE FINANCIAL 
INTELLIGENCE UNIT VALUE:

exciting work 
not available 
anywhere else. 
New recruits can 
earn their 
independence 
and get more 
responsibilities 
quite quickly.

substantial work 
and opportuni-
ties to really 
make a differ-
ence in Estonia 
and elsewhere.

development – 
the opportunity 
to grow with the 
institution and 
its ambitious 
team. It's an 
innovative 
institution with 
leaders who are 
themselves 
interested in 
personal devel-
opment.

friendly and 
professional 
colleagues – 
experts in their 
field, but also 
reasonable and 
kind. We are 
hard-working and 
dedicated to our 
mission.

institutional 
reputation and 
contributing to 
work highly 
valued outside 
the institution.

Source: Financial Intelligence Unit's employee satisfaction survey, 2022
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WE ARE ON THE THRESHOLD OF A LEAP IN 
STRATEGIC ANALYSIS CAPABILITIES

One of the strategic goals of the Financial Intelli-
gence Unit is to be the best and most efficient in 
its field. Implementation of smart and even more 
digitally-minded solutions would help us identify 
money laundering and terrorist financing risks 
significantly more effectively.

Currently, institutions worldwide tend to rely on 
market participants' reports and case analysis for 
gathering information. However, potential 
damage could be better prevented by implement-
ing smart risk monitoring to identify emerging 
trends as early as possible. For this we have 
initiated the strategic analysis capability develop-
ment project.

The project will result in an even closer integra-
tion of big data in the Financial Intelligence Unit's 
everyday decision-making on all management 
levels from strategic leadership to daily opera-
tions, providing an overview of the current state 
and dynamics of money laundering, terrorist 
financing and sanctions-related risks in Estonia 
both generally as well as on the sector level. The 
first improved solutions will be implemented in 
2023.

40
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NEW IT INITIATIVES TO 
CONTRIBUTE TO THE 2026 GOALS:

launch of the 
strategic analysis 
capability 
development 
project;

improving the 
quality of exist-
ing data by using 
new solutions to 
automate the 
processing of big 
unstructured 
datasets;

creating an 
effective, 
user-friendly and 
future-proof 
workspace for 
analysts;

expediting and 
automating 
cross-border and 
domestic com-
munications;

creating a portal 
to improve 
communication 
between the 
Financial Intelli-
gence Unit and 
obliged entities.

41
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10
published

guides on 
165 pages

18
conducted 

trainings and 
information days, 
attended by over 
2300 market 
participants

77
held

documented 
interviews 
concerning 
authorisation 
processes

242
replied to

authorisation 
or amendment 
requests

370
replied to

replied to 
approximately 
370 supervision-
related inquiries

Risks and 
supervision by sector

Estonian Financial Intelligence Unit Yearbook // RISKS AND SUPERVISION BY SECTOR
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IN 2022, THE FINANCIAL INTELLIGENCE UNIT:



25

20

15

10

5

0

2500

2000

1500

1000

500

0

2018 2019 2020 2021 2022

1400

1200

1000

800

600

400

200

0

2018 2019 2020 2021 2022

trainings participants

Estonian Financial Intelligence Unit Yearbook // RISKS AND SUPERVISION BY SECTOR

43

Virtual asset service providers

148
current 
authorisations 
as of 31.12.2022

90%
of total turnover

5
billion euros, 
or half of that in 
2021

Turnover was 
approximately 

10 largest service 
providers contri-
bute almost 

The Financial 
Intelligence 
Unit received 

4331
reports in total, 
from less than 
half of all service 
providers

603

1234

473

382

148

TRAININGS ORGANISED BY THE FINANCIAL INTELLIGENCE 
UNIT TO MARKET PARTICIPANTS AND PARTNER INSTITUTIONS

COMPANIES AUTHORISED TO PROVIDE 
VIRTUAL ASSET SERVICES AS OF END OF 2022
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a supra-national risk 
assessment of the 
EU internal market. 
Compared to 2019, 
risks have increased 
in the EU due to the 
larger number of 
customers and 
transactions, as well 
as the variety of 
products and 
services offered 
(Supra-National Risk 
Assessment, 2022)

the international 
MONEYVAL 
evaluation in the 
Estonian context 
(Anti-Money 
Laundering and 
Counter-Terrorist 
Financing Measures, 
2022)

the national risk 
assessment 
(National Risk 
Assessment 2020, 
2021)

Financial Intelli-
gence Unit surveys 
(Risks associated 
with virtual asset 
service providers in 
Estonia, 2022; 2022)

15% of inquiries 
received by the 
Financial Intelli-
gence Unit from 
foreign financial 
intelligence units 
concern virtual 
asset service 
providers.

The estimated risk of money laundering and terrorist financing in 
the virtual asset services sector is very high according to:

The Financial Intelligence Unit analysed virtual 
asset service providers' largest clients by revenue 
and identified numerous clients from high-risk 
countries in terms of terrorist financing, as well as 
individuals suspected of money laundering or 
terrorist financing. Additionally, the ability of 

service providers to protect clients' assets and 
data is becoming increasingly problematic both in 
terms of external attacks as well as malicious 
owners. Furthermore, we will likely see more 
service provider bankruptcies.

Because risk management in this sector is a 
long-term process, the Financial Intelligence Unit 
will continue to focus on virtual asset service 
providers in 2023, besides other sectors. This 

includes a regular reporting obligation, based on 
which information will be collected from service 
providers regarding their activity, including 
services provided, clients and financials.

MATERIALISATION OF FINANCIAL RISKS

Bankruptcies, incorrect or illegal management of people's property, lack of sufficient liquidity buffers 
and other capital supervision risks increasingly highlight the need for financial supervision in sectors 
where there is no or insufficient regulation of these aspects of supervision. Examples include virtual 
asset service providers as well as savings and loan associations, the authorisation and supervision of 
which according on the Money Laundering and Terrorist Financing Prevention Act is conducted by the 
Financial Intelligence Unit. However, new legislation is needed to protect people's property. Both the 
EU and Estonian legislators have made steps to that end. Until the new legislation is completed, people 
should be especially careful about who they trust with their money.

Based on the Financial 
Intelligence Unit's analysis, 
the first months saw a 
decrease in the turnover of 
services provided to 
Russian clients via Esto-
nian-authorised virtual 
asset service providers.

·

· · · · ·

· ·Analysis of data provided by the 
market participants showed that the 
Russian and Belarusian client base of 
Estonian-authorised virtual asset 
service providers remained stable or 
decreased at the beginning of the war. 
Furthermore, the risk of service 
providers being used to evade sanctions 
or move assets did not materialise.

In October 2022, the ban 
on providing services to 
Russian clients was added 
to the EU sanction measures. 
Service providers had to 
give up their Russian 
clients.

War-related developments detected in the sector:

Estonian Financial Intelligence Unit Yearbook // RISKS AND SUPERVISION BY SECTOR
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Typology of nested provision and nested service 
providers means that one service provider provides 
their services via an account opened with another 
service provider.

This enables the nested provider to provide their 
clients with others' products. In classical banking, 
the equivalent would be forex payments, for example 
dollar payments. In the world of virtual assets, it 
would be cryptocurrency trading or using a VIBAN 
account. For example, a virtual asset service provid-
er may use services of a bank to process client 
transactions which involve fiat-virtual conversion. 
They may also use an account opened with another 
virtual asset service provider.
 
This results in a higher risk of money laundering 
associated with the service, because it is difficult for 
the nested service provider to monitor and identify 
the other service provider's clients on whose behalf 
the transactions are made. If a client provides 
service to another service provider, that service 

provider must be contacted for information. Compa-
nies who have opened an account with another 
company often lack organisational measures, human 
resources and automated business relationship 
monitoring systems and procedures necessary for 
money laundering prevention, resulting in non-im-
plementation of client due diligence and insufficient 
reporting. Furthermore, this system enables unau-
thorised companies to provide services.

BANK
VIBAN - a technical account 
for payment service provider

Provision of virtual asset service

Virtual asset 
service provider  1

Virtual asset 
service provider 2

Virtual asset 
service provider  3

A CASE OF MONEY LAUNDERING VIA 
OTHER SERVICE PROVIDERS

In 2022, the Financial Intelligence Unit analysed a 
case of money laundering where funds embezzled in 
an international investment fraud were moved via 
an Estonian virtual asset service provider. The 
companies had accounts with foreign payment 

processors and on several major international 
virtual asset exchange platforms. The virtual asset 
exchange platforms themselves had accounts in 
other countries.

Various e-wallet 
addresses

Users of the 
platform

Cashflows

Cashflows

Cashflows

Cashflows

Cashflows

Manages the platform

Manages the platform

The investment platform 
where the scam was 

carried out

Account of a 
company registered 

in country 1 at a 
payment institution 

in country 3

Account of a virtual asset 
service provider 1, registered 

in Estonia, in a payment 
institution of country 4

Fiat currency was 
exchanged for 
various virtual 
currencies and 

sent to the 
e-wallet addresses 

of customers of 
the Estonian 
virtual asset 

service provider

Account of a virtual asset 
service provider 2, 

registered in Estonia, in a 
payment institution of 

country 4

Account of a 
company registered 

in country 2 at a 
payment institution 

in country 3

Account of a virtual 
asset service 

provider, registered in 
country 6, in a 

payment institution 
of country 8

Account of a virtual 
asset service 

provider, registered in 
country 5, in a 

payment institution 
of country 7

Account of a virtual 
asset service 

provider, registered in 
country 6, in a 

payment institution 
of country 9

Cashflows to user account of 
Estonian registered virtual asset 

service provider 1

Cashflows to user account of 
Estonian registered virtual asset 

service provider 1

Cashflows to user 
account of Estonian 

registered virtual 
asset service 

provider 2 
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Cases associated with virtual asset 
service providers often involve service 
provision via other service providers 



182
revoked

authorisations 
for virtual 
asset service 
provision 

15
rejected

new 
authorisation 
requests

70
returned

authorisation 
requests without 
review

78
authorisation 
requests 

51
authorisation 
amendment 
requests

IN 2022, THE FINANCIAL 
INTELLIGENCE UNIT

DISCONTINUATION OF SERVICE PROVISION DURING 
AUTHORISATION AMENDMENT REQUEST PROCESSING

SERVICE PROVIDERS 
RETRACTED 
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One of the more common reasons for revoking 
authorisations was the inability of service provid-
ers to comply with international standards 
implemented with the Money Laundering and 
Terrorist Financing Prevention Act amendment 
which came into force on March 15th 2022. 
Furthermore, authorisations for the virtual asset 

wallet service and virtual asset to cash conver-
sion service, which had been issued based on 
previous regulation, were revoked.

Refusal to review authorisation requests was 
mainly due to failure to submit mandatory docu-
mentation.

On October 26th 2021, 
virtual asset service 
provider Payeer OÜ 
submitted an authori-
sation amendment 
request. The changes 
included the compa-
ny's management 
board, beneficial 
owner, person 
responsible for service 
provision, the Finan-
cial Intelligence Unit 
liaison officer and the 
person responsible for 
international financial 
sanctions.

In the course of 
proceedings it was 
determined, from 
publicly available 
sources among others, 
that the company 
lacked proper 
business reputation as 
required in the law. 
Sources indicated to 
the applicant's links 
with cases of fraud 
where clients had lost 
their assets.

Based on the above 
reasons, among 
others, the Financial 
Intelligence Unit came 
to the resolution that 
the company does not 
have an impeccable 
business reputation. 
The deauthorisation 
resolution was 
submitted for 
comments.

The company decided 
to relinquish its 
authorisation volun-
tarily. As of January 
17th 2023, Payeer OÜ 
is not authorised to 
provide virtual asset 
services.

On March 15th 2022, an amendment to the Money Laundering 
and Terrorist Financing Prevention Act entered into force, 
establishing enhanced standards on IT systems and manage-
ment and liaison officer competencies, an internal audit 
requirement, and significantly higher capital requirements.

June 15th 2022 - 
deadline to apply for 
authorisation amend-
ment

Evaluation of authori-
sation amendment 
requests by the 
Financial Intelligence 
Unit

AUTHORISATIONS
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There were also several court cases concerning authorisations. Where the Financial Intelligence Unit was 
ordered to review an authorisation request, the relevant request was either reprocessed or the decision 
was appealed.

Compliance with the reporting obligation in the 
sector has improved year-on-year, but there still 
persists a significant segment of active service 
providers who have not submitted reports to the 
Financial Intelligence Unit. Virtual asset service 
providers' reports have a crucial role in the 
Financial Intelligence Unit's analytical activity. 

However, instead of reporting transactions, 
currently the reports mostly concern refusal to 
open an account. Such reports have limited utility, 
and there are also issues with report quality. 
Non-reporting of transactions suggests insuffi-
cient business relationship monitoring systems.

JUDICIAL DECISIONS OBLIGATED COMPANIES TO START 
SERVICE PROVISION AFTER RECEIVING THE AUTHORISATION

REPORTING

The 2022 judicial decisions 
(3-21-2857 and 3-21-2697) 
reaffirmed the importance of 
the requirement stemming 
from Subsection 3 of §75(1) of 
MLTFPA, which is that 
operation must be started in 
the requested area of activity 
within six months after 
receiving authorisation.

In these decisions the court further clarified that if a company stops operation 
a few months after receiving authorisation, this is not considered purposeful 
use of the authorisation. This course of action suggests that the company was 
never planning to do business on the area of activity they were issued the 
authorisation for. The court further added that notice of temporary ceasing of 
economic activities does not excuse the company from its legal obligation to 
start operating on the stated area of activity within six months of receiving 
authorisation. Subsection 3 of §75(1) of MLTFPA is an imperative norm, and 
therefore the Financial Intelligence Unit has no discretion when deciding 
whether to revoke an authorisation.

The Money Laundering and Terrorist 
Financing Prevention Act amendment 
which entered into force on March 15th 
2022 explicitly states that a provider of 
virtual currency service may not file, 
under subsection 2 of § 34 of the General 
Part of the Code of Economic Activities 
Act, a notice on temporary ceasing of 
economic activities.

Importantly, the court decisions highlighted that while an administra-
tive body's persistent practice may provide grounds for legitimate 
expectation, maintenance of goodwill cannot justify continuation of 
unlawful administrative practice. Continuation of the unlawful 
administrative practice can also not be justified by relying on the 
principle of equal treatment. Administration must be lawful, and if 
past administrative practice is judicially proven to be unlawful, the 
administrative body must thereafter follow the new judicial interpre-
tation.

The Financial Intelligence Unit uses five methods to collect information 
about money laundering cases involving virtual assets:

1 suspected money laundering reports from obliged entities;
2 information from foreign financial intelligence units;
3 foreign financial intelligence units' requests to restrict assets in Estonia;
4 information determined in the course of Financial Intelligence Unit's strategic analysis;
5 information determined in the course of Financial Intelligence Unit's supervision.
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Of the reports received in 2022, 292 reports 
underwent in-depth analysis, and almost 2/3 of 
these were associated with fraud. The number of 
reports undergoing in-depth analysis has almost 
doubled, mostly due to sanctions-related reports.  

The most common reasons for 
reporting included forged documen-
tation, unclear origin of funds, fraud, 

identity theft and dark web.

SUPERVISION IN THE VIRTUAL 
ASSET SERVICES SECTOR IN 2022

775
off-site inspections 
were conducted

10
supervision proceedings 
were completed

5 companies voluntarily renounced eco-
nomic activity as a result of supervision 
proceedings

REPORTS BY VIRTUAL ASSET 
SERVICE PROVIDERS
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insufficient client 
due diligence

compliance 
immaturity 

lack of awareness 
of money launder-
ing or terrorist 
financing risks in 
general

lack of 
transparency of 
transactions

difficulties in 
identifying the 
ultimate customer

RISK FACTORS OF VIRTUAL ASSET SERVICES IN THE EU:

49

Source: Supra-National Risk Assessment, 2022

In the course of supervision, the Financial Intelli-
gence Unit has identified several shortcomings. 
Every company's risk management system must 
start from the management board. The manage-
ment board must create an appropriate risk 
management culture in the company, as well as a 
compliant organisation able to control any money 
laundering risks. The Financial Intelligence Unit 
determined that several companies lacked the 
organisational structure necessary to manage 
risks of money laundering and terrorist financing. 

This deficiency is self-evident for a company with 
100,000 or more clients and only two employees. 
In that case, the company obviously lacks 
resources to manage risks of money laundering 
and terrorist financing.

In addition to organisational deficiencies, compa-
nies' rules of procedure could also be improved. 
Often, the rules of procedure were not in accor-
dance with the company's actual business, and 
therefore did not help address the risks of money 
laundering and terrorist financing. 

It was often the case that authorisation was 
voluntarily relinquished after the Financial 
Intelligence Unit identified deficiencies and 
communicated them to the market participant. 
The companies realised that they were unable to 
operate legally here, and decided to move to a 
jurisdiction with more lax money laundering and 
terrorist financing prevention requirements and 
supervision.

The relinquishing of authorisation by two largest 
virtual asset service providers also significantly 
reduced the risk of sanction violations, because 
the total number of Russian clients was signifi-
cantly reduced.

The Financial Intelligence Unit identified deficiencies mostly in the following areas:

• client identification;
• business relationship monitoring;
• risk management systems;
• formal risk assessments and risk appetite statements 
 which are not according to the company's size or actual risks.

Organisational structure and risk management 
must have three distinct lines of defence

If all these roles are filled by the same person, 
there will be a conflict of interests. A person 
cannot audit their own work. Therefore the 
amended legislation includes an obligation to 
have a certified internal auditor.

First line of defence – the taking of business 
and associated risk, or client acquisition
Second line of defence – risk management
Third line of defence – an independent internal audit

Estonian Financial Intelligence Unit Yearbook // RISKS AND SUPERVISION BY SECTOR



The case of Garantex Europe OÜ

The case of Hodltech OÜ

In the summer of 2021, the Financial Intelligence Unit 
sent a survey to be filled out by all virtual asset service 
providers. The survey collected the following informa-
tion: general information about the company, virtual 
asset service(s) information, data on virtual asset service 
clients since July 1st 2020 based on residency, data on 
largest-volume clients, data on clients' exchange service 
counterparties' turnover based on residency, and data on 
turnover of virtual asset services. 

1

The supervision proceedings identified:
non-compliant risk management measures in terms of 
number of employees as well as internal control;
non-compliant risk appetite statement; non-compliant 
internal rules of procedure; non-compliance with the 
identification obligation for over 90% of clients; 
non-reporting of suspicious transactions to the 
Financial Intelligence Unit; the service had been used to 
move funds linked to criminal activity or wallets used 
for illicit purposes by criminals.

4 Furthermore, an anomaly was evident in the changing of new client sign-up 
activity over time, where an unusually high number of new users signed up in just 
a few days. This suggests that no client background checks were conducted. The 
information gathered also suggested that the platform probably provided an easy 
way to create fictitious user accounts to hide the actual person controlling the 
account. Some of the clients presented to the Financial Intelligence Unit as 
private individuals were actually service providers themselves, with turnover from 
tens of millions to hundreds of millions of euros in some cases. The company did 
not possess oversight of its ultimate clients, which is a key precondition of 
effective money laundering and terrorist financing prevention.

5

Among others, one of the largest 
Estonian-authorised service 
providers Garantex Europe OÜ, whose 
client based mostly included 
high-risk foreign clients.

2 In December 2021, the Financial 
Intelligence Unit initiated an on-site 
inspection at the company. 

3

The Financial Intelligence Unit identified a case of criminal proceeds from another 
country were transferred via several blockchain addresses to a blockchain address 
associated with a user account at the company. This suggests that the platform was 
used in the layering phase of money laundering. The funds were converted from one 
virtual asset to another with the goal of swapping blockchains. This was done to make it 
more difficult to link the funds to the crime the funds originated from. The user account 
was set up in the name of a foreign individual, but the actual client data was suggestive 
of a foreign company engaged in the development of algorithms for automated trading 
on virtual asset exchange platforms. Furthermore, the number and volume of transac-
tions passing through the user account was exceptionally high for a private individual, 
cementing the impression that the account was likely used by a company. The speed of 
transactions was also suspicious, with incoming virtual assets converted within 
seconds. This indicates that transactions were probably conducted automatically using 
computer programs. This is just one of the many instances identified in this case.

6
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On February 24th 2022, 
the company relinquished 
its Estonian authorisation 
for virtual asset service 
provision. If the company 
had not done this, the 
authorisation would have 
been revoked due to 
systemic and systematic 
non-compliance.

7 On April 5th 2022, 
the company was 
sanctioned by US 
authorities.

8

In spring of 2021, the Financial 
Intelligence Unit started supervision 
proceedings at one of the largest 
Estonian-authorised virtual asset service 
providers.

Deficiencies identified included: non-compli-
ant risk assessment and risk appetite 
statement; generic rules of procedure not in 
accordance with the company's actual 
activity; systemic non-application of due 
diligence, for example in terms of client 
identification and business relationship 
establishment and monitoring; non-compli-
ance with the obligation to report suspicions 
of money laundering and terrorist financing.

The service provider only had a single 
employee in Estonia, and the company 
only had three employees engaged in 
risk management, with a risk manage-
ment system clearly not in accordance 
with actual risks.

1 2 3

Due to the systemic and 
systematic nature of the 
non-compliances, the 
proceedings would have 
ended in the company's 
authorisation being revoked.

The company relinquished 
its authorisation on June 
15th 2022, which was the 
deadline for meeting the 
legal requirements. 
Furthermore, the company 
notified the Financial 
Intelligence Unit of its 
intention to start providing 
virtual asset services in a 
neighbouring country where 
the legal standards are lower.

The company was 
also subjected to 
misdemeanour 
proceedings.

4 5 6 In September 2022 the Financial 
Intelligence Unit was forced to terminate 
the misdemeanour proceedings due to the 
company being struck from the business 
registry (due to merger).

7
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The Code of Misdemeanour Procedure explicitly 
states that misdemeanour proceedings have to be 
terminated if the legal person is dissolved. The 
Financial Intelligence Unit is of the opinion that 
this legislation could be improved, because 
currently it enables entities to evade punishment 
in some cases. In this case, the service provider 
used a legal loophole pointed out by a lawyer. 

There are various schemes available for entities to 
dissolve and thereby avoid initiation of misde-
meanour proceedings or achieve the ceasing of 
these proceedings. The Financial Intelligence 
Unit has suggested legislative amendments to 
close this loophole.
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Financial sector

290
authorisations for 
financial institutions

28
authorisations for 
currency exchange 
service providers

AS OF THE END OF 2022, THERE WERE:

Several service providers hold multiple 
authorisations. Additionally there are 
payment institutions, investment funds, fund 
managers, insurance brokers, etc., who are 
authorised by the Financial Supervision 
Authority.

The risk level of the Estonian banking sector has 
decreased significantly over the years, but the risk 
of money laundering and terrorist financing is 
persistent and may grow due to the growing 
volume of assets and foreign payments. In Esto-
nia, the risk of money laundering is greatest in 

the correspondence relations of credit institu-
tions.
The gravest vulnerabilities concern the provision 
of financing services to politically exposed 
persons or sanctioned persons. Currency 
exchange offices located in border regions, 
especially in the Ida-Viru county, are also vulnera-

In the EU in general, estimated terrorist financing risks are high for payment services and 
very high for money remittance. Payment services are attractive for terrorists, because:

• account setup and identification can be done online (carrying large risks of impersonation);
• online and mobile payments are easy to do with no expertise or knowledge required. 
 Terrorist organisations use payment services for both everyday business as well as costs 
 associated with carrying out attacks.

Domestic investigation of recent terrorist attacks in Paris and the United Kingdom 
confirmed that the terrorists used money remittance for collecting and moving funds.
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REPORTING

Nearly half of all reports received by 
the Financial Intelligence Unit came 
from credit institutions.

Of 14 credit institutions 
or foreign branches, 
10 submitted reports

During the last years, Estonian credit institutions 
have improved their capability for prevention of 
money laundering and terrorist financing, espe-
cially by recruiting many new specialists in this 
field. On the operative level, the Financial Intelli-
gence Unit's cooperation with credit institution 
remained excellent in 2022.

What is worrying, however, is the low reporting 
activity by financial institutions. Only a few 
financial institutions filed reports to the Financial 
Intelligence Unit.

After the start of Russian 
aggression in Ukraine, a credit 
institution filed a report to the 
Financial Intelligence Unit 
regarding a person allegedly 
organising an anti-war protest. 
The credit institution reported 
this even though it did not 
specifically concern money 
laundering.

The report detailed two activities 
which caught the Financial 
Intelligence Unit's attention. One 
activity was associated with 
security risk and the other with 
possible embezzlement or fraud, 
where the client collected grants 
and did not use these for the 
stated purpose.

This report shows that the credit 
institution takes its role as an 
obliged entity seriously, is 
capable of creativity and seeing 
the big picture, and wants to 
effectively prevent money 
laundering.

A CREDIT INSTITUTION'S EFFECTIVE REACTION TO 
RISKS ASSOCIATED WITH RUSSIAN AGGRESSION
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Trust and company 
service providers

321
current trust and 
company service 
provision 
authorisations as 
of end of 2022

8

Only 18 reports 
were filed by a 
total of 

service providers
4
supervision 
proceedings were 
initiated, includ-
ing thorough 
on-site inspec-
tions

In December 2022, all 
service providers were 
issued an injunction to 
specify the threats and 
vulnerabilities associated 
with their sector.

The Estonian national risk assessment describes 
the money laundering and terrorist financing risk 
level associated with trust and company service 
providers as medium. Due to the nature of 
services provided by this sector, they may be used 
to legitimise illicit proceeds and hide beneficial 
owners.

Company service providers have had a prominent 
role in cases identified in the virtual assets sector, 
where they help high-risk companies enter the 
market. These service providers are also linked to 
companies belonging to non-residents, including 
Russian persons.

Evidently, trust and company service providers 
are not interested in reporting suspicious transac-
tions. The number of reports received by the 
Financial Intelligence Unit from authorised 
entities is disproportionately low, with zero 
terrorist financing reports over the years. Only a 
few market participants file substantial reports - a 
clear sign that the sector has low risk-awareness 
and due diligence is not applied.

All this positions the company services sector in 
the Financial Intelligence Unit's spotlight for 
2023, in order to help them manage their money 
laundering and terrorist financing risks.

Due to the specific money laundering and 
terrorist financing risks associated with trust and 
company service providers, operating in this 
sector requires an authorisation. Pursuant to §372 
of the Penal Code, unauthorised economic 
activity classifies as a demeanour. Authorisations 
are issued by the Financial Intelligence Unit.
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 The international MONEYVAL 
evaluation also recommended 

stronger supervision of the 
company services sector.
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Gambling sector

26
operate 
games of 
chance online

19
provide 
sports betting

4
operate games 
of change in 
casinos or on 
ships

2
operate 
lotteries or 
games of skill

According to the EU supranational risk assess-
ment, the money laundering risk associated with 
gambling products varies from low (bingo) to very 
high (online gambling). The estimated terrorist 
financing risk associated with online gambling is 
very high.

Although the quality and substance of gambling 
operators' reports has improved, the number of 

suspicion-based reports remains low. Only a third 
of all gambling operators are actively reporting, 
which is not commensurate with the risk level of 
the sector. Furthermore, for years gambling 
operators have filed zero reports of terrorist 
financing, where persons associated with 
high-risk countries would be engaged in suspi-
cious activity.

54

AS OF END OF 2022, THERE WERE 31 COMPANIES PROVIDING 
ONE OR MORE GAMBLING SERVICES:

According to the law, gambling operator must apply due diligence measures 
at least upon payment of winnings, making of a bet or on both occasions 
where the sum given or receivable by the customer is at least 2000 euros or 
an equivalent sum in another currency, regardless of whether the monetary 
obligation is performed as a single payment or as several related payments 
over a period of up to one month.

Note: 
gambling operators are 
obligated to apply due 
diligence for winnings 
of 2000 euros or more 
(§ 19(3) of the MLTFPA)

IDENTIFIED TYPOLOGY

An individual previously convicted of criminal offences visited various casinos in a span of a few days. The person 
inserted cash into the gaming machine and withdrew tickets without placing a bet or after betting only a few times, 
after which the tickets were turned in for cash.

This behaviour suggests that the individual was not gambling, but rather generating fictitious winnings to 
legitimize funds.
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Traders
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101
current authorisations for 
buying-in or wholesale of 
precious metals or precious 
stones

As of the end of 2022, 
there were 

3%
tegevusloaga äriühingutest 
sektoris esitas Rahapesu 
Andmebüroole teateid

In the EU supra-national risk assessment, high 
risk of money laundering was associated with 
high-value goods, such as artefacts and antiques, 
and high-value assets, such as precious metals 
and stones. The risk of terrorist financing is high 
for artefacts and antiquities and precious metals 
and stones, but low for other high-value assets.

Reporting activity in the sector is very low and 
not commensurate with the risk level. Reports 
received most often referred to unusual cash 

transactions or cash transactions exceeding 
32,000 euros in several related payments over a 
period of up to one year.

Pursuant to the Money Laundering and 
Terrorist Financing Prevention Act, reporting 
obligation is applicable to traders, where a cash 
payment of at least 10,000 euros or an equivalent 
sum in another currency is made to or by the 
trader.

Real estate agents

922
active real estate agents 
registered with the Estonian 
Chamber of Estate Agents

there were 
the Financial Intelligence 
Unit only received 

3
reports from as many 
real estate developers/agents

Globally, real estate transactions are commonly 
used for money laundering.

Integration of illicit proceeds in real estate is 
attractive for criminals, because real estate prices 
tend to rise in the long term, and real estate can 
be rented out to earn legitimate income. Buying 
real estate is an effective way to integrate dirty 
money in the legal economy while providing the 
criminals with seemingly legitimate income from 
sale or renting of real estate. According to the EU 
supra-national risk assessment, investment real 

estate had the highest risk of money laundering 
and terrorist financing associated with it.

In Estonia, too, there were cases in 2022 when 
buying and later selling of real estate was used to 
hide possible illicit origins of funds or the benefi-
cial owners of funds. In this context, the Financial 
Intelligence Unit has identified both first-party 
laundry as well as third-party laundry where 
money is laundered by someone who themselves 
did not commit the predicate offence.

IN 2022
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Funds with unclear origin are transferred to 
Estonia for laundering from abroad, including 
Russia. The illicit funds are made to look legiti-
mate in Estonia via real estate transactions, 
including development, construction and sale of 
real estate.

In these money laundering schemes, Estonian 
companies receive funds of unclear origin from 
bank accounts of foreign individuals and entities 
- often seemingly as loans used by the companies 
to develop and construct real estate. As the 
developments are completed, money systemati-
cally flows back to the original jurisdictions via 
various countries. In this manner, real estate 

development covers the layering and integration
of foreign funds of unclear origins, with the 
developers not being aware of the funds' benefi-
cial owner.

The reporting activity among real estate agents is 
still very low, and not commensurate with the risk 
level. Because integration of dirty money, in 
addition to its layering, is becoming increasingly 
evident in Estonia, it is very important for sellers 
of luxury goods and real estate agents to apply 
sufficient due diligence and submit timely reports 

to the Financial Intelligence Unit. Thereafter, the 
Financial Intelligence Unit will be able to decide 
whether to restrict disposal of assets. Regrettably, 
there have been no reports of stopping a transac-
tion, suggesting that not enough attention is paid 
to money laundering prevention.
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The illicit funds are made to look 
legitimate in Estonia via real estate 

transactions

Private 
person 2

Foreign bank accounts

Estonian financial system

Network of Estonian companies

Cashflows

Cashflows

Cashflows

Cashflows

Cashflows

Private 
person 1

Company 1

Company 2

Company 3

Foreign bank accounts

Company 1Company 2

Company 4

Company 1 Company 3 Company 2

Company 3

Real estate 
buyers

Subcontractors involved 
in the construction of objects

A real estate case analysed in the Financial Intelligence Unit

Loans from a company 
registered outside the 
EU were used to 
purchase and develop 
real estate in Estonia.

Russian citizens with 
Estonian residence 
permit and ties with 
Russian oligarchs 
transferred funds from 
their company bank 
account in a third 
country to their 
Estonian companies, 
which used the funds 
for real estate 
development.

This case highlights the fact that there 
are countries where the local financial 
intelligence unit and other competent 
institutions do not disclose information 
to foreign institutions without a rogatory 
letter, or will disclose a minimal amount 
of information. Holding their illicit or 
sanctioned funds in such jurisdictions 
enables criminals or sanctioned individu-
als to introduce the money to the legal 
economy.

In this case, the Financial 
Intelligence Unit identified 
indicators of money laundering in 
the movement of funds. However, 
because the funds came from a 
non-disclosing jurisdiction, it was 
not possible to identify the origin 
of funds.

1 2 3
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Non-profit sector

460
Estonian NGOs made cross-
border payments exceeding 
10,000 euros in a total of almost 
2000 instances 

26
million euros, including to 
countries at high risk of 
terrorist financing

Published in spring 2022, the Financial Intelli-
gence Unit's overview of the non-profit sector at 
a higher risk of terrorist financing pointed out 
the need to raise awareness in this sector.

More awareness of the risks of terrorist financing

• would reduce vulnerability of non-profits and would help avoid high-risk transactions;
• would motivate organisations to more thoroughly check their counterparties' background 
 and declare donations; and
• would improve compliance with the reporting obligation.

BETWEEN JANUARY AND NOVEMBER 2021
in total amount exceeding 

It should be noted that, worldwide, 
terrorist funding also takes place in very 
small amounts, including payments of less 
than 10 euros.
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Professionals

2/3
of reports came 
from notaries

1/5
of reports came 
from auditors

1%
of reports from a 
total of 10 law 
offices

less than just

3
reports from 
bankruptcy 
trustees and 
bailiffs

The Estonian national risk assessment describes 
the money laundering and terrorist financing risk 
level associated with accountants as medium. 
The EU supra-national risk assessment, however, 
notes that it is accountants and other business 
consultants who may be helping create opaque 
ownership structures.

The money laundering and terrorist financing risk 
level associated with auditors and other legal 
services is considered to be low in Estonia. 
Elsewhere in the EU, however, the money launder-
ing risk level associated with lawyers, notaries 
and other independent legal professionals is high 
to very high. EU law enforcement practice demon-
strates that legal service providers are at risk of 
being used by criminal organisations for money 
laundering. It is easier for criminal organisations 

to use professionals, rather than independently 
develop the legal expertise needed to appear 
legitimate (Supra-National Risk Assessment, 2022).

The remarkably low reporting activity indicates 
that actors in the consultation sector fail to 
identify suspicious or unusual circumstances or 
knowingly refrain from reporting.

LAST YEAR THE FINANCIAL INTELLIGENCE UNIT RECEIVED 
ALMOST 300 REPORTS FROM PROFESSIONALS, INCLUDING

58

The general term "professionals" refers to 
lawyers, notaries, bailiffs, bankruptcy 
trustees, accountants and other legal 
service providers. 

Notaries are supervised by the Chamber of 
Notaries, lawyers are supervised by the 
Estonian Bar Association, and other 
professionals are supervised by the 
Financial Intelligence Unit.

Note: providing services to Russian clients

In EU, it is forbidden to provide certain business 
services to the Russian government and all 
entities registered in Russia, such as companies 
and other organisations or bodies.

Among others, it is forbidden to directly or 
indirectly provide accounting, auditing (including 
mandatory audit), accounting and tax consulting 
services, business and management consulting 
services, public relations services and legal 
consulting services.
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REPORTING TO THE FINANCIAL INTELLIGENCE UNIT

REPORTS BY TYPE AND SECTOR

2022 in numbers
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Sector

Foreign entities and 
persons

Credit institution

Virtual asset service

Financial institution

Gambling operators

Professional 
(legal, audit, etc.)

Public institutions

Other private 
companies

Not an obliged 
entity

Total

53

5677

3466

152

68

57

43

12

137

9665

Suspicious 
transaction 
report 
(STR)

 

346

215

71

18

57

10

68

1

786

Unusual 
transaction 
report 
(UTR)

4

565

373

177

17

25

13

4

8

1186

Unusual 
activity 
report 
(UAR)

1

657

112

38

37

39

52

17

953

International 
sanction 
report 
(ISR)

 

25

146

124

15

1

1

312

Terrorist 
financing 
risk (TFR-1) 
and suspicion 
(TFR-2) 
report 

562

73

635

Inquiry

4

19

801

322

124

42

64

7

1383

Cash 
transaction 
report 
(CTR)

620

7274

4331

1363

425

315

221

201

170

14920

Total
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TRANSFERS AND RESTRICTIONS ON DISPOSAL

FOREIGN FINANCIAL INTELLIGENCE UNITS 
THAT COOPERATED THE MOST WITH THE FIU
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14 920
reports

134 

disclosures to law 
enforcement

• 51 disclosures added to a 
  criminal proceeding
• 83 reports of criminal offence and   
   spontaneous disclosures

73 

disposal restrictions

• 56 30-day restrictions (65 million €)
• 12 60-day restrictions (23 million €)
• 5 1-year restrictions (1.6 million €)

Malta

Latvia

Lithuania

Germany

Finland

United States of America

France

Ukraine

Luxembourg

0 10 20 30 40 50 60 70 80 90 100

Foreign inquiries sentForeign inquiries received

Spontaneous information disclosures received Spontaneous information disclosures sent
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FINANCIAL SANCTIONS ENFORCEMENT Published pursuant to RSanS §16(2)

Regime

EL nr 833/2014 Russia

EL nr 833/2014 Russia

EL nr 833/2014 Russia

EL nr 765/2006 Belarus

EL nr 765/2006 Belarus

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 269/2014 Russia

EL nr 267/2012 Iran

EL nr 881/2002 Al-Qaida 
and Taliban

EL nr 881/2002 Al-Qaida 
and Taliban

EL nr 881/2002 Al-Qaida 
and Taliban

Rostec (Russian Technologies State Corporation)

Transfer of cash to Russia blocked

Russian citizens (subject to the 100,000 euro 
deposit restriction)

Alyaksandr Paulavich Vasileu

Belarusski Avtomobilnyi Zavod (OJSC ‘BELAZ’)

Aleksandra Melnichenko

Alexey Alexandrovits Mordaschov

Alexey Gennadyevich Nechayev

Andrey Igorevich Melnichenko

Arkady Yurievich Volozh

Dmitry Alexandrovich Pumpyansky and Alexander 
Dmitrievich Pumpyansky

Otkritie FC Bank

Petr Olegovich Aven; Mikhail Maratovich Fridman; 
German Borisovich Khan; Alexey Viktorovich 

Kuzmichev

Promsvyazbank PJSC 

Roman Arkadyevich Abramovich

Sberbank PJSC

Stanislav Sergeyevich Chemezov ja Dmitry 
Arkadievich Mazepin, Viatcheslav Moshe Kantor

Vnesheconombank (VEB.RF)

VTB Bank PJSC

Mohammad Ali Jafari

Amadou Kouffa

Hamid Abdallah Ahmad Al-Ali

Mohammed Tahir Hammid

TOTAL

Sanction subject, associated person

-

-

-

 288 €

-

8 388 809 €

124 262 €

-

1 168 762 €

20 267 €

-

-

734 339 €

-

3 772 €

25 760 €

-

15 205 640 €

-

36 166 €

20 €

50 €

5 €

20 €

25 708 160 €

Frozen

Measure applied as of 31.12.2022

151 625 €

63 320 €

425 156 €

-

40 766 €

-

1 186 795 €

32 172 €

151 595 €

-

48 340 €

4 400 €

181 755 €

5 191 €

-

-

44 543 €

3 376 384 €

99 790 €

26 473 €

-

-

-

5 838 305 €

Not made available
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Explanatory guidelines for submitting a money laundering and terrorist 
financing report to the Financial Intelligence Unit 
https://fiu.ee/en/guidelines-fiu/guidelines#guidelines-for-submi 

Guidelines on the characteristics of suspicious transactions. Countries with a higher risk of 
terrorist financing. Further clarifications on the interpretation of the Guidelines on the 
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 Guardian of honest financial transactions


