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A risk-based approach was taken in the prevention of money laundering
— preface by Matis Maeker, Head of the Financial Intelligence Unit

The year 2021 in the Estonian money laundering and
terrorist financing prevention system was a year of
inventory

The best Suspicious Transaction Report of the year came from a bank
and compared media articles with transactions

The National Risk Assessment and the surveys of the Intelligence Unit
define cooperation with the Estonian authorities and the private sector

The preparations for certifying Estonia's compliance with the demanding
pan-European MONEYVAL evaluation criteria were time-consuming

Foreign inquiries are dominated by the virtual asset service providers
operating outside Estonia

Draft amendment acts were accompanied by heated discussions.
The line between virtual asset service providers and the innovative
cryptocurrency companies has become clearer

A court decision proceeded from the law in force, denying
self-laundering in economic crime

International financial sanctions on Belarus were a test exercise before
the imposition of measures related to Russia's military aggression
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Dear
reader!

his is the first yearbook of the Financial
Intelligence Unit (FIU) as an independent
institution.

The Financial Intelligence Unit was established
on 1 July 1999 as part of the former Police Board
but may celebrate its second birthday on 1 Jan-
uary 2021 when it became a government agency
in the area of government of the Ministry of
Finance. Over the years, the Financial Intelli-
gence Unit has been headed by Arnold Tenusaar,
Raul Vahtra, Aivar Paul and Madis Reimand. In
the first months of the new institution, Marget
Lundava was the acting head of the FIU. I had
the honour of taking up this task involving high
responsibility on 14 June 2021.

The first year of the new era of the FIU has been
busy and, according to many external observ-

ers, the FIU has more successfully than ever
before achieved the position of a trendsetter in
the Estonian money laundering and terrorist
financing prevention landscape. The year has
seen the setting up of the new institution and the
recruitment of many new employees, the assisting
of investigative bodies in the conduct of com-

plex criminal
cases concerning
money laundering,
the training of the private
sector, investigative bodies
and the prosecutor's office and

the introduction of the risk map, the
shaping of a new strategy up to the year
2026, the setting up of priorities and work-
ing plans, and the adaptation to the new role.
However, what the FIU has in 2021 been the
most engaged in were the preparations for the
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activities related to international financial sanc-
tions, the responses to the questions from the
European Commission regarding the assessment
of the efliciency of the 4th AML Directive, the
preparations for the evaluation by the Council of
Europe’s expert committee MONEYVAL, and the
systematisation of the market and the strength-
ening of supervision in the virtual asset service
provider sector.

The end of the first year of operation of the FIU
was the time of the news about the convergence
of Russian troops and heavy machinery to the
border of Ukraine. According to experts, an oper-
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ation of such a large scale was last seen in World
War II. At moments like these, we realise more
clearly than ever why we need to fight hard and
decisively against money laundering and terror-
ist financing and against crime. The fight against
money laundering prevents, among other things,
criminal organisations and individual criminal
offenders from using the proceeds of crime. Also,
the objective is to make sure that only honest
transactions (#ausraha) pass through any chan-
nels for the transfer of assets — both money and
virtual assets. This means that criminal pro-
ceeds could not be used as hidden funding, for
example, for the Wagner Group soldiers who are
fighting for and on behalf of Russia in Ukraine, as
they did in Syria, Libya, Mali and elsewhere. The
financial sanctions against Russia are also rely-
ing on the same principles - to cut through the
opportunities of the people involved in crime and
supporting war to directly or indirectly use their
assets. Russia’s activities in Ukraine are in conflict
with all principles of the prevention of money
laundering, terrorist financing and proliferation
financing. We must therefore combat money
laundering so that criminals would not even
think about committing a criminal offence. We
must combat terrorist financing in order to reduce
the opportunities for committing

acts of terrorism and for the prolif-

eration of weapons of mass destruc-

tion, so that nuclear or chemical

weapons could not be developed or

used by Russia, North Korea or Iran.

In the context of the war, there has

also been much discussion of virtual

currencies as an asset class where Russian citizens
and supporters of the war place their assets. Also,
of the virtual asset service providers that help
evade the financial sanctions imposed by the
European Union and finance the acts of war.

But not only that. Criminal offenders are taking
advantage of virtual asset service providers today
more than ever, making cryptocurrency channels,
at times, the most used channels for money
laundering and terrorist financing.

We are in a situation where the annual turnover
of Estonian virtual asset service providers exceeds

20 billion euros already, which is approximately
25% of the volume of the cross-border payments
in the Estonian banking sector, and where there
is a capital and asset outflow from Russia towards
Syria, Pakistan and other high-risk countries.
There are some tens of thousands of customers
from Estonia in this sector, versus nearly 5 million
non-residents. With regard to virtual asset service
providers, the inquiries from foreign partner
institutions submitted to the FIU and Estonian
investigative bodies have increased exponentially.
The inquiries are related to cases involving
organised crime, fraud, child pornography, the
suspicion of terrorist financing, the movement of
ransom, and other cases dating back a few years
ago. Unfortunately, we will only know in a few
years time what is currently happening in these
channels that have grown 8.5-fold.

One would think that the above is a description
from 2018, when the “story” of Danske Bank A/S
Eesti filiaal from 2007-2014 was unfolding to

the public - this was something on a scale that
was unknown at the time it all happened. Neither
is it a precursor to the events that followed the
news of 2018, where Estonia was highlighted as a
country of the world’s largest money laundering

case and was planned to be partially cut out of
the dollar payment network and where the state
defended itself in the charges brought by the
European Union concerning a violation. Later,
there was lots of hindsight but at the time, we did
not have a magical crystal ball.

What is happening in the virtual asset service
provider sector is a total feeling of déja vu.
Instead of the banking sector, this story talks
about the virtual asset service provider sector
There was only one Danske, but as at the end of
2021, we had 381 virtual asset service providers.



The public is already aware of the case of Gar-
antex Europe, which held an authorisation in
Estonia until 24 February 2022 and through
which, according to internationally recognised
expert organisations, virtual currencies worth
645 million dollars were moved. The assets
concerned, in particular, Russia’s crimes or wallets
used by criminal offenders for illegal purposes.
Today, Garantex Europe is included in the US
list of sanctioned individuals together with the
Estonian company Izibits OU and one Latvian
and one Czech company. The latter also has a
connection with Estonia.

Among the 381 companies mentioned above,
there are many that do not carry out high-risk
transactions or whose control systems are suf-
ficient to manage the risks. Unfortunately, this
cannot be said for the vast majority. And the
majority are those who have come here to pro-
vide a service with rules prepared by corporate
service providers or lawyers. The majority of
these companies have never read the rules or
the requirements laid down in laws. They are
operating at the cost of Estonia’s reputation, but
do not know the rules of the game here or do
not essentially want to comply with these rules.
Should the risks of money laundering or terrorist
financing materialise, we would all suffer, and
Estonia's reputation as well, which would make
it harder for Estonian residents to use financial
services abroad, etc. There is no place in Estonia
for service providers with such ill intentions. Also,
there is no place in Estonia for service providers
using the jurisdiction here for illegal purposes.

These are the reasons why the FIU made the
requirements for obtaining an authorisation for
the provision of virtual asset services significantly
tougher and started to conduct in-depth remote
and on-site inspections of the behaviour of
licensed companies. These are also the reasons
why the FIU is increasingly more forced to
limit the assets of virtual asset service providers
through a restraint on disposition because oth-
erwise, the assets would get back to the criminal
offenders. Furthermore, this is the reason why I
see two options for hedging the risks of virtual
asset service providers. Either to do a “restart”
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where everyone is granted an authorisation under
equal and very clearly regulated bases. Or to
continue with the standard supervision where
risks are materialised and criminal offences are
committed today, but it will take decades for the
situation to be organised and normalised. In the
latter case, we as a society must put up with the
risks materialising today as well as the conse-
quences revealed to the public years later. The
legislator has not opted for a “restart”, but has,
however, tightened the requirements for virtual
asset service providers. These are good steps in
the right direction, but we can only discuss their
impact in the next yearbook.

The FIU will continue its activities not only by
discovering and preventing incidents involving
virtual asset service providers, but also by fulfill-
ing other statutory roles laid upon it.

All of these topics will be discussed in further
detail in the yearbook. The first chapter gives an
overview of the money laundering prevention
system in Estonia and where we are today in the
context of the risks of money laundering and
terrorist financing. The second chapter discusses
the risk map that has emerged by sectors.

Even though we are building a new generation
Financial Intelligence Unit, institutionally, it was,
and remains a guardian of the honesty of finan-
cial transactions.

Enjoy reading!
o
MATIS MAEKER
Head of the Financial Intelligence Unit
May 2022



The year i1n the Esto-

nian money laundering
and terrorist financing
prevention system

‘ N J e can call the year that ended a year of

inventory. Assessments were made both at
national and international level about where we
are now, and targets were set for how and where
to go on from here.

We can safely say that the Estonian money
laundering and terrorist financing prevention
system is in good shape. We know where the
risks are and who wants to take advantage of our
vulnerabilities. This is the topic that we will be
looking in more detail into in this chapter. It is

no coincidence that virtual asset service providers
are discussed in several topics - in many respects,
they are indeed the riskiest sector in the Republic
of Estonia. We have noticed these risks and they
are starting to materialise. The activities of this
sector and the money laundering and terrorist
financing carried out through these channels will
be covered in the following yearbooks of the FIU,
in the operational reports of other countries, as
well as in the media.
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The year 2021 on a timeline

+ January 1 the Financial Intelligence Unit became . Evaluation of the 4th EU
an independent government agency Directive began M
+ A cooperation project between Estonia and the ay
United States to improve knowledge and skills _ * Acourt
related to money laundering was kickstarted Apr|| judgment was
+ The 2020 Financial Intelligence Unit Annual . The national made that did
Overview of International Cooperation was risk assessment not !n;]pose a}
published was completed punishment for

. . self-laundering
* Preparations began for the MONEYVAL evaluation

September August June
+ The Council of Europe's * For the first time, the * The EU Council tightened
Technical Assistance Financial Intelligence up the sanctions regime
Project started Unit imposed restrictions in Belarus, which was also
on crypto assets at supplemented at the end of
the request of another the year
country + June 14 Matis Maeker took
up the position of the Head
of the Financial Intelligence
Unit
November
October * The authorisation of a virtual asset service provider

participating in the activities of a platform involved
in financial crime was revoked

+ The risk assessment of corporate service providers
was published

+ Amendments were prepared to the guidelines
for suspicious transactions to prevent terrorist

+ The court interpreted the location of
a virtual asset service provider as a
formality

+ The Ministry of Finance initiated a draft
amendment to the Money Laundering and

financing
December + Nine additional supervision proceedings were started among
virtual asset service providers

With support from the EU recovery fund,
preparations were started for improving
the strategic analysis capability of the
Financial Intelligence Unit

+ The first authorisation for the provision of virtual asset
services since the new Director of the FIU took office was
granted

+ The second risk assessment of virtual asset service
providers was completed

+ The strategy of the Financial Intelligence Unit until 2026 was

approved
The FIU collects, analyses and, where necessary, economic space of the Republic of Estonia for
shares financial intelligence in order to prevent money laundering and terrorist financing and for
and hinder the use of the financial system and the evasion of financial sanctions.

10
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Prevention of money laundering

hat is essential in the prevention of

money laundering and terrorist financing
is a comprehensive risk map, with input by the
Financial Intelligence Unit through its daily work
and risk analyses, as well as the National Risk
Assessment and the risk assessment documents
prepared in the framework of national coopera-
tion, but also the cooperation with foreign count-

Money laundering risk in Estonia in 2021:

PLACEMENT LAYERING

Income-generating crimes: fraud,
scams, drug and tax offences

Channels: banks (in particular, cross-border
payments), virtual currency transactions

Sectors at risk: banks, virtual asset service
providers

As shown by the previous analyses of the FIU
and confirmed by the National Risk Assessment,
the risk of money laundering is the highest in the
financial and financial technology sectors. Virtual
currencies as a part of the rapidly developing
world of fintech are, at first glance, anonymous
enough for digitally moving the assets measurable
monetarily, and would therefore attract criminal
offenders. Previous wordings of the Money
Laundering and Terrorist Financing Prevention
Act gave rise to a great interest in applying for an
authorisation granted in Estonia for the provision
of virtual asset service, and to the concentration
of global virtual asset service providers to Estonia
together with the risks of the sector.

ries and the risk map prepared on its basis. These
risk maps and the highlights of both national and
international cooperation will be described below.

Taking into account the analysis of risks and
vulnerabilities based on the estimates above, the
risk level of money laundering in Estonia in 2021
is medium.

MEDIUM

INTEGRATION

Up to 1.3 billion euros of criminal proceedings
could be laundered

—_ Domestic
Cross- __ 9,50/0
border
90,5%

The risk lies in the layering of the funds origi-
nating from a predicate offence committed in a
foreign country in Estonia. For this, persons are
used who allow using the current accounts of
companies or natural persons, through whom
criminal proceeds are moved into the Estonian
financial system, or who withdraw cash and
return it to the criminal offenders.

The risk lies in the layering of
the funds originating from a
predicate offence committed in a
foreign country in Estonia

11
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THE FINANCIAL INTELLIGENCE UNIT RECEIVED MORE THAN 16,000 REPORTS, INCLUDING

close to

14 500 9860

reports based on suspicion

he total number of reports sent to the FIU
exceeded 16,000, meaning that the number
doubled compared to the previous year, 2021.
Earlier, the FIU has witnessed an exponential
increase like this in reporting at the end of 2000,
when the amount-based reporting obligation was
established. The reason now was the
nearly 6-fold annual increase in reports
related to fraud.

One of the objectives of the FIU was to

improve the efliciency of the reporting
obligation in all sectors. At the end of

2021 and in the first months of 2022,

21 training sessions were organised for

the representatives of all sectors. The training
sessions addressed the risks and trends in money
laundering and terrorist financing in the sectors,
and the typologies in general. If the reporting
entity is aware of the broader risk map of its field
of activity, it can also describe the relevant details
in the report. The training sessions received a
warm welcome. The umbrella organisations
helped share the information and due to the
COVID-19 pandemic, webinars were held, where,
on a positive note, the participation numbers
were unexpectedly high - there were more than
230 participants in some of the training sessions.
The training sessions and meetings with target
and interest groups resulted, for example, in the
filing of 1,865 Suspicious Transaction Reports by
virtual asset service providers, which was 3.5 times
more than a year earlier.

With a view to significantly improving reporting
quality, the FIU provided more direct and opera-

tional feedback to the reporting entities and will

12

reports concerning fraud

provided operative feedback to

543

reports

continue to do so. The communication related to
the reporting also revealed other bottlenecks in
the provision of virtual asset services with regard
to the prevention of money laundering and ter-
rorist financing, some of which have already been
resolved in cooperation with the obliged entity.

If the reporting entity is aware of
the broader risk map of its field of

activity, it can also describe the
relevant details in the report.

In general, the quality of the information and the
application of due diligence measures with regard
to the customers’ reporting obligation are in an
upward trend, but still have significant deficien-
cies in several respects. The good content and
quality of the reports provides a basis for detect-
ing money laundering cases and contributes to
the specification of sector-specific risks, trends
and typologies. One of the most important
operating principles of the FIU is the
protection of the source of Suspi-
cious Transaction Reports, which
is why, for the best report
of the year, we can only
refer to the bank in a
general terms.
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The best practice example in reporting in 2021
came from the banking sector

\

() Bank blocked
the incoming
payment

Bank blocked
the account

Not making any
profit

Transits on the
bank account of the
Estonian private

Funds are received from
a third country company

limited company

Similar transactions

High agency fee
is unusual

Fictitious invoices Funds are headed
towards a company

established in an EEA

country

Coincides with the
article

Negative corruption-related articles in media

The bank is familiar with the negatively inclined
articles in the media about its customer that is an
Estonian private limited company

The receipt of funds from a third country company is
spotted

Similar transactions are taking place, transit payments
are made to two companies in the European Economic
Area

The bank finds that the transactions in the account
are very similar to those described in the media
articles

At the same time, the Estonian private limited

In the given case, the proactive behaviour by the
bank showed that the obliged entities are aware of
their rights and obligations in preventing money
laundering and terrorist financing and are not
afraid to use the funds and tools they have been
given to the fullest. As a result of the performance
of this due diligence measure, the FIU has also

company is not making any profit, but charges an
unusually high agency fee

The bank freezes the account and the payments
received there

Fictitious invoices between the Estonian private
limited company and the European Economic Area
company are detected

A timely report is made to the FIU about the incident,
and all the necessary links and suspicions are added
in a clearly structured manner.

The bank keeps the assets frozen in accordance with
its internal procedures, until the FIU sends a precept

managed to stop the potential layering of the crim-
inal proceeds into high-risk virtual currencies and
has limited the assets suspected of involvement in
criminal activity in the virtual asset wallet.

13
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National departmental cooperation
IN 2021, THE FINANCIAL INTELLIGENCE UNIT

opened which were related to
casefiles, reports

In 2021, the case analyses of the FIU focused on
organised crime. This involved continuous coop-
eration, including data exchange, meetings and
daily communication with the Police and Border
Guard Board. For the Financial Intelligence Unit
and in terms of the financial intelligence analysis,
the focus was on various Estonian organised crime
groups and methods of action. In addition to the
results achieved, the cooperation between the
procedural units of the two institutions allowed
sharing expertise and thus strengthening the
analysis and procedural skills of the officials of
both institutions.

A good example of rapid information exchange
and operational cooperation between the two
institutions is also the case where the Tax and
Customs Board notified the FIU of suspicious
goods detained at the border and the related
potential suspicion of money laundering. Both
institutions initiated procedures and operations
in their work sections, and an additional oper-
ational cooperation meeting was held within

a few days. The background of the case and

the persons involved, as well as the potential
objectives and hypotheses for different operat-
ing methods were discussed and further tasks
and key cooperation points were agreed by the
institutions in order to efliciently detect similar
schemes in the future.

14

filed

28 (

reports of criminal offence or forwarding
materials to investigative bodies

The number of materials sent by the FIU to
investigative bodies was smaller than in the
previous year, among other things, due to the
money-laundering proceedings regarding large
banks reaching the stage where the FIU had
already largely made its input to the proceedings.

Completed in the spring, the preparation of the
second national money laundering and terrorist
financing risk assessment was also a proper
cooperation exercise between the agencies. Nearly
80 experts from the public and private sectors
contributed to the risk assessment. The FIU
supported all 10 working groups with financial
intelligence competence, managing several of
them by itself. The sectoral government com-
mittee approved the risk assessment report on

28 April 2021, but this did not mean that the
work of the public authorities was complete. The
training sessions that followed took the sec-
tor-specific knowledge of the risks to the private
sector and raised awareness in the public sector
as well. The work was continued according to the
action plan that is part of the risk assessment and
the implementation of which will help overcome
the bottlenecks identified.
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Preparations for
the MONEYVAL
evaluation

In spring 2022, an evaluation visit by the Coun-
cil of Europe’'s Committee of Experts on the
Evaluation of Anti-Money Laundering Measures
and the Financing of Terrorism (MONEYVAL)
will be carried out in Estonia. Such evaluation
cycles take place approximately every seven
years. This time, the focus of the evaluation is

on efficiency, or performance: how Estonia puts
laws and regulations in practice and what the
actual ability of Estonian institutions is to pre-
vent money laundering and terrorist financing.
To demonstrate the efficiency of their work,
Estonian state institutions had to attend nearly
80 meetings in two weeks and draw up responses
amounting to 5,000 pages.

The FIU started more extensive preparations for
the MONEYVAL evaluation in the middle of
2021. In addition to filling out technical compli-
ance and efficiency questionnaires, which are an
important part of the evaluation, the FIU also
organised training sessions for its staff and the
representatives of other law enforcement author-
ities and assisted the state as a whole in achieving
the best possible result of the evaluation. The
lecturers at the training sessions were world-class
experts in the evaluation of money laundering
and terrorist financing prevention.

The final conclusions of the evaluation are
expected to be made at the beginning of 2023.
And this is not where the work ends because, as

a result of the evaluation, MONEYVAL will be
giving countless recommendations to Estonia

to improve and enhance its systems. Estonia has
also identified some of the shortcomings in the
preparation of the National Risk Assessment and
has drawn up a work plan to manage these short-
comings, with the deadlines running into 2024.

Institutions
involved in
the MONEYVAL
evaluation

o The Government Commission
for the coordination of the preven-
tion of money laundering and terrorist
financing

» The National Risk Assessment Committee

» The Ministry of Finance

» The Ministry of the Interior

» The Ministry of Justice

o The Ministry of Foreign Affairs

o The Financial Intelligence Unit

« The Financial Supervision Authority

o The Police and Border Guard Board

o The Tax and Customs Board

o The Estonian Internal Security Service

o The Information System Authority

» The Prosecutor's Office

« Judges

o The Chamber of Notaries

o The Estonian Bar Association

» The e-Residency programme of Enterprise

Estonia

o Selected market participants, including major
banks and virtual asset service providers,
non-governmental organisations, their umbrella
organisations

15
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International cooperation

THE FINANCIAL
INTELLIGENCE UNIT
RECEIVED

673

FOREIGN INQUIRIES
AND SPONTANEOUS
INFORMATION

DISCLOSURES,
of which

107

concerned virtual asset
service providers

nearly

1/3

located abroad

nearly

1/3

are related to

credit institutions

In 2021, there was a marked shift in the nature
of the inquiries made by the financial intelli-
gence units and law enforcement authorities of
other countries. More and more information is
requested about transactions brokered by virtual
asset service providers with an authorisation in
Estonia.

The previous year also saw a case where the
Financial Intelligence Unit for the first time
restricted the movement of crypto assets upon
request by another country. The foreign inquiries
related to virtual asset service providers - includ-
ing criminal offences ranging from fraud to drug
crime, child pornography and solicitation to
murder - relate to a time a few years ago where
the turnover of virtual asset service providers was
eight times smaller than today.

Knowing this and the geographical location of
the customers of virtual asset service providers
and the risky nature of the transaction trends,
we predict that the number of foreign inquiries
will be further increasing in the future. As the
FIU often sees criminal offences a few years after
their commission only, the public sometimes
sees them as many as five years later. Although
Estonia has no direct connection to these crimi-
nal offences, there is a high risk that virtual asset
service providers with an authorisation in Estonia
may be used for criminal purposes. There are
countless message boards and internationally

16

concerned Estonian
companies whose bank
accounts and transactions with
signs of money laundering were

correspondent
accounts opened with Estonian

222

FOREIGN INQUIRIES AND
SPONTANEOUS INFORMATION
DISCLOSURES WERE MADE,

including

o4

at the request of an Estonian law
enforcement authority

popular websites that warn investors and custom-
ers against Estonian service providers. Estonia is
also one of the few countries whose virtual asset
service provider has been added to the sanctions
list of the United States Office of Foreign Asset
Control (OFAC). The stricter legislation now in
force in Estonia will not, however, change the
cases that have already occurred.

There were still very many inquiries received

in connection with the correspondent accounts
opened with Estonian credit institutions — 32%

of all incoming foreign communication. A corre-
spondent account is an account used by another
financial service provider, typically an e-money
institution, a payment institution or a virtual asset
service provider that uses the accounts to serve its
customers. These foreign inquiries were mainly
related to fraud committed in other countries.

The number of foreign inquiries concerning
traditional bank accounts is in a downward trend.
Many of these inquiries concern transactions
from 2012 to 2016 and relate to the servicing of
non-resident customers.

A significant share - nearly a third of the for-
eign inquiries - concerned Estonian companies
whose bank accounts are located abroad and

the transactions involving elements of money
laundering have taken place outside Estonia.
Most of the virtual asset service providers with an



authorisation in Estonia also have bank accounts
in foreign countries instead of Estonia. Among
other things, this may be due to the fact that in
case of 44 % of the virtual asset service providers,
at least one former or current e-resident is among
the connected persons'.

In 2021, the FIU itself sent 222 foreign inquiries
and spontaneous information disclosures. At the
request of Estonian law enforcement authorities,
54 foreign inquiries were made, two of which
concerned terrorism financing. At the request of
the Police and Border Guard Board, inquiries were
made in several major criminal cases concerning
money laundering. The volume of the requested
inquiries made based on individual cases of fraud
decreased.

In 2021, we had the most frequent cooperation
with the financial intelligence units of Ukraine,
Russia, Latvia, Lithuania, Finland, the Nether-
lands, Luxembourg, France, the United Kingdom,
Spain, Germany, Poland, Slovenia, Romania and
Malta. Nine of them gave feedback to the Estonian
FIU, scoring the cooperation with a high 9 points
out of a ten. Both the speed of the responses and

the completeness of the data sent were highlighted.

It was also noted that most of the reports compiled
on the basis of the inquiries by the Estonian FIU
needed to be forwarded to the relevant authorities
at national level.

In 2019, the working group of Egmont Group,

led by the German financial intelligence unit,
launched an international project called Con-
clusions from Large Scale Cross-Border Money
Laundering Schemes, where the Estonian Finan-
cial Intelligence Unit is actively contributing.

The project aims to bring together the knowledge
and practices of national financial intelligence
units to identify cross-border cash flow networks
and patterns and analyse the data. Furthermore,
indicators, typologies, sample cases and other tools
will be developed to facilitate the prevention of
money laundering. The completion deadline of
the project planned for 2021 was extended until
2022 to include credit institutions of the countries
concerned in the implementation and testing of
the indicators of suspicious transactions.
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The FIU involved major Estonian credit insti-
tutions in the project. The results of the testing
were used to prepare valuable feedback, which
was sent to the German financial intelligence unit
for further analysis.

The heads of various divisions of the FIU par-
ticipate in the work of the EU’s FIU Platform,
which aims, among other things, to coordinate
the cooperation of the financial intelligence units
within the EU and with other partner organisa-
tions at both operational and strategic levels. The
platform also advises the European Commission
on matters concerning the activities of the finan-
cial intelligence units.

The Head of the Financial Intelligence Unit,
Matis Maeker, is a supervisor of the special
working group on virtual asset service providers
and a member of the International Co-operation
Review Team of the Financial Action Task Force,
which is setting up international standards. The
International Co-operation Review Team aims
to assess and make proposals on whether any
countries with certain characteristics should be
included in the “grey list” or whether a country
should be removed from the list.

Participation in the Council of Europe’s Commit-
tee of Experts evaluating compliance with inter-

national standards (MONEYVAL) took an official
to Lichtenstein to assess the prevention of money

At the end of 2021, a case was made public where tens
of millions of euros related to a Ukrainian document
mill were illegally moved, up to 2019, through a private
limited company bought up in Estonia in 2013.

The FIU opened the case file in 2018. A long-term
analysis and international communication followed
to identify the legal and natural persons involved, and
the trading partners and the suspicious transactions
with them, as well as other relevant board members,
owners and beneficial owners.

The analysis by the FIU resulted in the filing of a
report of a criminal offence to the Police and Border
Guard Board on 5 October 2020. A week later, criminal
proceedings were initiated based on the elements of
money laundering.
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laundering, evasion of financial sanctions and
proliferation financing. The Director of the FIU,
Matis Mieker, is a member of the office leading
the work of MONEYVAL, as well as a member of
the Estonian delegation participating in the work
of the committee.

Inthe EU Coordination and Support Mechanism
working group, the official took part in discus-
sions on the establishment of a new EU money
laundering and terrorist financing supervisory
agency, its legal framework and the relevant tech-
nical details and implementation issues. The work
group started its work in 2020 and will continue.

Changes to legislation

In 2021, the Ministry of Finance initiated a draft
amendment to the Money Laundering and
Terrorist Financing Prevention Act. The need to
develop the draft was mainly due to the National
Risk Assessment on money laundering, terrorist
financing and proliferation financing carried out
between 2019 and 2021.

The risk assessment revealed that there is a need
for risk-mitigating activities in a number of sectors,
including the high-risk virtual asset service pro-
viders, corporate service providers and non-profit
organisations.

Virtual asset service providers were imposed
requirements that meet international standards.
The recommendations of the Financial Action
Task Force (FATF) were mainly relied on. In order
to address time-critical issues, the competence

of the FIU in the authorisation proceedings for
virtual asset services, and in supervision, was
improved.

The feedback round of the draft among stake-
holders and market participants was accompanied
by media frenzy. On the one hand, the public was
surprised at the high risk that Estonia has taken by
granting authorisations to service providers in such
a liberal manner. On the other hand, the public
debate resulted in the erroneous extension of the
tightening of legal requirements to all crypto asset
related businesses, including virtual asset wallet
providers, exchangers, issuers and forwarders.
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The amendment to the Act was adopted at the
Riigikogu on 23 February and entered into force
on 15 March 2022.

The main legislative amendments that the active mar-
ket participants must be brought into conformity with
and the new applicants for an authorisation of virtual
asset service provision must take into account are the
following:

The "travel rule" requirement was applied to tran-
sactions with virtual assets. According to this

rule, service providers must add to their transfers
the information that is basically equivalent to that
accompanying the transfer of funds through banks
and payment service providers.

The share or equity capital requirement for a service
provider was raised to 250,000 or 100,000 euros,
depending on the service provided, and require-
ments for own funds were laid down.

An external audit obligation was introduced and the
internal audit obligation was worded more explicitly.

The place of business must allow the provision of a
virtual asset service. The location or place of busi-
ness must allow the representative of a supervisory
or investigative body to access, at any time, the data
collected and stored.

A member of the management board may not be

a member of the management board of more than
two virtual asset service providers, and the contact
person may not

The state fee for applying for an authorisation was
raised from 3,300 to 10,000 euros. The state fee for
changing the authorisation was imposed.



Judicial
practice

n 2021, four court decisions relating to money

laundering entered into force in Estonia: two
county court decisions and two decisions of
circuit courts of appeal.

Based on the decisions that entered into force, 11
people were convicted of money laundering and
two were acquitted. In two cases, the predicate
offence of the money laundering was fraud and in
one case, computer fraud. In one case, all persons
charged were acquitted of money laundering.
Based on the decisions, approximately 116,000
euros were confiscated, and a total of over 18,000
euros were subject to substitution of confiscation.
In addition, one mobile phone and one apart-
ment ownership were confiscated.

With the 13 May 2021 decision of Tartu Circuit
Court of Appeal, two persons were acquitted of

A person was charged of large-scale money laundering
in a group. The accused had transferred the cryp-
tocurrency of criminal origin to his father as well as to
anonymous virtual wallets, and recruited three people
whose bank accounts were used to withdraw money
and transfer the funds. The circuit court of appeal found
that the person has performed transactions with the
funds obtained through computer fraud and gambling,
the extraction, investment or other use of cryptocur-
rency, but his actions are not classified under classical
money laundering. According to the court, it was not
demonstrated that the person had the intent to conceal
the criminal origin of the funds — his intent was to
obtain the funds for own use or to give them to another
person to use.

As to the definition of money laundering (MLTFPA § 4
(1) 1) and 3), the court pointed out that the purpose of
transferring the funds from the person to other persons

take a closer look at this case.

The evaluators of the Council of Europe’s
Committee of Experts, MONEYVAL, will also
give their assessment to this judgment in the

money
laundering,
one of whom

was convicted '\:}
under the same deci- AN
L]
sion of the preparation of ah
Wy"

computer offences, computer
fraud and illegal use of computer
systems. He was sentenced to an -
aggregate punishment of four years of
imprisonment. This decision is crucial with
regard to acquittal in money laundering charges.
According to the conclusions, self-laundering

is punishable in Estonia in limited cases. More
specifically, the court found that in cases where a
person’s intent to conceal the criminal origin of
the funds is not clearly identifiable, the person
cannot be convicted of money laundering. Let us

was to obtain cash and not to conceal the criminal ori-
gin of the funds. The court also pointed out that in the
transfer of funds to anonymous virtual wallets, it is not
possible to establish the concealment of the criminal
origin of the funds as the primary objective, either.

With regard to § 4 (1) (2) of the MLTFPA, the court
found that this would not apply to the perpetrator of the
predicate offence. The person committed the pre-
dicate offences and therefore, the potential acquisition,
possession or use of the funds obtained through the
predicate offence by such person cannot constitute
money laundering.

In the same case, the court found that the person's
father had not committed a predicate offence because,
according to the relevant standard, upon receipt of the
funds, the person should be aware that the money is of
criminal origin. Since it had not been established that
the father knew this, the court does not believe that the

evaluation process that started in 2021. It is
highly likely that this will result in the need to
once again clarify the concept of money launder-
ing, taking into account the international stand-
ards and conventions binding on Estonia.
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Administrative court proceedings

n 2021, 19 new court cases relating to the
Financial Intelligence Unit were started and
18 cases started earlier were ended. Of the court

cases started in 2021, two ended in the same

year. One of them concerned a dispute about

the refusal to grant an authorisation due to the
submission of false information (the litigation
ended with a compromise). The second case was
related to the request of the FIU to limit the
disposal of assets for one year with the permission
of the administrative court, which was approved
by Tallinn Administrative Court on 1 December
2021.

In October 2021, Tallinn Circuit Court made

its judgment on the place of business in the
disputes concerning three cases relating to the
authorisations of virtual asset service providers
(judgements 3-20-1750, 3-20-1752 and 3-20-
1965). According to the court, the question of the
fact is a legal requirement that an undertaking
with the authorisation of a virtual asset service
provider must have its place of business in Esto-
nia, and the FIU does not have the right to assess
the suitability of the place of business for the
provision of virtual asset service when processing
the applications for authorisation. The court con-
cluded that the law does not prescribe any spe-
cific requirements for the

place of business located

in Estonia, which is why

the operation of several or

several dozens of virtual

asset service providers in the same office space

is not ruled out. These disputes ended up in the
Supreme Court. The latter did not agree to open
proceedings on the appeal by the FIU despite
the references by the FIU to significant risks of
money laundering and terrorist financing that
would result if several dozens of service providers
were to provide services on about twenty square
metres. The FIU was required to re-examine the
applications for authorisation.

The legislator also noticed the difficulties
encountered in the litigation process. In proceed-

ing the draft Money Laundering and Terrorist
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Financing Prevention Act, stricter requirements
were added for the place of business of virtual
asset service providers. According to the explan-
atory memorandum of the draft, in the case of

a place of business, the FIU must assess each
time, in addition to the undertaking being estab-
lished in Estonia, whether it is plausible that the
designated place of business of the undertaking
actually allows the provision of virtual asset
services, compliance with legal obligations, and
supervision.

Most of the new disputes that were started in
2021 continue to be related to the refusal to grant
or revocation of the authorisations of virtual
asset service providers. One pending procedure

is related to an application filed to the court for
the transfer of assets to state ownership (under §
57 (7) of the MLTFPA). One pending procedure
is related to a restriction imposed on the basis of
a precept by the FIU and has now evolved into
criminal proceedings, which imposed a restriction
on the disposal of assets to the extent of more
than half a million euros. While the administra-
tive court is in the process of having a dispute
concerning the verification of the legality of

the precept by the FIU, the case in question has
evolved into criminal proceedings.

Circuit Court of Appeal of 31 March 2022, the
court agreed with the conclusions of the admin-
istrative court that the Financial Intelligence
Unit had failed to legitimately accede to the
applicant’s requests for exemption. Among

other things, in its judgment, Tallinn Circuit
Court of Appeal also analysed the legality of the
imposition of financial sanctions on MIA Rossiya
Segodnya. The court concluded that the funds
of Rossiya Segodnya were correctly frozen under
Article 2 (1) of Regulation (EU) No. 269/2014
because otherwise, they could be indirectly made
available to D. Kiselyov as the subject of financial
sanctions.



EFIU Yearbook // PREVENTION OF MONEY LAUNDERING

International financial sanctions

THE FIU RECEIVED 9 9 REPORTS OF INTERNATIONAL SANCTIONS,

AND IN

24 ...

the subject of
financial sanctions
was identified

5 cases,

the funds were
frozen and
remained frozen
after inspection by
the FIU

11 ..

transactions were refused because the funds were
otherwise, funds would have
been made available to a subject
of financial sanctions or the
transaction would have violated

1 .

released as an
exemption was
applied

financial sanctions

In the remaining cases, earlier cases were reported where measures had already been applied or
where the subject of financial sanctions was indeed involved, but the transaction did not violate

financial sanctions.

International sanctions are not a novel concept
in international diplomacy. The first sanction
to be imposed was in 432 BC when the Athe-
nian Empire banned Megarian traders from its
marketplaces, thus stifling the economy of the
rivalling city-state. However, the imposition of
international sanctions gained momentum only
in the 20th century, during the First World War.
International sanctions became a work matter
for the Estonian authorities and private sector

in the summer of 2021 due to the escalation of
serious human rights violations in Belarus and
the violent repression of the civil society, demo-
cratic opposition and journalists. This resulted in
significantly more sanctions reports being filed
to the FIU, but was a child's play compared to the
work volume brought about by the imposition
of sanctions in connection to the beginning of
Russian military aggression in Ukraine on 24
February 2022.

In 2021, the FIU received 99 reports on suspi-
cions or imposition of international sanctions, 81
of which were submitted by credit institutions.
The funds were legally frozen to the extent of
1,078.94 euros. In addition, resources were made
unavailable and permission was granted for an

exemption (see Annex 2021 in figures). 32 reports
were related to the sanctions regime in Belarus.
In comparison, since the beginning of Russian

‘I 9 “I 9 after World War |, the right to impose a
collective embargo on the country

starting a war was agreed

‘I 9 3 5 Italy invades Ethiopia and other
countries stop lending to Italy and
importing goods from Italy

"I 9 4 0 the USA freezes Norwegian and Danish
assets in the USA so that Germany

would not have access to these assets

‘I 9 5 8 the USA places an embargo on Cuba

'I 9 6 Os UN sanctions are gaining momentum

2 0 “I 4 sanctions against Russia following the
annexation of Crimea

2 0 ‘I 6 the US Magnitsky sanctions list of
human rights abusers

2 0 2 2 sanctions following Russian military
aggression in Ukraine
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military aggression in Ukraine, the FIU had
received more than 200 reports in the first two
months.

One exemption was granted in relation to the
sanctions on Belarus. In this case, an Estonian
company had contractual relations with a
Belarusian company before the sanctions were
imposed. After the Belarusian company was
added to the sanctions list, an Estonian credit
institution suspended a payment made by the
Estonian company. As the Estonian company had
established a contractual relationship with the
sanctioned Belarusian company before the latter
was added to the sanctions list and the payment
was a contractual obligation, the FIU granted
an exemption and gave permission to make the
payment.

The imposition of financial sanctions is the
obligation of every legal and natural person in
Estonia. In order not to violate international
sanctions, for business related to Russia, Belarus
or Ukraine, it is necessary to find out the back-
ground of the cooperation partners (in particular,
certain areas controlled by Russia in Ukraine)
and to review all services and goods. Natural

and legal persons have the best overview of their
partners, goods and services to assess whether the
case is a subject of financial sanctions, a situation
of the application of sanctions or a transaction
that would violate financial sanctions.

the EU imposed a ban on Belarus
air carriers and the EU Council decided to further
reinforce the existing restrictive measures in view of
the situation in Belarus by prohibiting all Belarusian
air carriers from flying in the EU airspace and from
accessing EU airports.

the EU adopted a fourth package
of sanctions in view of the ongoing repressions and
the forced landing of Ryanair's flight in Minsk on 23
May 2021. The restrictive measures were imposed
on 78 Belarus individuals and 8 entities. In addition,
the list was updated with seven individuals and one
entity subject to new restrictive measures — the
freezing of the assets and the prohibition on EU
citizens and businesses to make funds available to
them.

the EU extended sanctions
and, in view of the situation at the EU-Belarus
border, the Council changed its sanctions regime to
respond to the use of people for political purposes
by the Belarusian regime.

a fifth package of sanctions
was imposed for ongoing human rights violations
and the exploitation of migrants. The Council
imposed restrictive measures on a number of other
individuals and entities. The measures are applied
to prominent representatives of the judiciary and
to propaganda publications which contribute to
the continued repression of the civil society, the
democratic opposition, independent media publica-
tions and journalists. The measures are also applied
to high-level political officials of the regime of the
Belarusian President, Alexander Lukashenko, as well
as to undertakings (such as Belavia Airlines), tour
operators and hotels that have helped incite and
organise illegal border crossings through Belarus
to the European Union. This way, there was involve-
ment in the use of migration for political purposes.

The three steps that legal and natural persons

could follow:
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Determine the risk level of the business

m partners when they are related to natural
or legal persons in Russia, Belarus and Ukraine.

Is the place of business or origin Russia,
Ukraine or Belarus? Monitor these partners
closely for any behavioural changes. Identify
any recently established relationships with
entities from jurisdictions with a high risk of

sanctions. The existence of a geographical risk
may indicate prohibited activities.

How many transactions are made to or from
countries with a high risk of sanctions? Review
any increased activity in geographical areas
with a potentially higher risk such as China,
the United Arab Emirates, free trade areas and
countries located close to Russia, Belarus and



Ukraine. Through these countries, the actual
country of origin or the country of final desti-
nation of the goods may be concealed.

» Review any previous activities to identify
partners who may not necessarily have violated
sanctions before they were involved but would
now violate the new sanctions. Make sure
that the activity would not recur. Sanctions
are changing over time and what was allowed
before may not be anymore with the imposition
of a new sanction.

« How many partners are involved in the indust-
ries where sanctions have been imposed, such
as agriculture, aviation, construction, banking,
military/defence, mining, textile industry,
metals/minerals, oil/petrochemicals/energy,
railways, shipping, technology, telecommu-
nications, research and development, etc.? If
a partner is engaged in business subject to a
restriction, it must be made sure that the restric-
tion would not apply to the country where the
service is to be provided or the goods are to be

sold.

» Review the partners whose beneficiaries are
unknown or difficult to identify. The conceal-
ment of the beneficiary is one of the most
common ways of evading sanctions.

2 Identification and monitoring of critical
= data

« Raise awareness in your company by highligh-
ting the restrictions imposed by sanctions, and
the risk signs. Establish procedures for verifying
sanctions on partners, services and goods.

» Use company-wide data and public databases
where a risk has already been verified for the
country.

» Work with different departments of your
organisation, such as the sales department,
accounting, logistics, etc.

o Share information within your company with
the management and senior management on
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the state of the sanctions and on the measures
taken to mitigate the risk of /exposure to
sanctions. Also, consider making statements to
engage with partners on sanctions, the require-
ments and potential impact of the sanctions.

» Work with partner institutions to discuss best
practices, experiences, interpretation of the
sanctions, etc.

3 Reporting
u

« Notify the authorities of the imposition of the
sanctions, also when the transaction is refused,
that is, no funds or resources are made available
to the individual subject to the financial sanc-
tion.

» Be aware of any updates to the sanction.

» The Financial Intelligence Unit has issued
instructions, guidelines and support materials
that help natural and legal persons to better
identify the subject of financial sanctions
and transactions violating financial sanctions,
request exemptions, and file reports. The mate-
rials are available on the website of the FIU
at: fiu.ee/rahvusvahelised-sanktsioonid/

venemaa-sojaline-agressioon-ukrai-
nas. Notices of public briefings
for financial institutions and
for businesses in other

sectors more broadly
will be putupon

the website
and in o
social -
BN
§ I 5
- "’_'1
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Prevention of terrorist financing

n terrorist financing, a distinction is usually

made between the stages of raising, moving and
use of funds or other assets. In the case of Estonia,
the moving stage is the riskiest. In most sectors,
the risk of terrorist financing was low in 2021.
However, the virtual asset service provider sector
in Estonia as a whole has caused the risk level of
terrorist financing to rise from low to medium in
the recent years.

Terrorist financing risk in Estonia 2021:

The virtual asset service provider sector is
vulnerable particularly in the moving stage.

The sector’s characteristics affecting the risk of
terrorist financing are further detailed in the
second half of the yearbook. In the non-profit
associations sector, religious associations and
charities are also high-risk, that is, more vulner-
able than the average, primarily in the collection
stage.

MEDIUM

COLLECTION

TRANSMISSION

DISTRIBUTION

Channels: official channels (including the banking

sector, cash transfer, virtual assets), cash couriers,
trade-based money laundering', hawala2

Most vulnerable sectors: fintech (virtual asset
service providers, crowdfunding providers),
non-profit organisations (charities and religious

associations)

In Estonia, the biggest terrorist financing risk, like
in the rest of Europe, has been associated with
Islamic extremism. As stated in the yearbook of
the Estonian Internal Security Service, the Esto-
nian Security Service has, in cooperation with the
Financial Intelligence Unit, identified at least five

Islamic extremists who have carried out trans-
actions through Estonian market participants.
There have also been a few examples of potential
funding of right-wing extremism, which is likely
to increase in Estonia as well.

! Trade-based money laundering (TBML) — the concealment of criminal proceeds by cross-border trade transactions (showing incorrect
price, quantity, quality or name of the goods on the invoice or issuing double invoices). Unlike the predicate offences related to tra-
de-based money laundering, its purpose is not to move goods, but money and resources through fake transactions using “professional
money-laundering agents”. Trade-based terrorist financing (TBTF) uses the techniques of TBML, but with a significant difference — the
money and resources that are transferred may come from both non-legal and legal sources.

2 Hawala — a traditional trust-based way of transferring money in the Middle East, Africa and Asia, where the money does not have to be
physically transferred to its destination to be delivered. Instead of money, movable property or real estate may be accepted, for example,
in a country of destination where a settlement system based on community relations is in place.

24



In 2021, the FIU received 303 reports referring
to terrorist financing. This is a third more than

a year ago. While the quality of the reports

by obliged entities was very poor, any report
referring to terrorist financing is important. On
the one hand, it allows authorities to focus their
attention on the potential terrorist financing case,
and on the other hand, the information provided
adds to the general financial intelligence profile,
allowing information pieces from different
sources to be assembled into an expressive
mosaic.

Financial institutions filed the most reports
referring to terrorist financing. Given its size, vol-
ume and high risk level, the virtual asset service
provider sector, however, filed disproportionately
few reports. Concerns are also raised by the fact
that credit institutions filed reports referring to
terrorist financing only a few times in the year.
On the one hand, after involvement in interna-
tional scandals, banks have fewer customers from

CONNECTION WITH RISK COUNTRY +
RISK INDICATOR B

L File a TFR-1, i.e. a report on the risk of
terrorist financing

Indicate all known risk indicators in the report

The transaction or operation may continue if
enhanced due diligence measures are applied

lllustrative example. An individual not engaged in the
sale of goods or the provision of services receives
regular transfers from two European countries and
the details of the transactions also provide a vague
explanation. Once a month, an individual transfers the
received amount to a non-profit organisation registe-
red and operating in a country at high risk of terrorist
financing. According to the website, this non-profit
organisation provides support for orphaned refugees.
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countries at a high risk of terrorist financing.

On the other hand, the low reporting numbers
may be due to low awareness of the risks and the
low capability of compliance control systems to
identify terrorist financing scenarios. What is also
a risk is that unlike in previous years, gambling
operators did not file a single report referring to
terrorist financing.

Shortcomings in the quality of the reports filed
to the FIU indicate the need to raise awareness
through trainings. The aim is for market partici-
pants to be aware of the signs referring to terrorist
financing, recognise the indicators related to
terrorist financing, apply the due diligence
measures corresponding to the risk and be able to
report with sufficient detail. The poor quality of
the reports concerning suspected terrorist financ-
ing also refers to the complexity of the reporting
system. Therefore, the FIU started preparing
changes to this system.

SUSPICION INDICATOR B

File a TFR-2, i.e. a report on the suspicion of
terrorist financing

Indicate the suspicion indicator and all known risk
indicators in the report

The transaction must be suspended until further
instructions from the competent authority

lllustrative example. An individual transfers a sum col-
lected on a crowdfunding platform to an organisation
whose website calls for political violence. Other public
sources also indicate that members of this organisa-
tion support violent extremism.
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In cooperation with the Estonian Internal Secu-
rity Service, guidelines on the characteristics of
suspicious transactions were prepared to help
identify potential terrorist financing transac-
tions"™. The guidelines distinguish between two
types of reports referring to terrorist financing:
TFR-1 and TFR-2. The first presupposes a

link between the party to the transaction and
the high-risk country, and a risk indicator. The
second case must involve an indicator referring
to a specific suspicion of terrorist financing, i.e.
a suspicion indicator. The lists of both risk and
suspicion indicators were updated. To facilitate
compliance with the reporting obligation, areas
have been highlighted by the indicators which,
among other things, bring attention to sectoral
vulnerabilities (including virtual asset service
providers and non-governmental organisations).

As an important change, the list of countries at a
higher risk of terrorist financing was published as
an annex to the guidelines. The list was drawn up
taking into account the assessments and reports
of international organisations in accordance with
the risk assessments of the authorities, as well

as the existing links between Estonian service
providers and different countries. The higher risk
of terrorist financing does not mean that a par-
ticular country finances terrorism, but indicates a
risk that might materialise, should circumstances
conspire. The list of countries with a high risk of
terrorist financing will be reviewed at least once a
year.

Since the end of 2021, the FIU has increased
its capacity to analyse terrorist financing and
will continue to do so in 2022. The goal is to
efliciently and systematically prevent terrorist
financing in Estonia, and a clear and simple
system for filing reports referring to terrorist
financing is part of it.
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The Financial Intelligence Unit

For the Financial Intelligence Unit, 2021 was

a year of major changes and challenges. On

1 January 2021, the FIU started out as an inde-
pendent institution in the administrative area

of the Ministry of Finance. Before that, since its
establishment on 1 July 1999, the FIU had been
a structural unit of the then Police Board and the
later Police and Border Guard Board. This meant
that the law-enforcement-type of FIU became an
administrative intelligence unit without the right
to conduct criminal proceedings, but closer to the
private sector in order to make cooperation with
it more eflicient.

The independent institution has greater freedom
of decision, and greater responsibility. During a
long search for the director, Marget Lundava was
the acting Head. Matis Maeker became the Head
of the FIU on 14 June. With a background in law,
the Mr. Miaeker had already been committed to
the fight against money laundering in the pre-
vious 10 years, working in the Financial Super-
vision Authority and in several international
organisations.

The FIU grew in size both in terms of the num-
ber of employees and because the expectations

of the public and private sectors increased. The
doubling of the staff is an exciting yet challenging
time for every organisation. The change of the
area of government also brought about identity
issues, but patience, sense of mission and vigor-
ousness are the strengths that help the FIU move
forward in the direction it has chosen.

The core functions of the FIU remained the
same: receiving and analysing reports or, in case
of a suspicion of money laundering or terrorist
financing, communicating information about the
suspected criminal offence to law enforcement
authorities, as well as strategic analysis. The

FIU also had the responsibility, unique among
world financial intelligence units, to supervise
certain market participants, and to grant author-
isations to them, among other things. However,
each employee and role in the FIU found their

challenge in the preparation of the National Risk
Assessment, the assessment of the efficiency of
the implementation of the European Commis-
sion’s 4th Directive on the Prevention of Money
Laundering, the preparations for the MONEY-
VAL evaluation and the launch of various inter-
national projects.

Due to the cooperation agreements concluded,
the FIU maintained access to earlier databases,
which is very important in order to consistently
meet its objectives and perform the main duties.

Supervision was organised based on a risk-based
approach. Based on the established risk matrix
and information received from service providers
through remote inspections, focus was placed on
service providers in riskier sectors, particularly
virtual asset service providers.

The main reasons for refusing to grant an author-
isation to or for not examining the applications
are the following:

« failure to provide the necessary documents - for
example, a certificate of the criminal records
database does not meet the requirements,
internal rules and risk assessment do not meet
the requirements;

« the entity applying for an authorisation fails
to meet the requirements for the object of
inspection - an individual related to the com-
pany, such as a member of the management
board or a shareholder, does not have a good
business reputation, the contact person has no
knowledge and competence to perform his or
her tasks, the management board of the virtual
asset service provider is not located in Estonia.

The steps taken in 2020 to bring the strategic
analysis to a new level gained further momentum
in 2021. Access to the data of Eesti Pank and the
Financial Supervision Authority provided for

a better overview of the money laundering and
terrorist financing risks of the state in combina-
tion with other data sources used by the FIU.
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The team analysing these risks grew in size. Risk
assessments of the virtual asset service provider
and corporate service provider sectors were
published, which will be discussed in more detail
in the second half of the yearbook.

Three international projects are also contributing
to raising the strategic analysis capability of the
FIU.

Colleagues from the United States Treasury

help the Estonian authorities responsible for the
prevention of money laundering and terrorist
financing to raise the skill level and knowledge.
With participation by Americans, it is the first
time for such a systematic and large-scale cooper-
ation project in the field of money laundering.

The FIU is the content manager in the Council of
Europe's technical assistance project. In the pro-
ject, the legal environment of Estonia is analysed
from the data aspect and the best strategic anal-
ysis practices of financial intelligence units are
assembled, which should and could be transposed
in Estonia. The project will also contribute to the
development of the FIU’s supervision system.

The European Union recovery fund allocated
over 3 million euros to Estonia for the develop-
ment of the strategic analysis function. The aim is
to build a strategic analysis system that is top-
level in the global context in the field of money
laundering and terrorist financing prevention.
This means introducing new technical solutions
and streamlining the work processes with new
analytical products.

For a while now already, information technology
is no longer a function supporting the business
goal alone, but forms a closely intertwined whole
with the core field to achieve the objectives and
financial profits. This is why there is a constant
arms race in information technology, which is
particularly visible in the fields closer to the econ-
omy and finance, both with good intentions and
bad. In ensuring a reliable financial space, it is
important to understand the background of such
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an arms race and to recognise the risks associated
with the opportunities arising from the continu-
ous development of information technology.

The FIU has clearly chosen information tech-
nology as one of its means for achieving its
strategic objective. On the one hand, this is an
inevitable trend and on the other hand, we are in
a privileged position due to the infrastructure and
image of the Estonian information and commu-
nication technology. For example, developments
have played a major role in the information
system of the FIU in the recent years in coping
with the exponential growth in the number of
reports.

Since currencies do not recognise state borders,
the FIU is also significantly increasing its infor-
mation technology competence in order to ensure
the reliability of the financial space. Whether it
be data mining, machine learning or virtual asset
analysis, and also cyber security as a recurring
theme. We are also planning to make greater use
of the information technology opportunities in
communication and in data exchange with other
parties. Communication with the Financial Intel-
ligence Unit should be as simple as possible and
bilateral, and free of errors in data transmission.

The Financial Intelligence Unit is a growing

and developing organisation seeking dialogue,
innovation and visibility. Its ambition is no other
than to be a compass in the management of the
risks of money laundering and terrorist financing.
These very directions taken in the first year of
operation as an independent government agency
were approved by the end of 2021 as the strategic
objectives of the FIU for the period 2022-2026.
The FIU can only achieve these objectives by
having staff who are experts in their field and
navigate well in their work and the impacts of the
relevant external environment.
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THE FINANCIAL INTELLIGENCE
UNIT'S OPERATIONAL
STRATEGY FOR 2022-2026

MISSION: To ensure the transparency and honesty of financial transactions through the collection,
analysis and sharing of financial intelligence information, in order to prevent the use of the financial
system and economic space of the Republic of Estonia for money laundering, financing terrorism and
evading financial sanctions.

STRATEGIC AIMS for fulfilling the mission:
I. To be the risk analysis centre and influencer of risk management on money laundering and terror-
ism financing in the Republic of Estonia. For this purpose, the Financial Intelligence Unit will:

A.
B.
C.

D.

develop the capacity of strategic analysis and update the capacity of case analysis;

initiate the relevant analysis and improve the existing ones;

create efficiency indicators for the continual evaluation of risk and control measures, as well
as for the rapid mapping of changes;

apply itself and provide guidance for the execution of risk-based activities and applying
measures in the state.

II. Implement more intelligent and digital solutions, as well as, if needed, be an influencer of the
public and private sector in the given field. For this purpose, the Financial Intelligence Unit will:

A.
B.

III.

develop automated and contemporary risk analysis solutions;
cooperate with the public and private sectors, incl. universities and researchers.

Be the centre of competence for the prevention of money laundering and terrorism financing in

the Republic of Estonia. For this purpose, the Financial Intelligence Unit will:

A.

guide the establishment of a system of money laundering and terrorism financing

prevention in the Republic of Estonia;

B.
C.
D.

continuously develop its own employees as well as train the public and private sectors;
inform the public and private sectors about new trends and typologies;
create the relevant manuals.

In fulfilling these strategic aims, the Financial Intelligence Unit will adopt the following values:
1. Be open to dialogue, focused on innovation, as well as visible in the Republic of Estonia and
internationally.

2. Employees are the best experts in their field, intelligent, influencers.

The Financial Intelligence Unit is the guardian of the honesty of financial transactions.
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Money laundering
and terrorist financing
risks by sectors

In the first half of the yearbook, the national
and international cooperation overview stated
that fintech and virtual asset service providers are
the largest risk sectors in terms of money laun-
dering. In the case of terrorist financing, the risk
lies in the low level of awareness of the non-profit
sector.

In the second half of the yearbook, we will be
taking a closer look at all nine sectors the market

participants of which are legally obligated
entities. In the overview, we rely on the surveys,
analyses and daily supervisory work of the
Financial Intelligence Unit and the National Risk
Assessment of the sector’s risk map, together with
the assessment of the threat of and vulnerability
of money laundering and terrorist financing.
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MONEY LAUNDERING RISK BY SECTORS

sector

threat

vulnerability

risk

sector

TERRORIST FINANCING RISK BY SECTORS

threat | vulnerability

risk

The state and .
sectors, total 2,40 2,73 medium
below
Traders 2,00 2,59 medium
i below
Gambling sector 1,95 2,43 medium
Professionals 1,31 2,50 be-low
! ' medium

Real estate .
agents 2,30 2,31 medium
traders 1,40 2,59 2L
! ’ medium
Professionals 1,40 2,40 below
! ’ medium
Gambling sector 1,40 2,38 low

National Risk Assessment 2021

Virtual asset service providers

As of 31 December 2021, 381 virtual asset
service providers had a valid authorisation in
Estonia. Although the number of authorisations
has decreased year on year (1,234 in 2019 vs 473
at the end of 2020), unofficial data still maintain
that this is the largest number of authorisations
on the global scale. Many entrepreneurs bring
revenue to Estonia and create innovation while
applying appropriate risk management measures,
but we cannot say that about most of the holders

of Estonian virtual asset service provider licences.
Estonia must make good progress in managing
the risks they entail. Here, the materialisation of
the risks means damage to the property of people
and the reputation of Estonia.

According to the National Risk Assessment, the

main risks are the lack of transparency in the sec-
tor, the complete absence of a full risk map of the
sector, insufficient requirements for applicants for

AUTHORISATIONS FOR THE PROVISION OF VIRTUAL ASSET SERVICES IN 2021:

347

applications for
authorisation were
submitted, including 161 of various virtual
new applications and 276 asset services
applications for changing the were revoked

authorisations
for the provision

331 86 e 57

authorisations
were granted

authorisations
was refused to

18

companies

applications
were
withdrawn by
the applicants
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authorisations, short inspection time at market
entry, higher risk due to e-residents, difficulty in
on-site supervision, no actual link with Estonia,
rapid growth in the number of service providers,
and the highly differing quality of the due dili-
gence measures applied by market participants.

Since the circle of virtual asset service providers
has been rapidly changing over the recent years
and the sector has undergone rapid development,
FIU also updated the sector’s risk assessment

in 2021. The main conclusion of the survey is
that money laundering and terrorist financing
risks still remain high for virtual asset service
providers.

In terms of terrorist financing, risks lie in high
anonymity and the lack of transparency in the
sector, the lack of efficient surveillance and mon-
itoring systems, employee shortage and insuffi-
cient application of due diligence measures, no
actual link of the service providers with Estonia,
difficulty in on-site supervision and failure to
comply with the precepts made by the FIU. In
addition, there is a disproportionately large flow
of assets to countries with a higher risk of terrorist
financing, such as Syria and Pakistan.

According to the survey, the implementation of
due diligence measures by most of the service
providers with an authorisation in Estonia is
highly inadequate. Comparing this with the
service provision volumes, the poor level of the
prevention of money laundering and terrorist
financing and the skill and knowledge level of the
employees liable for financial sanctions, it a sign
of high risks in the sector. In the case of compa-
nies, it is natural to apply for an authorisation in
Estonia, but to not take measures to be familiar
with the game rules here or to actually comply
with them. Service providers like this should not
have a place in Estonia. Neither should those who
use the jurisdiction here for illegal purposes.

Another factor that increases the risk level in the
sector is the lack of transparency in the activities
of the companies. In a survey on the money laun-
dering risks of corporate service providers com-
pleted in 2021", we pointed out that Estonian
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corporate service providers advertise the Estonian
virtual asset service authorisation internationally
as a quality label that allows the service provider
to assure its customers that their assets are safe. In
fact, Estonia is a transit country in the movement
of the funds, and various international message
boards and websites are warning against Estonian
service providers.

Several local corporate service providers provide
the service of the preparation of the authorisa-
tions for virtual asset service provision. Ready-
made Estonian companies with an authorisation
for virtual asset service provision have also
become a sales article for the companies provid-
ing international business services that are not
familiar with the Estonian legal space or local
requirements. The main aim of these corporate
service providers is to make money, and risk
management and the reporting of transactions
suspected of money-laundering to the FIU
recedes into the background. Information is
attempted to be filed to the FIU about seemingly
real board members and permanent stopping
points of seemingly respectful businessmen in or
near Tallinn, where the size of the living area is
less than 10 square metres, etc.

have a total of 4.8 million customers, which is nearly
4.5 times more than in 2019;

have a total turnover of 20.3 billion euros (from July
2020 to July 2021), of which more than 85% was
generated by 15 service providers.

The 15 service providers with the highest turnover
have

trade the assets of customers mainly from Rus-
sia, Japan, Switzerland and both North and South
America

transfer disproportionately large amounts to Luxem-
bourg, Syria, Pakistan, Greece, Montenegro, Serbia
and Belize;

in most cases filed no reports of suspected money
laundering or terrorist financing.

* turnover above 2,000 euros per year.
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In the autumn 0_1_‘ 2021, the FIU revoked the authorisa-
tion of Izibits OU to provide virtual asset services.

On 30 June 2020, the company reported a temporary
suspension of its economic activities.

According to public sources, the company was
closely associated, among other things, with a cryp-
tocurrency exchange platform operating under the
Chatex trademark. Chatex tried to leave an impres-
sion to the public that it had an Estonian authorisa-
tion for the provision of virtual asset services and
said on its website that it is operating on the basis
of an authorisation granted to Izibits 0U.

The FIU maintains that it is prohibited to “lend” an
authorisation granted in Estonia to anyone and that
only the entity who has been granted the authorisa-
tion may operate under it.

The US authorities imposed financial sanctions on
the virtual asset exchange platform Chatex and to
the companies related to it, including Izibits OU, in
connection with the intermediation of assets related
to various types of crime.

The reporting activity of virtual asset service pro-
viders shows signs of improvement, but the fact
that service providers with the highest turnover
have only filed a few reports is a sign of risk. In
2019, virtual asset service providers filed 400
reports to the FIU and 530 in 2020, but 1,865 in
2021. Over time, the reports have become more
informative and the circle of reporting entities
has expanded, but the FIU’s content analysis of
the reports revealed that many market partici-
pants had shortcomings in the identification of
suspicious transactions. This is also demonstrated
by the fact that almost half of the reports con-
cerned a refusal to enter into a customer relation-
ship, mostly due to the suspicion of using falsified
documents.

Given the risk map, the sector was under
heightened attention in supervision activities

as well, with the largest number of supervision
inspections carried out among virtual asset
service providers. 18 supervision procedures were
initiated for virtual asset service providers with a
valid authorisation. 14 of these were on-site and
four were supervision proceedings carried out in
the form of remote inspection. In two cases, the
activities of virtual asset service providers were

inspected in terms of the obligations arising from
the International Sanctions Act, and the rest

of the supervision focused on the activities of
virtual asset service providers with regard to all
obligations arising from the Money Laundering
and Terrorist Financing Prevention Act and the
International Sanctions Act.

In three supervision procedures, virtual asset
service providers abandoned their authorisations
on their own initiative. In one of the supervision
proceedings, the FIU made a decision which
resulted in the revocation of the authorisation

of the virtual asset service provider. In this case,
the company did not bring itself into compliance,
by the prescribed deadline, with the legal fact
concerning the object of inspection - a virtual
asset service provider must have an open payment
account with a credit institution, an e-money
institution or a payment institution established in
Estonia or in a contracting state of the European
Economic Area and must be providing services

in Estonia across borders or have a branch in
Estonia. If there is no such payment account, the
virtual asset service cannot be provided under an
Estonian authorisation.

The supervision inspections carried out have
identified shortcomings in all of the inspected
companies. The main shortcomings were found
in procedural rules, risk assessment and applica-
tion of due diligence measures. The risks arising
from the shortcomings correspond to the results
of the survey carried out by the FIU and of the
National Risk Assessment.

The main weaknesses found in the
supervision proceedings of virtual asset
service providers:
Often, the rules of procedure are not in comp-
liance with the business of the company and the
information contained in the rules is not related
to the features specific to virtual asset service
providers. There are the so-called universal
rules of procedure circulating the market,
which do not take into account the specifics
of the sector. This is a clear risk sign for the
FIU because a company that uses the rules to
formally comply with the law has not really
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thought its processes and risk management
measures through.

o The risk assessments of the inspected service
providers did not reflect the actual activities of
the company, did not show the risk profiles of
the customers or the principles for the forma-
tion thereof, or the overview of the geographical
risk.

o Of the shortcomings identified in the applica-
tion of due diligence measures, companies had
not, to the extent required by law, implemented
measures to verify the customer’s identity, for
example. Among these shortcomings, there
was a lack of the collection of documents for
remote inspection or, despite the requirement
established by law, the customer had not been
met face-to-face or the customer’s identity
verified by an IT device. Also, the companies
had no technical solutions in place for monito-
ring the transactions to the extent required and
for identifying suspected money laundering or
terrorist financing transactions.

o« There were no employees who would manage
money laundering risks, or there were conflicts
of interest in the activities of the employees.
Often, the employees had practically no rele-
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vant knowledge and in many cases, were not
familiar with the rules of procedure prepared
and implemented by the company, or with the
provisions of law.

The overall capacity of virtual asset service
providers in the application of due diligence
measures, in technical arrangements and in risk
management is on a level seen more than ten
years ago in payment service providers, who were
the first to be placed under financial supervision
according to the Payment Services Directive. The
only difference is that the risks of money laun-
dering and terrorist financing accompanying the
virtual asset service provider sector are hundreds
or, at times, even thousands of times higher than
in the payment service provision sector.

At the online training session organised by

the FIU for virtual asset service providers, sec-
tor-based risks were introduced and guidelines
provided for their management. The training ses-
sion was warmly welcomed by the market. There
were 141 participants, and the satisfaction rate
was high. The training sessions will be continued
to raise risk awareness and risk management
capacity of the companies operating in the sector
and to introduce the legislative changes that will
enter into force in 2022.

Scam calls and virtual currencies

In 2021, the number of reports concerning fraud
increased over six times compared to the previ-
ous period - the FIU received a total of 10,000
reports concerning fraud, which is 63% of all
reports filed to the FIU.

The keyword in 2021 was scam calls, where the
main purpose of the fraudsters was to have the
victim enter their Mobile-ID or Smart-ID PIN
codes in the online bank in order to gain access to
the victim's bank account. Another scheme that
is common is one where the victim is asked to
download “security software” to their computer,
which actually is malware that allows fraudsters
to access the victim’'s computer and the informa-
tion it contains. Victims are also often requested
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their identity document number or image of the
document, which is later used by criminal offend-
ers to take fast loans on behalf of the victim and/
or to open bank accounts on the victims' name
without them knowing.

Fraudsters tell the victims various stories, but
they mostly introduce themselves as bank
employees asking the victim to follow the caller’s
instructions to cancel a suspicious transaction or
to prevent an alleged theft. The fraudsters mostly
speak Russian and are manipulative and intense
toward the victim. In many cases, victims have
also lost their assets to fraudsters who introduce
themselves as employees from a bank where the
victim does not even have a bank account but
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who, by successful manipulation and persua-
sion, are still able to embezzle the victim’s
money. Even though scam calls are largely
related to Ukraine, the practice of making
scam calls has not stopped after the Russian
aggression.

The bank accounts of the victims have also been
used to launder money obtained through scam
calls or other fraud without the victims' knowl-
edge: the money received through fraud is trans-
ferred to the victims’ bank accounts and imme-
diately transferred on from there to conceal the
original criminal origin of the money. The money
that has been embezzled from the victims is
withdrawn from an ATM in cash, but is often also
transferred to different accounts of virtual asset
service providers where the fraudulent funds are

Money laundering schemes related to |
the provision of virtual asset services . Q

In 2021, there were cases where virtual cur-
rency service providers registered in Estonia
were used for money laundering.

Virtual asset service providers can be used in
exchanging one type of asset for another, such
as the exchange of a regular currency obtained
through criminal activity for a virtual currency.
The aim is to eliminate the link with previous
transactions and to make it more difficult to
track transactions involving assets of criminal
origin.

In addition, it is possible to exchange the virtual
currency obtained through criminal activity for
another type of virtual currency through virtual
asset service providers. In such a transaction,
too, the chain of transactions is interrupted

in one system and the assets are moved on to
another system because different virtual curren-
cies use different block chains to function. For
example, if Bitcoin is exchanged via a virtual
asset service provider for the virtual currency
Ethereum, Bitcoin will remain with the virtual
asset service provider and the service user will

con-
verted
into cryp-
tocurrency.

receive the corresponding amount of the
virtual currency Ethereum from the virtual
asset service provider.

Criminal proceeds can be used to create com-
plex money-laundering schemes using both the
financial system and the block chains related to
virtual currencies. Virtual asset service providers
play an important role in these schemes because
platforms like that are contact points for various
systems. If an asset of criminal origin reaches

a virtual asset service provider, the only way to
identify the further movement of the asset is

to ensure cooperation with the service provider
that made the exchange transaction. The virtual
asset service provider can be used to find poten-
tial information about the customer who used
the services, and thereby reach the owner of

the virtual currency wallet to whom the virtual
asset service provider could have transferred

the assets. In the black market, however, user
accounts created on the platforms of virtual
asset service providers using false information
are available for purchase, and used by criminal
offenders to conceal their real identity".
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An example of
criminal proceeds
reaching virtual
currency

« Fictitious users make card payments with crimi-
nal proceeds to use the services of a suspicious
website.

» A company that intermediates the card
payments related to the website transfers the
money to a company managing this website.

o The company managing the website can claim
that the proceeds are proceeds for the manage-
ment of the website, and transfers the money on
to a virtual asset service provider to exchange
the money for virtual currencies.

o The use of the services of the virtual asset
service provider disrupts the chain of transac-
tions in the financial system to conceal the link
between virtual currencies that have reached
the address of the wallet and the card payments
previously related to the website. As a result of
the exchange, the virtual currency is transferred
to the address of the wallet.

Investment fraud and
virtual currencies

longside scam calls, investment fraud cases

are also common where the potential victim
is offered a “very good, unique and personalised
investment opportunity”. The criminal offenders
show the victims websites and manipulated
graphs to create the illusion of the high growth
and great potential of a financial instrument
and to persuade the victim to make payments.
In most cases, victims only realise it is a fraud
when they want to take their money out which,
unfortunately, is no longer possible.

The damage that fraudsters may cause by having
access to the victim's personal data and/or bank
accounts

» The two newly opened bank accounts of the
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two persons (PERSON 1 and PERSON 2)
shown in the figure received transfers from
dozens of foreign citizens in less than a month,
as well as fast loans taken on behalf of the
account holders.

o The payment details of the transfers from
foreign citizens indicated the purchase of
electronic equipment, which is why it can be
assumed that the fraud was carried out via
online trade platforms.

 The transfers were followed by requests for the
recall of payments.

o The embezzled funds were transferred to the
account of a virtual asset service provider, where

the funds were converted into cryptocurrency.
o The transactions of both PERSON 1 and

o

PERSON 2 were carried out from the same IP
address so it could therefore be assumed that
there might have been a third person behind
these transactions, who opened the bank
accounts for these persons. The IP address was
the same for PERSON 3 and the accounts from
which the funds were transferred to the person's
account.

In this case, the victims were Estonian citizens for
whom accounts were opened in the bank and the
first thing to be deposited was a fast loan taken
on behalf of the victims, which was immediately
transferred on to the bank account of PERSON

3. The funds on the bank account of PERSON

3 were withdrawn from an ATM by a person

who could not have been the holder of the bank
account.

ne

FRAUDSTER

The IP addresses of the bank transactions of related Estonian parties and the victims match, so the same person(s)
could be behind the fraud

|
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NFTs

In 2021, the popularity of NFTs (non-fungible
tokens) in the world increased exponentially.
NEFT is a blockchain-based token that can be
used to represent the ownership of unique items.
NFTs can be linked to works of art, real estate,
internet domains, items in computer games, etc.

NEFTs are mainly used with digital items. NFTs
are unique and cannot be changed or copied and
can only have one owner. NFTs can only be cre-
ated in blockchains that allow for smart-contract
programming. The most common smart-contract
standards are ERC-721 and ERC-1155, which are
related to the Ethereum blockchain. For example,
the work of art “Everydays — The First 5000
Days” is an NFT which was sold in 2021 for about
USD 69 million, making it one of the world’s
most highly valued NFTs".

Globally, NFTs are also seen as a new tool that
may be of interest to criminal offenders and
money-launderers. According to the UK defence
and security think tank Royal United Services
Institute, NETs can be used in various types

of criminal activity. For example, NFTs can be
counterfeited and NFT exchange platforms can
be hacked to steal NFTs. The stolen NFTs can

be sold and the proceeds laundered. In creating
an NFT, information can be hidden within

the NFT, meaning that NFTs can be used to
exchange information between criminal parties'".
According to the US Department of Treasury,
NFTs involve a risk of money laundering, and the
platforms that allow trading NFTs can in certain
cases be considered as virtual asset service provid-
ers, depending on the type of use of the specific
NFTVIII.

NFTs may be used for money laundering in a
scheme where the criminal offender purchases an
NFT work of art for criminal proceeds and then
starts making transactions between addresses
related to themselves, creating data characteristic
of the sale of assets in the blockchain. Eventually,
the criminal offender may sell the NFT to an
unsuspecting buyer who pays for the NFT with
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funds.
In addition,
transactions
with an NFT work
of art can be made
directly between two
parties without involving a
broker. The use of NFTs by criminal
offenders may in the future also attract
the attention of Estonian law enforcement
authorities.

In general, according to Europol, the use of
virtual currencies is in an upward trend due to
criminal activities and money laundering, but
the share of transactions in virtual currencies

in shadow economy is still modest compared to
the use of cash and other types of transactions™.
According to public information, in 2021, cyber
criminals might have laundered 8.6 billion US
dollars worth of virtual currencies. Compared to
2020, this is a 30% growth, taking into account
cyber crime where assets were not exchanged
from regular currency to virtual currency*.

In the United States, the issue of cybersecurity
was made a high priority following the cyber-at-
tacks of 2021, which put the country’s energy
and food supply at risk, and the related ransom
demands.

However, the use of virtual currencies is no
longer strictly linked to cybercrime only, but is
increasingly more being used for various types of
crime where transactions of property value need
to be made. For example, drug trafficking, hiring
a contract killer on the dark web, various types of
fraud, human trafficking, etc.
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Credit and financial institutions

In the case of financial sector market par-
ticipants, the role of supervision is divided
between the Financial Supervision Authority and
the Financial Intelligence Unit. At the end of
2021, the FIU was supervising 288 valid author-
isations of financial institutions. During the
year, the FIU granted 25 authorisations, refused
to grant authorisations to four companies, and
revoked 21 authorisations. In total, 51 applica-
tions for authorisation were submitted in 2021,
of which 35 were new and 16 were applications
for changing the authorisation. The financial
institutions applying for authorisation withdrew
six applications.

The number of Suspicious Transaction Reports
filed by credit institutions has been growing
over the past years, but in 2021, increased expo-
nentially. In 2019, credit institutions filed 2,905
reports to the FIU and 4,594 in 2020, but more
than 11,000 in 2021. As described in the previ-
ous chapter, the explosive

increase was caused by

reports of fraud.

The number of reports

by financial institutions also increased in 2021
compared to prior years but not so drastically:
1,188 reports in 2019; 1,444 in 2020 and 2,088 in
2021. Half of the reports concerned cash.

In the financial sector, according to the National
Risk Assessment, the risk level of both money
laundering and terrorist financing is medium.
Financial institutions are exposed to money laun-
dering risks in several other sectors, such as the
risk of criminal proceeds entering the Estonian
financial system, the risks of companies having
non-resident and e-resident owners, the risks of
payment service providers, virtual currencies and
cash transactions and the risk arising from failure
to apply due diligence measures to customers.
Financial institutions may also have problems
with identifying non-resident customers to the
extent needed and as a result, funds may enter
the financial system with no clarity as to the

ownership or origin. As noted in the first chapter
of the yearbook, of the foreign inquiries submit-
ted to the FIU in 2021, the highest in numbers
were the transfers of funds from money launder-
ing type fraud to the VIBAN account of a foreign
payment service provider or virtual asset service
provider and the forwarding through the respec-
tive service provider’s platform, and this trend has
increased over time. Thus, for banks, correspond-
ent relationships with payment institutions are
increasingly exposed to higher risks.

In terms of money laundering, the vulnerability
of the financial sector lies in the supervision of
small fund managers and other financial institu-
tions without an authorisation. As to the applica-
tion of due diligence measures, the reliability of
the registry data of beneficial owners and access
to the information on politically exposed persons,
both domestically and internationally, are an
issue. In terms of terrorist financing, it is difficult

to develop specific scenarios for compliance
control systems.

Last year, the FIU launched two supervisory
procedures for financial institutions. In the

case of obliged entities, the remote inspections
reviewed the performance of all legal obligations,
i.e. full inspections were carried out. In the course
of one supervision, the financial institution

did not comply with the FIU’s precept and was
imposed a penalty payment. Due to repeated
non-compliance with precepts, the FIU revoked
the authorisation of one company. The second
supervision revealed that a company did not have
instructions in place in its rules of procedure on
how the company identifies politically exposed
persons and their close contacts. There were

also shortcomings in the risk assessment, which
did not correspond to the specific nature of the
company’s activities. The risk assessment must
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reflect the specific activities of the company and
the accompanying risks in order to comply with
the law, and also to be efficient in mitigating the
risks of money laundering and terrorist financing.

The awareness of the sector’s market participants
needs to be raised particularly among smaller
groups of market participants, such as small fund
managers and financial institutions without
authorisation. At the beginning of 2022, the FIU
conducted a training for the financial institutions
under its supervision in order to introduce the
National Risk Assessment and the legal obliga-

prevention
of money laun-
dering and terrorist
financing. There were
143 participants in the
online training.

Trust and corporate service

providers

As of the end of 2021, 325 trust and corporate
service providers had a valid authorisation.
During the year, the FIU granted 23 authorisa-
tions, refused to grant an authorisation to two
companies, and revoked seven authorisations.

In total, 50 applications for authorisation were
submitted in 2021, of which 31 were new and 19
were applications for changing the authorisation.

In 2021, the FIU identified and informed the
public, in an analysis document, that in Estonia,
there are 195 service providers actively providing
trust and corporate services, and 75 service pro-
viders did not have an authorisation. Since then,
the FIU has not received any applications for
authorisation; neither has the FIU seen that all of
these entities without an authorisation cease their
activities. The sector’s service providers filed to
the FIU six reports that are completely inconsist-
ent with the sector’s risk.

According to the national risk assessment, the
risk of money laundering and terrorist financing
is medium for corporate service providers. In
terms of money laundering, the exploitation of
legal persons due to the simplicity of the process
of establishing and brokering companies and the
lack of supervisory requirements in establishing

40

business relationships are a risk. In terms of
terrorist financing, the risk of exploitation of
legal persons in terrorist financing schemes and
the low awareness of market participants of these
typologies are a risk.

In the second half of 2021, the FIU’s strategic
analysis “Money laundering risks in Estonia
related to corporate service providers” was com-
pleted. The conclusions state that the provision
of these services is very active in Estonia and
that a significant part of the services is aimed

at the international market, but the activities

of several service providers increase the lack of
transparency in the Estonian business environ-
ment. Several corporate service providers assist
foreigners in applying for authorisations from
the FIU, without checking the background of
the companies and individuals. Failure to apply
due diligence measures in the company and in
selling an authorisation allows dishonest persons
to take advantage of Estonian companies and the
economic system. The companies not identified
by the FIU in the authorisation process have later
again been of interest to the FIU due to different
fraud schemes or cyber crime. If a customer of

a corporate service provider commits criminal
offences or intermediates criminal proceeds,
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poor application of due diligence measures or
provision of assistance by the corporate service
provider to the customer may also lead to crimi-
nal liability of the corporate service provider.

In 2021, the FIU initiated four supervision pro-
ceedings for trust and corporate service providers
with an authorisation. All these supervision
proceedings were on-site supervision inspections.
In one of the supervision proceedings, the due
diligence of the obligated entities was inspected
and the other three proceedings were full inspec-
tions to verify the compliance of the company
with all of its obligations under

the Money Laundering and

Terrorist Prevention Act.

The inspected service provid-

ers appeared to be unable to

efliciently assess and identify

the risks in the sector. The results of supervision,
the National Risk Assessment and the analysis
published in 2021 for the sector indicate that the
awareness of corporate service providers of money
laundering and terrorist prevention is low, the risk
systems are inadequate, due diligence measures
are applied insufficiently and the obligation to
report suspicious transactions to the FIU is not

fulfilled.

Professional director service is a very common
service provided by corporate service providers.
However, this entails the risk that the nominal
director and nominal shareholder “figureheads”
are either hired to cover up the actual control
structures or that nominal directors are used

to get rid of the company that is becoming
insolvent.

The Estonian business environment and e-state
services make it easy and inexpensive for non-res-
idents as well as e-residents to establish compa-
nies in Estonia. The corporate service providers
active in the market sell ready-made companies
to non-residents and e-residents and often
continue to provide them with at least mailbox or
contact person services, creating and maintaining
a seemingly real link with Estonia for the compa-
nies controlled by non-residents.
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The message of the risks of money laundering
and terrorist financing associated with virtual
currencies has been communicated to market
participants, and the number of companies with
valid virtual asset service authorisations in the
Estonian market has considerably decreased.
However, in the supervision, the FIU identified
that several local corporate service providers
still provide the service of the preparation of
authorisations for virtual asset service provision.
This means that companies with an unknown
background that have no knowledge of the
requirements in Estonia and are not available for

the supervision activities of the FIU are helped to
enter the market.

The results of the survey carried out among cor-

porate service providers in the framework of the

National Risk Assessment revealed the following:

« nearly 3/4 of the respondents were unable to
name the typologies of the risks related to the
prevention of money laundering and terrorist
financing in their field, which means that
service providers are not familiar with and are
unable to efficiently assess and identify the risks
in the sector;

« the sector is characterised by service providers
with a rather high risk appetite.

Therefore, companies should make sure that the

risks of money laundering and terrorist financing

associated with their activities are recognised,

assessed and mitigated.

According to the FIU, raising awareness among
market participants is essential. At the end of
2021, corporate service providers were organised
a training to raise awareness of the potential risks
of money laundering and terrorist financing

and to provide feedback on the shortcomings
identified during the supervision in the activities
of obligated entities. There were 127 real-time
participants in the online training.
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Gambling sector

he number of market participants in the
gambling sector has been stable. As of the
end of 2021, 26 authorisations had been granted.

In 2021, gambling operators filed 143 Suspicious
Transaction Reports to the FIU, and 118 the year
before. 75% of these were related to casinos and
60% were Currency Transaction Reports.

According to the National Risk Assessment, the
risk of money laundering and terrorist financing
is low for the gambling sector. The main issue is
the low risk awareness of some market partici-
pants. Due to this, the FIU started the supervi-
sion proceedings for four companies holding an
authorisation in the gambling sector. Given the
low risk of the sector, remote inspections were
carried out with regard to the application of
due diligence measures only. These supervision
proceedings have not yet reached their final stage.

The main shortcomings the year earlier, based
on the 2020 supervisions, were similar to those
of other sectors: non-compliance of the rules of
procedure with the statutory requirements and
the activities of the company. Remote gambling
operators may be at a higher risk, but no sig-
nificant shortcomings have been identified in
practice.

The survey carried out among gambling operators
in the framework of the National Risk Assess-
ment revealed the following:

« the sector’s awareness of money laundering is
rather high - companies or corporations had
guidelines in place to prevent money launde-
ring, and had established procedures for the
prevention of money laundering

» according to the respondents, the companies
have developed methodologies and/or guide-
lines for reporting suspicious or unusual tran-
sactions concerning money laundering. Slightly
less than half of the respondents have stated
that the guidelines have been of use in filing
reports to the FIU
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o due diligence measures may vary, in particular,
in the application of additional due diligence
measures, for which the law has provided
obliged entities with a relatively high degree of
freedom

« market participants are using various methods
to identify the origin and purpose of funds in
cases involving a higher risk. In most cases,
according to the respondents themselves, they
request additional information from the custo-
mer; only a few respondents mentioned the use
of information from public or paid databases
and the request of information from third
parties

Theoretically, it is possible to launder money in
casinos and in remote gambling using various
schemes. The most common schemes are rigged
games, including deliberately losing, and buying
wins, chips and tickets, to show the criminal
proceeds as legitimate. Casinos can be used for
money laundering if the money is exchanged for
tickets and then later exchanged back for cash
without making a bet or by only betting small
amounts. In practice, in supervising transactions
and services, market participants have discovered
a number of such attempts. As a counter-measure,
internal fully and semi-automatic control mecha-
nisms are implemented and the staff is trained to
recognise such schemes.

At the end of 2021, the FIU carried out a training
for market participants of the gambling sector.
The participants were informed of the impor-
tance of the risk assessment as well as the due
diligence measures arising from the law. There
were 41 real-time participants in the online
training session.
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Traders

According to the Trading Act, a trader is a
person or body which, within the framework
of the economic or professional activities thereof,
offers and sells goods or offers and provides
services. The Money Laundering and Terrorist
Financing Prevention Act applies to traders
where a cash payment of at least 10,000 euros or
an equivalent sum in another currency is made to
or by the trader, regardless of whether the finan-
cial obligation is performed in the transaction as
a single payment or as several related payments
over a period of up to one year. The yearbook
includes dealers of works of art (§ 2 (1) 15) of the
Money Laundering and Terrorist Financing Pre-
vention Act) as traders. As a rule, trading is not
subject to authorisation proceedings, with a few
exceptions, such as the sale of alcohol. Nor does
trading require a particular type of legal person.
Therefore, traders do not constitute a delimited
group of persons like credit institutions or sworn
auditors. Becoming an obliged entity depends

on the activity as well as payment methods and
amounts.

For the FIU, the greatest challenge is to deter-
mine the number of obliged entities because
there is no automatic mechanism to detect large-
scale cash payments. In identifying obligated
entities, the FIU can currently rely on the reports
filed by market participants themselves.

Under the Money Laundering and Terrorist
Financing Prevention Act, traders are not
required to have an authorisation, but it may be
required by a specific law. So, an authorisation
must be applied for by the persons engaged in
the buying-in or wholesale of precious metal and
precious stones. In 2021, the FIU granted one
authorisation, refused to grant an authorisation to
one company, and revoked seven authorisations.
In total, eight applications for authorisation were
submitted, three of which were applications for a
new authorisation and five for making changes.
At the end of 2021, there were 102 valid authori-
sations for the buying-in or wholesale of precious

metal and
precious stones.

In 2021, the traders of

precious metals and pre-

cious stones filed 34 reports to

the FIU, and the remaining traders
filed 60 reports, 49 of which were Cur-
rency Transaction Reports. The vast major-

ity of the reports filed by traders concerned the
purchases of vehicles in cash.

L o ol

According to the national risk assessment, the
risk of money laundering and terrorist financing
is below medium for traders. The main risk is
the, at times, low risk awareness. Furthermore,
traders lack the necessary knowledge of the
requirements related to both money laundering
and terrorism, including the reporting obligation,
the obligation to perform more comprehensive
background checks on both the customer and
the third parties involved in the transactions and
to identify politically exposed persons. Traders
do not apply adequate due diligence measures,
which can result in a risk that their customers
will take advantage of the sector. However, for
most traders, the risk is not materialised because
their field of business or business volumes with
customers are not that large. In individual fields,
such as for wholesalers and car dealers, the risk
may be slightly higher.

Risk awareness is also affected by the activities of
representative organisations. The traders sector is
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diverse and there is no one single representative
organisation that involves most traders. There are
many representative organisations and their levels
of professional and ethical standards, activity and
coverage of the sub-sector vary.

In 2021, the FIU initiated four supervision
proceedings for dealers of works of art. The appli-
cation of due diligence measures was inspected
during on-site inspections. The supervision
inspections showed that the main shortcomings
among the inspected traders were the lack of
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procedural rules, failure to verify identity, the lack
of a risk assessment and the failure to retain data.
Identity must be verified even if the person is
well-known or an old acquaintance.

In 2022, the FIU plans to organise a training for
traders to raise awareness of the risks related to
money laundering and terrorist financing, and to
introduce the results of the National Risk Assess-
ment and give guidance on the implementation
of legal obligations.

Real estate agents

he real estate sector is one of the least regu-

lated sectors in terms of the prevention of
money laundering and terrorist financing. Real
estate companies and real estate agents do not
have a market entry control mechanism or rules
in place for the brokerage of transactions. To
some extent, this is compensated by the regula-
tions on real estate transactions, where purchase
and sale transactions are formalised by a notary
and laid down in the land register.

For the purposes of the Money Laundering and
Terrorist Financing Prevention Act, obliged enti-
ties are persons that mediate the purchase or sale
of an immovable whereby the usage fee agreed in
the transaction amounts to no less than 10,000 per
month. The law imposes due diligence obligations
on these companies when establishing a business
relationship with the customer, as well as during
the customer relationship, to report suspicious and
unusual transactions to the FIU.

In the commercial register, in 2020, more than
2,500 companies had real estate agencies registered
as their activity; nearly 1,800 companies had real
estate registered as their primary economic activity.
Around 160 companies operating in the sector

can be found online. The Association of Estonian
Real Estate Firms as an umbrella organisation

with approximately 60 members provides some
assistance to them. Individual brokers are trained
and issued professional certificates by the Esto-
nian Chamber of Real Estate Agents, which also
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involves a small part of the market participants.

Throughout the years, real estate brokers have filed
only a few reports to the FIU. In 2021, there were
six such reports.

According to the National Risk Assessment, the
risk of money laundering and terrorist financing

is medium for real estate agents. The main risk

in terms of both money laundering and terrorist
financing is the low awareness of the market partic-
ipants and the unorganised market which makes it
difficult to supervise and train the market partici-
pants. Even though the real estate agents consider
themselves to be well aware of the obligation
imposed on them by law, in practice, the applica-
tion of due diligence measures is rather haphazard,
the attitude toward performing the obligations
laid down by law is rather reluctant and the ability
to identify risk signs needs to be improved. Real
estate agents blame legislators for being burdened
with a duty they cannot fulfil and are rather hesi-
tant to believe that money laundering is a serious
risk in the Estonian real estate sector.

In 2021, the FIU initiated two supervisory pro-
ceedings for companies whose principal activity
was real estate brokerage. In the remote inspec-
tions, the application of due diligence measures
was verified. The main issues that were identified
are shortcomings in the risk assessments and
rules of procedure and in the application of due
diligence measures: errors in the verification of
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identity, failure to verify the identity of the bene-
ficial owner, shortcomings in the identification of
politically exposed person, failure to record data,

and shortcomings in data retention.

At the end of 2021, the FIU organised a training
session for persons operating in the real estate

Pawnshops

]:n Estonia, the service of pawnshops is cha-
racterised by the fact that there is not much
buying-in of goods and that the service is mainly
built on issuing small short-term loans against
possessory pledge, where the loan amounts often
remain below 200 euros.

As of the end of 2021, 113 pawnshop service pro-
viders had a valid authorisation. During the year,
the FIU granted two authorisations; a total of six
applications for authorisation were submitted,
two of which were new and four were applications
to change the authorisation.

According to the National Risk Assessment, the
risk of money laundering and terrorist financing
is below medium for pawnshops.

In 2021, the FIU initiated the supervision of five
pawnshops. Three of the supervision proceedings
were on-site inspections. One of the monitoring

Non-profit sector

As of the end of 2021 there were more than
23,300 non-profit organisations and 818
foundations in Estonia.

For the purposes of the law (MLTFPA § 2 (3)),
non-governmental organisations (NGOs) are
obliged entities where a cash payment of at least
10,000 euros or an equivalent sum in another
currency is made to or by them, regardless of
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sector. The training session introduced the results
of the National Risk Assessment and the obli-
gations arising from the Money Laundering and
Terrorist Financing Prevention Act. The main
shortcomings identified during the supervisions
were also pointed out. There were 170 real-time
participants in the online training session.

proceedings was a full inspection (compliance
with all requirements arising from the MLTFPA
was verified) and in the rest, the application

of due diligence measures in the company was
verified. In one supervision, the company volun-
tarily gave up its authorisation and in another, the
FIU revoked the authorisation of a pawnbroker
because the company repeatedly failed to comply
with the precepts issued by the FIU.

During the supervision inspections, most of

the shortcomings identified were in the rules of
procedure and in the risk assessment. The rules
of procedure were not up-to-date and did not
correspond to the specifics of the company’s
business activity. The same was found for the
risk assessment: there were cases where there was
no risk assessment and also those where the risk
assessment did not correspond to the specifics of
the company’s business activity.

whether the financial obligation is performed in
the transaction as a single payment or as several
related payments over a period of up to one year.
The amendment to the Act, which entered into
force on 15 March 2022, defines NGOs as obliged
entities even if they are related to a high-risk
country or jurisdiction.

In the non-profit sector, according to the national
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risk assessment, the risk of money laundering

is medium and the risk of terrorist financing is
above medium. In the sub-sectors of religious
associations and charities, the main risks are the
lack by the state of the overview of the sector, the
low risk awareness among market participants,
insufficient inspection of customers and trading
partners and insufficient consultation of sanc-
tions lists by market participants. Also, the fact
that the determination of the circle of the persons
based on threshold transactions does not corre-
spond to the risks associated with non-govern-
mental organisations. The need to raise awareness

Professionals

he term ‘professionals’ is used as a generic

term for lawyers, notaries, bailiffs, trustees in
bankruptcy, providers of accounting services and
other legal services. Notaries are supervised by
the Chamber of Notaries; lawyers are supervised
by the Estonian Bar Association and the rest of
the professionals are supervised by the FIU.

According to the National Risk Assessment,

the risk of both money laundering and terrorist
financing is below medium for professionals. The
main issue is the low risk awareness, at times, of
some market participants.

In 2021, professionals filed 282 reports to the
FIU. Similarly to previous years, the most active
reporting entities were notaries, who filed 172
reports, which were mostly related to real estate
transactions, including in cash.

In 2021, the FIU started supervision proceedings
of nine trustees in bankruptcy, of which two
were on-site inspections and seven were remote
inspections. All supervisory proceedings focused
on the performance of the reporting obligation
of the trustees in bankruptcy. Shortcomings were
identified in the rules of procedure, including
with regard to the purpose of the supervision
proceedings, i.e. the reporting obligation. For
example, the contact details for reporting were
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of the NGOs about terrorist financing was also
concluded in the survey “Overview of the non-
profit sector at a higher risk of terrorist financing”

published by the FIU in 2022*". We will write
about these results in the next yearbook.

At the training session organised by the Ministry
of the Interior for religious associations at the end
of 2021, the FIU introduced the risks of terrorist
financing. There were 32 participants in the
training session.

outdated or the correct website was not referred
to for the reporting.

In 2021, the FIU organised a training session for
the Bar Association on the risks in the sector and
the legal obligations, and in early 2022, held a
training for bailiffs, trustees in bankruptcy and
notaries. A total of over 300 people participated
in the three training sessions.
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Foreign financial intelligence units that cooperated the

most with the FIU
French FIU B Incoming inquiries
Slovenian FIU m Outgoing inquiries
. B Incoming spontaneous
Luxembourgian FIU nm information disclosures

wossin . IEEH O sponersous
Polish FIU 1
riovien 0. R

Lithuanian FIU 19

0 20 40 60 80 100 120 140 160

Predicate offences
evident from
incoming foreign
communication

Suspicion of
terrorist financing 1%

Corruption 2%

lllegal
economic activity 2%

Other
criminal
offence

Cyber fraud 3%
Y ° 7%

Embezzlement 3%

Tax offence 8%

Drug offence 4%
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Breakdown of files in
money laundering stages

Transfers and restrictions
on disposal

22431

reports

Integration 3%

Layering 91%

287

materials sent to
investigative bodies

18 reports of criminal
offence

174 materials to be added
to a criminal matter

95 sent for information

Placement 6%

32

restrictions on disposal

15 for 30 days (2.22
million euros)

12 for 60 days (2.23
million euros)

5 for 1 year (20,000 euros)
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Imposition of financial sanctions
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EETIE SUBJECT OF s;}:rgggxs, CONNECTED MET,:?(léEEs EXCEPTION oDFATTl-EE AM%:T IN
MEASURE

Eléllglr%.5765/2006 Alexandr Lukashenko na?/tari?aalﬂ: 02.03.2021 1363
Eﬁr':i(r)\-e%g/zm 4 Dmitry Konstantinovich Kiselyov frozen 27.04.2021 441,58
Ellirl;licr)].8269l201 4 Dmitry Konstantinovich Kiselyov frozen 06.05.2021 111,36
Elélglrcl)l.8765/2006 gislng;I;zil\:ganagement Company of Holding na?/tariTl]aat:jIZ 05.07.2021 | 1029789
ELeJI;\erl)J.S765/2006 -Iflitlidl\illli;shln(al-:‘tlatg::::liltecljant-Belautomaz released exception | 06.07.2021 | 47 617,34
Eléllglrcl)J.SYGS/ 2006 :liclzdl\llll:gshln( aA;‘uat;m:Iilteclzlant-Belautomaz nac:/tari?aabdlz 06.07.2021 10 290,93
EuNo. 692/2014 1 crimea not made 30.07.2021 2,00
Eglglrz.SYGE/ZOOG Mikhail Safarbekovich Gutseriev na?/tarirllaagilg 02.08.2021 94,50
Eléllglrtl)j.s765/2006 Andrei Yurevich Pauliuchenka r;?/taﬂ‘aagg 01.09.2021 1575
ELkJrl;licr)].e269/201 4 Dmitry Konstantinovich Kiselyov frozen 30.08.20211 245
Egl 2‘%;65/2006 Aleksandr Grigorievich Lukashenko na?/tarirllaal;jlg 21.09.2021 1575,00
5%’:;:{6269/201 4 Dmitry Konstantinovich Kiselyov frozen 22.09.2021 245,00
Fno- 833/2014 | Gazprom Neft ot mace 29.10.2021 609,73
5%’;?@833/201 4 Gazprom Neft frozen 29.10.2021 36
El:lg\lrcl)].8765/2006 'F\!A?E:II(JIican Subsidiary Unitary Enterprise Hotel na?/tari?aalﬂ: 06.12.2021 2359,08
Elé'lg\lr%.s765/2006 Minskii Avtomobilnyi Zavod (MAZ) na?/tariTI]aabc:Z 17.12.2021 400,00
ol 22% | Belarus not made 30.12.2021 500
73141,33
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