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DEAR READER!

Starting from the beginning of 2013 I am the new head of
the Financial Intelligence Unit (the FIU). Having partici-
pated in the creation of the FIU, I am pleased, after 11 years
of employment in private sector, to be back in the police
system and in the FIU. The previous Head of the FIU Raul
Vahtra took a new position in the Police and Border Guard
Board. In eight years Raul has performed as the head of the
FIU good work together with his team and the position of
Estonia in the global system of prevention of money laun-
dering is very strong. With its fast and flexible actions and
often with innovative solutions the Estonian FIU has often
been an example for the others. I intend to continue the
same direction and help to keep the Estonian capacity for
prevention of money laundering on the same high level.

In 2012 advanced attention of the FIU was focused on
transactions of payment intermediaries and their clients.
The origin of the assets serving as basis for transactions
of clients of quite a few payment intermediaries has been
indistinct and the transaction structure has been sophis-
ticated. In particular, it is hard to establish the origin,
whether it is legal or illegal, of the asssets serving as ba-
sis for such transactions due to the aspect, that quite fre-
quently financial institutions of several countries are being
used and the scheme starts from such countries where it is
more complicated to obtain and check additional informa-
tion. Despite of the sophisticated nature of such schemes
it is nice to recognize that the Asset Recovery Bureau of
Central Criminal Police of the Police and Border Guard
Board together with the State Prosecutors Office has sent
one major and very complicated case to court, where the
hearings should take place in 2013. Focusing on activities
of payment intermediaries and their clients has obviously
been also one of the reasons why in 2012 the declaration of
cash on the Estonian-Russian border with the direction to
Russia decreased in magnitude by five times.

One example of successful international cooperation in
2012 is the completion of the Moneyval typology project
directed by the Estonian FIU, which will be published in
2013. The analysis was focused on suspension of trans-
actions and monitoring of accounts in member states of
Moneyval.

Looking into the year 2013 we can see that the major
focus is continually similar to the previous years: check-
ing of money laundering related to tax frauds and e-crime,
the background of East-directional funds with suspicious
origin, and the origin of assets serving as basis for transac-
tions of payment institutions and their clients. A consid-
erable new activity is testing in practice the possibility to
transfer assets without an owner to the state budget. In this
sphere there is no current court practice yet and the first
applications shall be submitted to the administrative court
in 2013. Henceforth the FIU shall pay more and more at-
tention to the checking of the implementation of the Inter-
national Sanctions Act.

In 2013 the capability of Estonia to prevent money laun-
dering shall be evaluated by Moneyval. This is the so called
fourth round evaluation, in which Estonia is one of the first
countries being evaluated on the basis of new methodol-
ogy and which is mainly focused on efficiency. In previous
evaluations of Moneyval Estonia has achieved very good
results and hopefully this evaluation shall also bring posi-
tive results. In the coming year the conducting of the risk
assessment project of the state of Estonia in the field of
money laundering shall take place, this project will be con-
ducted on the basis of recent methods of the World Bank.

Aivar Paul,
Head of Financial Intelligence Unit
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1. ESSENTIAL AMENDMENTS
OF LAW IN 2012

11. AMENDMENTS IN MONEY LAUNDERING AND TERRORIST

FINANCING PREVENTION ACT

In 2012 several considerable amendments in Money Laun-
dering and Terrorist Financing Prevention Act (hereinafter
»the Act“) entered into force.

To the list of obligated persons under this Act, i.e. these
enterprisers, who must comply in their activities, among
others, with the Money Laundering and Terrorist Financ-
ing Prevention Act, were added persons engaged in the
buying-in or wholesale of precious metals and precious
metal articles! or precious stones and non-profit asso-
ciations and foundations, if a cash payment of more than
15,000 euros or an equal amount in another currency is
made to them (regardless of whether the financial obli-
gation is performed in the transaction in a lump sum or
in several related payments). The persons engaged in the
buying-in or wholesale of precious metals, precious metal
articles or precious stones are obligated to register them-
selves in the register of economic activities prior com-
mencement of their activities in this sphere.

The notification obligation in the case of suspicion of
money laundering and terrorist financing was expanded.
Starting from 18.05.12 the FIU shall be notified also in the
case if there appears a suspicion of an attempt of money
laundering or terrorist financing. The time period in which
the FIU must be notified was also specified. If, upon perfor-

mance of economic or professional activities or professional
operations or provisjon of professional services, an obli-
gated person identifies an activity or circumstances which
might be an indication of money laundering or terrorist fi-
nancing or an attempt thereof or in the event of which an
obligated person has reason to suspect or knows that it is
money laundering or terrorist financing, the obligated per-
son shall immediately, but not later than within two work-
ing days from identifying the act or circumstances or from
the rise of the suspicion, notify the Financial Intelligence
Unit thereof. The same, requirement of two working days,
is also applicable to the sum-based notification obliga-
tion: an obligated person, except a credit institution, shall
immediately, but not later than within two working days
of executing the transaction, notify the Financial Intelli-
gence Unit of any transaction where the financial obliga-
tion exceeding 32,000 euros or an equal amount in another
currency is performed in cash, regardless of whether the
transaction is made in a single payment or several related
payments. A credit institution shall immediately, but not
later than within two working days of executing the trans-
action, notify the Financial Intelligence Unit of any cur-
rency exchange transaction exceeding 32,000 euros in cash,
unless the credit institution has a business relationship with

" An exception is persons, who are using precious metals and precious metal articles for production, scientific or medical purposes,

these persons are not subjected to this obligation.




the person participating in the transaction.

The Act specifies the definition of trust and company
service provider. Previously the trust and company service
provider was defined as a natural or legal person whose
primary economic or professional activity lies in providing
a third party with no less than one of the services? named
in section 7 of the Act, then, according to the amendment
which entered into force on 18.05.2012, a provider of trust
and company services is a natural or legal person who in
their economic or professional activities provides a third
party with no less than one of the services named in sec-
tion 7 of the Act. Further, the Act specifies the definition of
business relationship and defines the concept of precious
stones (for the purposes of the Act 'precious stones’ means
national and artificial precious stones and semi-precious
stones, their powder and dust, and natural and cultivated
pearls. For the purposes of the Act the terms 'precious metal’
and 'precious metal articles’ are used within the meaning set
out in the Precious Metal Articles Act).

In section 15 of the Act are provided the cases in which
credit institutions or financial institutions are permitted
to deviate from the obligation, upon opening an account
or upon the first use of another service by a person with
whom a credit institution or a financial institution has no

2 The services listed in section 7 of the Act are the following:

1) foundation of a company or another legal person;

2) acting as a director or management board member in a company,
as a partner in a general partnership or in such a position in another
legal person, as well as arrangement of assumption of this position
by another person;

3) enabling use of the address of the seat or place of business, including
granting the right to use the address as part of one’s contact informa-
tion or for receiving mail as well as providing companies or other
legal persons, civil law partnerships or other similar contractual legal
arrangements with services relating to the aforementioned;

4) acting as a representative of a civil law partnership or another
such contractual legal arrangement or appointing another person
to the position;

5) acting as a representative of a shareholder of a public limited
company or arrangement of representation of a shareholder by
another person, except in the event of companies whose securities
have been listed in a regulated securities market and with respect
to whom disclosure requirements complying with European
Community legislation or equal international standards are applied.

business relationship, to identify the person participating

in the transaction or using the service while being present

at the same place as the person or the person’s representa-
tive. The specifications are the following:

1) the person who wishes to establish a business relation-
ship with a credit institution or a financial institution
is a credit institution, insurer, management company,
an investment fund established as a legal person or
an investment firm who has been granted an activity
licence or another equal licence for the provision of a
financial service in a contracting state of the European
Economic Area or a third country, which is subject to
requirements equal to those provided for in this Act and
the adherence thereto is subject to state supervision;

2) a credit institution or a financial institution establishes a

correspondence relationship established in section 22

of this Act, or

a person who wishes to establish a business relation-

ship with a credit institution or a financial institution

has been identified and verified by a credit institution
or a financial institution specified in clause 1), and
upon identifying the person, the credit institution or
financial institution relies on written information and
documents which it has received from a credit institu-

tion or financial institution specified in clause 1).

Similarly, starting from 18.05.2012 a credit institution or

a financial institution that is supervised by the Financial

Supervision Authority may, upon opening an account or

if another service is used for the first time by a natural per-

son with whom the credit institution or the financial insti-
tution does not have a business relationship, identify the
person participating in the transaction or using the service
without being present in the same place on the basis of

a document issued by the Republic of Estonia for digital

identification if:

1) the payment transaction relating to the transaction
or provision of the service comprises the transfer of
money within Estonia and the total amount per cal-
endar month does not exceed 2000 euros until the
application of the due diligence measures specified in
clauses 13 (1) 1)-4) of this Act pursuant to the procedure
provided for in subsection 15 (1) of this Act, and

2) until the application of the due diligence measures spec-
ified in clauses 13 (1) 1)-4) of this Act, the credit institu-
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tion or the financial institution shall not provide third

parties with authorisation or authentication services

with regard to the person pursuant to the procedure

provided for in subsection 15 (1) of this Act.
The requirements set for compliance officer (i.e. for a
person who is a compliance officer for the FIU) were also
amended: only a person who has the education, profes-
sional suitability, abilities, personal characteristics and
experience required for performance of the duties of a
compliance officer and impeccable reputation may be ap-
pointed as a compliance officer. Before the appointment of
a compliance officer and during performance of the com-
pliance officer’s duties, the Financial Intelligence Unit has
the right to receive information from the compliance of-
ficer, their employer and state databases for the purpose
of verifying the compliance officer’s background and suit-
ability.

Several provisions regulating the operation of the Fi-
nancial Intelligence Unit were also specified. The position
of the head of the Financial Intelligence Unit was changed
into a fixed-term position, the head of the Financial Intel-
ligence Unit shall be appointed for the term of five years.
The supervision over the legality of the activities of the Fi-
nancial Intelligence Unit was also established, the super-
vision shall be exerciced by the Police and Border Guard
Board. Similarly, the regulation concerning suspension of
transaction and disposal of property was modified. In the
event of suspicion of money laundering or terrorist financ-
ing, the Financial Intelligence Unit may issue a precept
to suspend a transaction or (formerly and) to impose re-
strictions on the disposal of an account or other property
constituting the object of the transaction, professional op-
eration or professional service or other assets or property
suspected of being associated with money laundering or
terrorist financing for up to 30 days as of the delivery of
the precept.

The cooperation principles of the FIU with other inves-
tigative bodies were also specified. When the Financial
Intelligence Unit submits materials to an investigative
body, then the latter shall immediately inform the Finan-
cial Intelligence Unit of the seizure of, refusal to seize or
release from seizure of assets or property pursuant to the
procedure provided for in the Code of Criminal Procedure.
If assets are or property is seized pursuant to the proce-
dure provided for in the Code of Criminal Procedure, the
Financial Intelligence Unit shall be required to immedi-
ately terminate any restrictions of disposal of the assets
or property after a court ruling regarding the seizure of
the assets or property has entered into force.

If the owner of assets or property has not been identified,
the Financial Intelligence Unit may request that the admin-
istrative court give permission to restrict the disposal of the
assets or property until the owner of the assets or property
has been identified, including also in the event of termina-
tion of the criminal procedure, but not for more than one
year (formerly the term was not prescribed by the Act). The
possessor of the assets or property against whom the restric-
tion of disposal of the assets or property is being decided
has the right to give an explanation to the administrative
court within the prescribed term. If the owner of assets or
property has not been identified within one year after the
establishment of restrictions on the disposal of the assets or
property, the Financial Intelligence Unit or the Prosecutor’s
Office may apply to the administrative court for permission
to transfer the assets or property to state ownership. The
administrative court shall decide the granting of the per-
mission in a court hearing. The assets or property shall be
sold pursuant to the procedure provided for in the Code of
Enforcement Procedure and the amount received from the
sale shall be transferred to state revenue. The owner of the
property has the right to claim an amount corresponding
to the value of the assets or property within three years as of
the date of transfer of the assets or property to state revenue.




2. OVERVIEW OF THE WORK RESULTS OF
THE FINANCIAL INTELLIGENCE UNIT IN 2012

2.1. OVERVIEW OF THE REPORTS RECEIVED BY THE FIU
AND THEIR ANALYSIS

The number of reports received by the FIU has remarkably ) )
increased within the last decade. In 2012 the FIU received In 2012 the FIU received in

in total 12 157 reports, in comparison with the year 2011 total 12 157 PB,DOf’tS
the number of reports decreased by 10% (see Chart 1). i

CHART 1. The number of reports received by the FIU in the period of 1999-2012.
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CHART 2. The number of reports received by the
FIU in the years 2010.-2012.

CHART 3. Division of suspicious transaction reports
by reason of suspicion in 2010.-2012

SR Total 13655 Total 13536 7000
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m suspicion-based = sum-based*

* Comment: the sum-based reports include in the year 2011 also
6 reports, the type of which was marked ,suspicion unspecified".

Thereat the number of suspicion-based reports in-
creased by approximately 600 reports, but the number of
sum-based reports decreased more than by 2100 reports
(see Chart 2). The main reason for the decrease of sum-
based reports is the termination of activities of some pay-
ment service providers.

From amongst the suspicion-based reports two thirds
were transactions with suspicion of money laundering,
slightly over a fourth were transactions with suspicion of ter-
rorist financing and in tenth of reports the reason of suspi-
cion was not specified (see Chart 3). In comparison with the

m suspicion unspecified = suspicion of financing of terrorism
suspicion of financing of terrorism

years 2010 and 2011 the number of transactions with suspi-
cion of terrorist financing and their share in the total num-
ber of suspicion-based reports sent to the FIU increased in
2012. In order to avoid possible misinterpretation, we would
like to point out that the big number of reports with suspi-
cion of terrorist financing does not refer to high suspicion of
terrorist financing in the state. The reason for big number
of reports with suspicion of terrorist financing is the aspect,
that the FIU is being notified about money remittances to
countries with increased suspicion of terrorist financing
and about transactions which are connected with countries
with increased suspicion of terrorist financing.

TABLE 1. Division of reports received by the FIU by groups of reporting persons

2010 2011 2012
Number of  Share of reporters (%) Numberof  Share of reporters Number of  Share of reporters (%)
reports reports (%) reports
Fnancial institutions 10120 741 9960 73,6 8504 70
Credit institutions 2681 19,6 2442 18 2216 18,2
Other private undertakings 355 2,6 571 42 785 6,5
Professionals 180 1,3 147 1,1 165 14
State authorities 130 1 194 14 252 2.1
Foreign authorities 181 1,3 214 1,6 221 1,8
Other 8 0,1 8 0,1 14 0,1
TOTAL 13655 100 13536 100 12157 100




TABLE 2. Division of reports received in 2012 based on the ground and sender.

suspicion suspicion suspicion sum-based TOTAL
unspecified of money of terrorist
laundering financing
Other 13 0 0 1 14
Credit institutions 4 2185 7 20 2216
Financial institutions 17 2274 1722 4491 8504
settlement or cash remittance service providers 1 318 0 0 319
investment firms 1 0 0 0 1
insurance service providers 1 1 0 0 2
providers of emission and sale service of securities 4 2 0 0 6
leasing service providers 0 3 0 0 8
payment service providers 8 1397 1313 575 3293
currency exchange service providers 2 553 409 3916 4880
Other private undertakings 14 26 1 744 785
traders 3 17 0 170 190
organizers of gambling 1 9 1 571 582
Other 10 0 0 3 13
Professionals 15 37 2 11 165
attorneys 5 0 0 4 9
auditors 0 0 0 17 17
bailiffs 0 1 0 1 2
other legal counselors 0 1 0 0 1
notaries public 4 35 2 86 127
trustees in bankruptcy 5 0 0 0 5
providers of accounting services 1 0 0 3 4
State authorities 227 1" 0 14 252
Financial Supervision Authority, Bank of Estonia 14 0 0 2 16
Tax and Customs Board 25 6 0 10 41
prosecutor’s offices 2 0 0 0 2
police authorities 184 5 0 1 190
other 2 0 0 1 3
Foreign authorities 220 1 0 0 221
TOTAL 510 4534 1732 5381 12157

Similarly to previous years the biggest share of reports
were sent to the FIU by financing and credit institutions
(see Table 1). In the comparison with the previous year the
number of reports received from financial institutions de-
creased significantly (more than by 1400 reports).

Reports on suspicion of money laundering are sent
predominantly by credit institutions and payment service
providers, reports on suspicion of terrorist financing are
sent mostly by payment service providers and currency ex-

10

change service providers (see Table 2). Sum-based reports
are predominantly sent by currency exchange service and
payment service providers, the share of other undertakings
is considerably more reserved. In comparison with the year
2011 the number of reports received from payment inter-
mediary service providers and currency exchange service
providers diminished the most (diminishing correspond-
ingly by 958 and 566 reports). Organizers of gambling sent
in 2012 to the FIU 221 reports more than in 2011.




CHART 4. Main reasons for reporting in the case of suspicion of money laundering in 2012.
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* Explanation:

6.8. the person makes transfers to other persons in different countries
which does not conform to the client's usual activities;

11.6. with respect to the person there exists former suspicion of
money laundering;

1.1.  suspicion of a fictitious person in case of a natural person;

1.1.2. the person uses assistance in filling out documents or cannot
fill them in;

2.1 the person cannot explain the need for the service for the use
of which the person called upon the credit or financial institution;

3.1.10.one major cash withdrawal or regular cash withdrawals also in
smaller amounts from ATM;

1.2.  suspicion of a legal person being a fictitious person;

3.2.2. single unusually large cross-border payment not conforming
to normal turnover and/or not sufficiently justified;

3.2.8. single large or unusually frequent payments also in smaller
amounts between the same participants, whereas other
transactions indicating normal economic activities do not take
place on the account;

3.2.1. single unusually large domestic payment not conforming to
normal turnover and/or not sufficiently justified;

3.2 unusual transaction on the account.

Similarly to previous years, in the case of reports with
suspicion of money laundering the dominant reason for
reporting clearly is making of transmissions to other states,
whereas the transactions do not conform to the usual ac-
tivities. In comparison with the year 2011 the number of
reports sent to the FIU for this reason increased by nearly
300 reports, which is a significant indicator in the context
of decrease of the total number of reports. Similarly, in
comparison with the year 2011 the number of the reports

198 187 172
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CHART 5. Main reasons for reporting in the case of
suspicion of terrorist financing in 2012
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* Explanation:

2.6. cash transfers to a person related to a risk country without
opening an account;

2.5. cash transfers to ,risk country” without opening an account;

4.5 law enforcement authorities have previously reported about
suspicious transactions of a person;

3. theindividual is a citizen of a “risk country”;

1. the person has been entered into the list of financial sanctions
of the European Union or the UN;

2. execution of cash transaction.

grounded by the aspect that with respect to a person there
existed former suspicion of fictitious person increased by
approximately 140 reports (see Chart 4).




CHART 6. Restrictions established by the FIU on disposal of bank accounts in 2009.-2012.
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Similarly to the year 2011, in 2012 in the case of reports
with suspicion of terrorist financing the dominant reason
for reporting clearly is the transmissions to persons related
to risk countries without opening an account (the number
of reports with suspicion of terrorist financing sent to the
FIU on this ground increased by 172 reports in comparison
with the year 2011) and cash remittances to risk countries
without opening an account (increase in comparison with
the year 2011 by 96 reports, see Chart 5).

RESTRICTIONS ON DISPOSAL OF ASSETS

According to the law, the FIU has the right to suspend a
transaction or restrict the use of assets in the case of sus-
picion of money laundering or terrorist financing. In 2012
the FIU restricted disposals for 30 days in 91 times and
for 60 days in 57 times, the total volume of the amounts
subject to the restriction on disposal was EUR 48,1 million
(from this sum approximately EUR 7 million was the total
volume of such restrictions on disposal, which had been
imposed in 2011; see Chart 6). As of the end of 2012 the
effective restrictions imposed by the FIU on disposal of as-
sets amounted to EUR 1,6 million.

until identification of
the beneficial owner
of the assets
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m 2010

until making a
decision concern-
ing the assets in a
criminal procedure

TOTAL (EUR mill.)

In 2012 the FIU restricted by

its precept the disposal of assets
on bank account or assets being
an object of transaction, profes-
sional act or professional service
for the term of 30 days all in all
91 times in total in the value of
nearly EUR 40,8 million.

The FIU used the opportunities granted by law to re-
strict the disposal of assets until identification of the bene-
ficial owner of the assets 9 times in total amounting to EUR
1,4 million and until making a decision concerning the as-
sets in a criminal procedure 12 times in total amounting to
EUR 9,4 million.




2.2 OVERVIEW OF THE MATERIALS FORWARDED BY THE FIU

In the case when the FIU finds as a result of analysis, that
there may be a case of money laundering or terrorist fi-
nancing, then the FIU will forward the materials to other
law enforcement bodies: investigating police authorities
and prosecutor’s office. In recent years the number of ma-

CHART 7. Number of materials sent by the FIU to investi-
gative bodies (marked on the Chart by blue line) and number
of money laundering proceedings commenced (marked on
the Chart by columns) in the time period of 2006-2012. 788
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materials proceedings commenced

TABLE 3. Materials sent to investigative bodies in 2010-2012.

In 2012 the FIU forwarded to
other law enforcement bodies
/88 materials.

terials forwarded by the FIU to other law enforcement bod-
ies has increased remarkably (see Chart 7). In 2012 the FIU
forwarded to other law enforcement bodies 788 materials,
which is 70% more than in 2011.

The source for the growth of the amount of forwarded
materials was the significant increase in the number of
responded and sent inquiries and materials sent for infor-
mation (more than 120%), the number of materials sent to
make a decision as regards commencing criminal proceed-
ings decreased more than by 40% and ning the number of
materials sent to be annexed to an ongoing criminal mat-
ter decreased nearly by 20% (see Table 3). Information in-
cluded in responses to six inquiries forwarded by the FIU
was enclosed to the ongoing criminal matter. Materials for-
warded to investigative bodies contained information with
regard to more than 2100 persons, in the forwarded materi-
als was used information given in more than 2000 reports
received and the sums reached nearly EUR 281 million. The
reason for the decrease in money laundering proceedings
commenced can be considered to be the decrease in the

2010 2011 2012
Total number of materials forwarded for investigation 376 459 788
to make a decision as regards commencing criminal proceedings 55 83 47
... criminal proceedings commenced as of 31 December 47 77 4
... incl. money laundering proceedings commenced 34 54 24
to be annexed to an ongoing criminal matter 78 62 50
... incl. new criminal proceedings commenced 3 1 1
responses to inquiries, sent inquiries, for information 243 314 691
... the number of reports related to forwarded materials 118 1712 2087
... the amounts related to forwarded materials (EUR mill.) 4494 2554 280,9
... the number of persons related to forwarded materials 127 1429 2109

13




CHART 8. Total number of money laundering crimes
registered in Estonia and number of money laundering
proceedings commenced on the basis of materials
forwarded by the FIU in the years 2006-2012.
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B Registered money == \oney laundering proceedings
laundering crimes commenced on the basis of
the materials of the FIU
Comment: the number of registered money laundering crimes originates from
the Ministry of Justice.

number of e-crimes (for example, phishing). This has been
facilitated by close and efficient cooperation of public and
private sectors, in the course of which the timely detection
of such crimes by the financial sector and rapid response by
law enforcement bodies has improved in years.

The share of money laundering proceedings com-
menced on the basis of the materials sent by the FIU in
the total number of money laundering proceedings com-
menced has remarkably increased in recent years (see
Chart 8). In 2012 nearly one half of the money laundering
proceedings were commenced ont he basis of the materi-
als sent by the FIU.

According to law, the FIU does not forward the reports
received to investigative bodies or disclose the reporting
person. However, statistics are kept by the FIU regarding
reports serving as the basis for the forwarded materials.
Similarly to the previous two years, the major part of the
forwarded materials were based mainly on information
received from currency exchange service providers, credit
institutions and payment service providers. In the com-
parison of two years the number of reports received from
currency exchange service providers and payment service
providers used in the forwarded materials increased sig-
nificantly (see Table 4).

14

CHART 9. Division of reports used in the materials
forwarded by their basis.

m suspicion of
money
laundering

m suspicion
of terrorist
financing

m sum-based

TABLE 4. Division of reports serving as the basis
for materials forwarded by groups of reporting persons
in the years 2010-2012.

Reporting person 2010 2011 2012
Currency exchange service providers | 603 970 1292
Credit institutions 302 367 380
Payment service providers 90 186 260
Police authorities 51 88 121
Other 28 37 56
Foreign authorities 13 21 23
Tax and Customs Board " 17 22
Notaries public 22 5 15
Organizers of gambling 1 4 12
Attorneys 2 0 1
Providers of insurance service 8 0
TOTAL 1123 1703 2182

* Comment: the total amount of the categories indicated in the table
exceeds the number of the forwarded materials, because in several
instances the information of more than one report was used in the
forwarded materials.

As shown by Chart 9, more than 40% of the forward-
ed materials were based on information arising from the
sum-based reporting obligation, which clearly refers to the
fact, that the provision of law, which was implemented in
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* Explanation:

6.8. the person makes transfers to other persons in different countries
which does not conform to the person’s usual activities;

11.6.  with respect to the person there exists former suspicion of money
laundering;

3.1.10.single major cash withdrawal or regular cash withdrawals also

in smaller amounts from ATM;

single large or unusually frequent payments also in smaller

amounts between the same participants, whereas other transac-

tions indicating normal economic activities do not take place

on the account;

suspicion of a fictitious person in case of a natural person;

single unusually large cross-border payment not conforming

to normal turnover and/or not sufficiently justified.

328

1.1,
322

2008, is important from the aspect of prevention of money
laundering. More than one third of the reports used in the
forwarded materials were sent to the FIU due to suspicion
of money laundering and one fifth due to suspicion of ter-
rorist financing.

From the indicators on suspicion of terrorist financing
dominates clearly the aspect, that previous report has been
received from law enforcement bodies about suspicious
transactions of a person and due to the reason that cash
transactions are executed. Reports have started to arrive to
the FIU on these two reasons in 2012.

Based on the 47 materials forwarded for making a deci-
sion as regards commencement of criminal proceedings,
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CHART 1. Division of materials forwarded for making
a decision as regards commencement of criminal
proceedings based on the actual decision made.

m commenced

m refusal to commence

m annexed to an
ongoing criminal
matter

as of 31.12.2012 it was decided to commence a procedure
in 41 instances, in two instances a procedure was not com-
menced and in four instances the information was an-
nexed to an ongoing criminal procedure (see Chart 11). In
addition, criminal proceedings were commenced in 2012
with regard to one more material sent by the FIU to be an-
nexed to an ongoing criminal matter.




In the years 2009-2011 the number of money laundering
procedures commenced based on the materials forwarded
by the FIU increased steeply, but in 2012 there was a decrease
(see Table 3). Criminal proceedings were commenced based
solely on elements of money laundering in 5 instances, based
solely on elements of other crime in 17 instances, and based
on elements of money laundering as well as on other crime in
19 instances (see Chart 12). In the money laundering proceed-
ings commenced on the basis of materials forwarded by the
FIU, similar to previous years, in 2012 computer frauds and
frauds were clearly dominant as predicate offences of money
laundering. The share of other crimes is considerably moder-
ate (see Chart 12).
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CHART 12.
Presumable predicate
offences of money
laundering in 2012.

m Computer fraud (15)
m Fraud (6)
Drug crime (1
m Tax fraud (1)
m Use of falsified document




2.3. NATIONAL COOPERATION AND TRAINING

According to the Act which entered into force in 2008, the
supervision over money laundering and terrorist financing
is shared by the FIU, the Financial Supervision Author-
ity, the Estonian Bar Association and the Ministry of Jus-
tice (the latter is permitted to delegate the function to the
Chamber of Notaries). The Chamber of Notaries and the
Estonian Bar Association perform supervision over their
members. The Financial Supervision Authority performs
supervision over credit and financial institutions, which
are acting on the basis of licences and operating licences
issued by the Financial Supervision Authority. Based on
the regulation provided by law the supervisory agencies
provide once a year an overview of their activities to the Fi-
nancial Supervision Authority. Based on actual necessity,
exchange of information, organization of joint seminars
and consultings are carried out between the supervisory
agencies.

The FIU actively participates in the work of a govern-
mental committee engaged in prevention of money laun-
dering, as an observer in the advisory committee of the
governmental committee and in the money laundering
working group of the Banking Association. It enables the
FIU to introduce the trends of money laundering to vari-
ous parties and discuss the issues of implementing the Act
in practice.

Avery important role is also the cooperation with police
prefectures, investigative bodies and prosecutor’s offices,
which is carried out for resolving the daily arising inci-
dents of crime. As a good example of cooperation may be
pointed out the criminal matter the centre of which was
a company providing payment services, through which
money laundering of large quantities of money originated
from Russia was carried out. The funds were transmitted to
Estonia where they were changed into cash through pay-
ment intermediary and then part of the cash funds were
moved back to Russia. The complicated criminal matter
was submitted to court by the Asset Recovery Bureau of the
Central Criminal Police. The initiative for commencement
of the criminal matter originated from the FIU. In 2012 the
declaration of cash on the border with the direction from
Estonia to Russia decreased nearly five times. One of the
reasons for such aspect is the above described case, as well
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The FIU actively participates in

the work of a governmental com-
mittee engaged in prevention of
money laundering, as an observer
in the advisory committee of the
governmental committee and in the
money laundering working group of
the Banking Association.

as, more widely, the focusing of the FIU and other law en-
forcement bodies on the activities of payment intermedi-
aries.

The FIU pays great attention to raising awareness in this
field. In 2012 the officials of the FIU carried out 19 trainings
for nearly 620 participants, 2 of these trainings took place
in foreign countries (see Table 5). Trainings were con-
ducted for employees of credit service as well as payment
service providing institutions, members of the Bar Asso-
ciation, auditors, prosecutors, judges, also for colleagues
in the Police and Border Guard Board. The main theme of
trainings was prevention of money laundering.

TABLE 5. Training seminars carried out by the FIU in
2009-2012.

2010 2011 2012
seminars 26 17 19
participants ~670 ~ 680 ~ 620




2.4. INTERNATIONAL COOPERATION

International cooperation is one of the pillars of the work
of financial intelligence units, because money laundering
schemes often involve several countries and their preven-
tion requires supranational cooperation. In comparison
with the previous year the number of foreign inquiries sent
to the FIU remained on the same level and the number of
foreign inquiries sent by the FIU increased nearly by 35%
(see Chart 13).

Altogether the FIU received in 2012 foreign inquiries
from 36 states and sent inquiries into 28 foreign states. Tra-
ditionally, most of the foreign inquiries were received from
Latvia, Finland and Russia, while the most foreign inquir-
ies were sent to Latvia and Russia.

The Estonian FIU contributes to prevention of money
laundering not only on domestic level, but also in the in-
ternational scale.

The average time in the FIU for response to a foreign
inquiry is 17 days, which is one of the shortest in the world.
Foreign FIUs were granted permission to use information
sent by the Estonian FIU in foreign investigative bodies
in investigative or court proceedings in 228 cases. It is a
pleasure to recognize that foreign cooperation partners

In 2012 the FIU received 228
and sent 208 foreign inquiries.

CHART 13. The number of foreign inquiries received
and sent by the FIU in 2010-2012.
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SAMPLES OF SUCCESSFUL INTERNATIONAL COOPERATION

Cooperation with Latvia

In 2012 successful cooperation with the Latvian FIU and law
enforcement authorities lead to commencement of criminal
matter in Latvia, in which suspects in misuse of official position
for the purpose of personal gain are former employees of AS
X. For hiding their criminal activities, according to the suspi-
cion they used services of companies registered in Latvia and
in foreign states, including in Estonia, and they legalized pro-
ceeds of crime to the value of at least EUR 1,130,000. Based
on court ruling by Riga District Court an account of one foreign
company in the Republic of Estonia was attached for securing
confiscation. In October 2012 Harju County Court confiscated
on the basis of court decision made by Latvian court of first
instance the funds on the bank account of this company

in the sum of more than US$ 740,000. Prior to that the FIU
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imposed a restriction on disposal of assets, during which the
origin of the assets was established and later the seizure
of assets was secured in the criminal matter.

Cooperation with Germany and Switzerland

In May 2012 the FIU received information concerning possible
fraud in which large funds arrived in Estonia to an account of a
private person. In cooperation with the FIUs of Switzerland and
Germany was established that the sum of EUR 536,600 which
arrived to the bank account of A being a citizen of Germany,
originated from crime. A fraud related to securities served as
predicate offence. The funds being an object of the restriction
imposed by the Estonian FIU on the account were attached in
August 2012 by Harju County Court on the basis of a request
for legal assistance by Germany.




2.5. SUPERVISION

Whereas already in 2009 it was detected that the aware-
ness of the obligated subjects about the requirements of
prevention of money laundering and the compliance with
these requirements has significantly improved, then the
last three years have been more focused on the risk-based
supervision and the number of supervision inspections
has decreased. The remarkable decrease of the number of
misdemeanour proceedings refers also to the increase of
awareness and orderliness among the obligated persons.
In 2012 the FIU performed 39 on-site inspections, off-site
inspections were not performed (see Chart 14). Within the
frames of supervision activities were inspected 7 financing
institutions, 6 providers of gambling, 15 pawnbrokers, 4
traders and 7 other companies. In total 9 misdemeanour
proceedings were commenced.

CHART 14. Supervisory inspections and misdemeanour
proceedings in 2010-2012.
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In 2012 the FIU performed
39 on-site inspections and
commenced 9 misdemeanour
proceedings.




MONEY LAUNDERING TYPOLOGIES IN ESTONIA

This chapter provides first an overview of new money laundering schemes detected
by the FIU and thereafter of court judgments on money laundering,
which entered into force in 2012.

3.1. MONEY LAUNDERING SCHEMES

INFORMATIVE CASE RELATED
TO COMPUTER CRIMES

In the beginning of September 2011 the FIU received in-
formation that by computer fraud US$ 300,000 has been
stolen from one US bank, the money has moved via Fin-
land to Estonia and large part of it has already been with-
drawn in cash. In September 2011 the FIU forwarded the
rapidly collected materials to an investigative body which
commenced criminal proceedings. In January 2012 Harju
County Court passed the judgement 1-12-380/6 in the
matter 1-12-380, in which in compromise procedure per-
sons A and B were convicted for money laundering on a
large scale by a group and person C was convicted for in-
ducing these persons to commit a crime. All persons were
sentenced to two years of imprisonment, part of which was
already served in the course of preliminary investigation
and the remaining part is conditional sentence. From the
convicted persons were confiscated two cars. This case is
instructive, as in the course of proceedings the person who
committed the predicate offence (computer fraud) was not
established, but the persons who further administered the
money were convicted.

The court established that person C asked persons A and
B, who were convicted for money laundering, to assist in
making fictitious transactions with the funds arriving from
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abroad and in arranging withdrawal of the funds in cash.
Outwardly it was like assisting of a friend/acquaintance in
financial activities, but in essence it was money launder-
ing, as the legitimate origin of the funds is unknown. In this
present case the amount of funds was large and due to that
the punishment was also more severe, but in day-to-day
practice there are many such cases when similar ,requests
for help”’are made to people under different pretexts con-
cerning smaller amounts, usually between 500 and 5000
euros. In 99 cases out of 100 behind such a proposal is a
computer crime and there is a great possibility to fall into
the role as of the persons A and B described above.

CHANGED SCHEMES WITH GOLD

In recent years one of the focal points has been the
schemes connected with precious metals (above all with
gold), in which VAT fraud and related money laundering is
suspected. By the amendments of law, which entered into
force in the beginning of 2012, it was expected to set an
efficient statutory impediment for these named schemes.
For a short period it succeeded, but, based on analysis of
the reports received by the FIU in 2012, a new trend can
be pointed out, which tries to continue similar schemes,
but instead of using precious metals such base metals are
being used which are below the assay stated by law. For




example, in the case of gold the so called purity limit is as-
say 325, over this limit gold becomes precious metal. In
combination of investment gold, gold as precious metal
and material of gold below the corresponding purity array
new schemes have been invented, which are continually
under elevated attention of the FIU. In new schemes gold
allay are used where the gold content is less than 325/1000
part by weight since above this limit a inverse taxation is
used. Allaies used in the schemes include gold, silver, cop-
per, zinc and other non-ferrous metals.

New money laundering schemes are a reason why per-
sons dealing with precious metals, precious metal articles
or precious stones are under supervision of the FIU.

PAYMENT INTERMEDIARIES

In 2012 one of the focuses for the FIU were payment inter-
mediaries and their clients. One of the significant trends in
recent years has been the use of payment intermediaries in
various schemes. For example, for the so called ,melting”
of funds directed from Russia into Estonia payment inter-
mediaries are being used instead of credit institutions. The
FIU and law enforcement bodies pay elevated attention to
such schemes. Presumably in 2013 a criminal matter con-
cerning large scale money laundering by a payment inter-
mediary and its clients shall be submitted to court.

In comparison with credit institutions, it is more comp-
licated for payment intermediaries to take due diligence
measures for establishing the origin of assets, as, unlike
the banks, the payment intermediaries have several times
less information for analysis. At the same time the acticvi-
ties of such clients must be under more intense attention
of payment intermediaries, especially in such cases, whe-
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re clients use payment intermediaries for changing large
sums of transfer money into cash.

CONTINUOUS SCHEMES WITH
TAX FRAUDS AS PREDICATE OFFENCES

In 2012 the FIU forwarded materials to a law enforcement
body to make a decision as regards commencing crimi-
nal proceedings, whereas there was reasonable suspicion
that one Estonian food industry might be committing
VAT frauds and money laundering. The suspicions of the
FIU were confirmed and criminal proceeding was initi-
ated with regard to the enterprise on elements of subsec-
tion 3891 (1) of the Penal Code. In the course of analysis
a large scheme of money laundering became evident, in
which an enterprise, whose completed production is on
sale in all corporate chains, was using services of invoice
factories and committed VAT fraud in large scale. In this
named scheme the enterprise used nine fictitious persons
to the accounts of which transfers were made on the basis
of different invoices. In reality there was no movement of
goods, but funds were transfered on the basis of fictitious
invoices. From the accounts of fictitious persons the funds
were transmitted either to an account of a currency ex-
change company and were withdrawn from there in cash,
or the funds were withdrawn in cash through ATMs from
the bank accounts of the fictitious pesons. Many of these
fictitious persons were under control of one and the same
person. This fraudulent scheme involved also Latvian en-
terprises, which refers to the aspect that more and more
foreign enterprises are being used in committing of tax
frauds and money laundering.




3.2. COURT JUDGMENTS IN MONEY

LAUNDERING CASES IN ESTONIA IN 2012

According to the Database of Court Decisions, 15 decisions
passed by county and district courts of Estonia in 2012
in money laundering cases have entered into force as of
February 2013, all in all 37 persons were convicted. ,Laun-
dered“, meaning funds received by crime, which were con-
cealed, are very different, highest of them exceeded EUR
200,000 in those cases which were resolved in 2012.

A typical scheme of money laundering, based on which
Estonian courts convict criminals, is laundering money
received as a result of computer fraud. The scheme isa s
follows. Criminal(s) commit on-line computer frauds in
foreign countries, by which they obtain with the help of
computer viruses or spyware the internet passwords and
user codes of various people. Thereafter they transmit by
using the obtained data, without the knowledge (and con-
sent) of the owners of accounts, the funds from the account
to account(s) of fictitious person(s) in Estonia. Thereafter
the fictitious persons withdraw the funds from ATM’s or
bank offices and forward the funds either to the person
who committed the computer crime or to some other per-
son who will deliver it to the committing person.

In 2012 the Supreme Court also passed one judgment
in which it annulled the convicting judgment of previous
court levels on committing of money laundering and re-
ferred the criminal matter for a new hearing by the county
court in a new panel of court, as the inferior court had vio-
lated criminal procedural law. Namely, person A was put to
trial accused in having committed criminal offences under
clauses 209 (2) 2), 3) and subsection 345 (1) of the Penal
Code. Pursuant to subsection 4 (3) of the Penal Code these
are criminal offences of second degree, in which pursuant
to subsection 18 (2) of the Code of Criminal Procedure the
accusation shall be examined by single judge of county
court. By a ruling of county court this criminal matter was
joined to another criminal matter in which person A was
accused in criminal offences under clauses 394 (2) 1), 3) -
subsection 25 (2) of the Penal Code. By the ruling the per-
son A was prosecuted in general procedure, being accused
under clauses 209 (2) 2), 3); subsection 345 (1) and clauses
394 (2) 1), 3) — subsection 25 (2) of the Penal Code. The
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judgment was announced by single judge of county court.
The necessary elements of money laundering, i.e. subsec-
tion 394 (2) of the Penal Code is a criminal offence of first
degree (subsection 4 (2) of the Penal Code). By reference
to subsection 18 (1) of the Code of Criminal Procedure the
county court therefore had to examine the criminal mat-
ter in general procedure in the panel of presiding judge
and two lay judges, but not by a single judge. Therefore
the Supreme Court is on opinion, that the judgment in the
criminal matter was passed by unlawful panel of court,
which is a major violation of criminal procedural law in the
meaning of clause 339 (1) 1) of the Code of Criminal Proce-
dure. Due to that reason the Supreme Court annulled the
judgements of the county court as well as the circuit court
and referred the criminal matter for a new hearing by the
county court in a different panel of court.




4. A LOOK INTO 2013

In the beginning of 2013 was commenced the preparation
of domestic risk assessment of money laundering and ter-
rorist financing prevention, which engages all the authori-
ties responsible for prevention of money laundering and
terrorist financing in Estonia, including the FIU. In the
course of preparation of the risk assessment the firmnesses
and weaknesses of the present system are being mapped
and an action plan for handling the problems shall be elab-
orated.

In the first half of 2013 the project of the European
Union on Moneyval typologies, which is directed by the
Estonian FIU, shall be closed. The central subject of the
research is the suspension of transactions and monitor-
ing of bank accounts as methods for efficient prevention
of money laundering and terrorist financing. The purpose
of the research is to provide an overview of various used
systems, to evaluate their efficiency, bottlenecks and pos-
sibilities for solution.

In the second half-year of 2013 in Estonia there will take
place the round IV Evaluation of Anti-Money Laundering
Measures and the Financing of Terrorism by Moneyval
expertise committee of the European Council. The FIU is
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actively participating in the process. The evaluation is very
important from the aspect of prevention of money laun-
dering and it provides an assessment to the status of pre-
vention of money laundering in Estonia and also to its de-
velopments. So far Estonia has had very positive results in
previous rounds of evaluation and we hope that it will turn
out the same way in 2013. For the first time, in the course of
the fourth round Moneyval evaluation the efficiency shall
also be evaluated. This means that in addition to the exist-
ence of the system for prevention of money laundering the
efficiency of the system — whether and in what way regula-
tive and organisational measures actually function in the
prevention of money laundering - will also be evaluated.




