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Dear reader!

The year 2011 was the most successful for the Financial In-
telligence Unit (FIU) through times in respect of the work
results. Although the number of reports received remained
on the same level with that of the year 2010, the FIU for-
warded considerably more materials to the investigating
bodies. On the one hand it is definitely a reference to the
increase of the quality of the reports, on the other hand also
a sign of increase of professionalism of the officials of the
FIU. Money laundering is one of the most complicated type
of criminal offence in the world and its detection needs the
officials also to have special training, extensive knowledge
of various legal norms, operational aspects of business and
economy and common trends of money laundering. Such
knowledge is obtained not merely at school, but as a result
of constant self-education and long term work experience.
Therefore it is nice to recognize, that the staff of the offi-
cials of the FIU has been relatively stable through times,
which has also made possible the increase of professional-
ism of the officials.

It is a pleasure to recognise, that the Estonian FIU is
internationally very highly ranked. The speed and qual-
ity of the data provided by the FIU to foreign colleagues
has been repeatedly marked out positively by our foreign
colleagues. The same is also acknowledged by annual fact-
finding visits to Estonia by foreign country officials dealing
with the prevention of money laundering, who are coming
here with the intention to learn from our experience.

Although the results of the year 2011 were positive, we
definitely cannot rest on our laurels. In the whole world the
laundering of criminal proceeds earned by internet crime
is becoming more and more active and part of this money
also reaches us. This can be well expressed by the statis-
tics of 2011, where the significant part of money launder-
ing proceedings initiated by the materials forwarded by the
FIU were connected namely with the so called computer
crime. For Estonia and our nearest countries a continuous
problem is the cash flows with unidentified origin, which
are descending predominantly from Russia, attendance of

which has been one of the main priorities and the biggest
challenge for the FIU in many years already. On domestic
level the money laundering is mostly related to tax crimes
(value-added tax frauds, invoice factories etc.) and fraud.
The FIU intends to continue to expose these schemes also
in 2012.

We are glad, that Estonia does not fight with money
laundering merely by applying repressive measures and
through criminal proceedings. An important role is carried
by risk based approach and amendments of legislation
made on grounds of that approach, by which new crime
trends are promptly responded to. In 2011 a number of
amendments of legislation were prepared, which should
make the actions of money launderers much more com-
plicated in Estonia in 2012 and the actions of law enforce-
ment bodies and the FIU in confiscating criminal proceeds
more efficient. We can have only one target — to make Esto-
nia the least attractive country for money launderers!

Raul Vahtra
Head of Financial Intelligence Unit
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1. MOST IMPORTANT EVENTS IN THE WORK
OF THE FINANCIAL INTELLIGENCE UNIT IN 2011

In 2011 the Estonian FIU was visited by colleagues from financial
intelligence units of Serbia and Moldavia, who introduced them-
selves with Estonian legislation, best practices and authorities
dealing with the prevention of money laundering and financing
of terrorism. As a result of the meeting the both parties succee-
ded in interesting experiences and valuable knowledge and in
establishing stronger connections for mutual cooperation.

In autumn the results of a research centered on money laun-
dering by mediation of cash transferers and currency exchan-
gerswere published. Thisis a joint project of the Financial Action
Task Force (FATF) and the Council of Europe’s Committee of
Experts on the Evaluation of Anti-Money Laundering Measures
and the Financing of Terrorism (Moneyval), which was directed
bythe FIU of Estonia. The research provides a review of the prob-
lems of different countries in prevention of money laundering,
of trends and spheres which should be paid attention to from
the aspect of prevention of money laundering and prevention
of terrorism. The full text of the research has been published on
the website of the FATF at: http://www.fatf-gafi.org/document
/50/0,3746,en_32250379_32237202_48761970_1_1_1_1,00.html

In December Estonia defended successfully at the plenary
session of the Council of Europe’s Committee of Experts on
the Evaluation of Anti-Money Laundering Measures and the
Financing of Terrorism - Moneyval - the second development
report on measures of money laundering and financing of
terrorism, which was focused mainly on execution of the core
recommendations used in the techniques of the Financial Ac-
tion Task Force (FATF) establishing the international standards
for prevention of money laundering, which were the basis for
the preparing of the evaluation report.

In Estonia several legal norms have been modified after the

The year 2011 was important
for the Financial Intelligence Unit
(FIU) from the aspect of internal
as well as international money
laundering and terrorist financing.

evaluation visit of Moneyval in 2009, in order to grant the con-
formity of the legislation with international standards and to
execute the recommendations concerning Estonia contained
in the evaluation report. Among others the Money Laundering
and Terrorist Financing Prevention Act has been modified and
specified with regard to intensifying of measures of diligence
and intensifying of supervision, also the Penal Code, the Code
of Criminal Procedure and the Customs Act have been modi-
fied. In addition, the suggestions made during the evaluation
have also been taken into account in the development process
of the new International Sanctions Act and the Payment Insti-
tutions and Electronic Money Institutions Act. The collecting
of national statistics of court procedure and criminal proce-
dure has been supplemented for intensifying the analysis of
efficiency of the legal regulation. The progress of Estonia and
the efficiency of the applied measures were confirmed by the
actions of the supervision agencies and prosecutor’s offices, as
well as the consciousness and cooperation of the private sector
in the prevention of money laundering and financing of terro-
rism. The passing of the fourth evaluation round of Moneyval is
planned to take place in Estonia in 2013.




2. OVERVIEW OF THE WORK RESULTS OF
THE FINANCIAL INTELLIGENCE UNIT IN 2011

2.1. PROCESSING, ANALYSIS AND TRANSMISSION
OF THE DATA RECEIVED BY THE FIU

During the last decade the number of reports received by ) )
Estonian FIU has increased considerably. In 2011 the FIU In 2011 the FIU received in total

received in total 13 536 reports, which was at the same level 13 536 re Jels) rts
to the number of reports received in 2010 (see Chart 1).
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Chart 1 Number of reports received by the Estonian FIU in 1999-2011.

Note: * Markus: from 2008 there is a sum-based reporting obligation in Estonia. (Number of CTRs) = (total number of reports) — (STRs).
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Chart 2 The number of reports sent to the FIU in 2008-2011.

Note: * Markus: from 2008 there is a sum-based reporting obligation in
Estonia. In 2011 the number of CTRs include also 6 reports, the type of
which was marked ,suspicion unspecified”.

The number of suspicion-based reports (STRs) increa-
sed to some extent and the number of sum-based reports
(CTRs) decreased (see Chart 2).

In comparison of the years 2010 and 2011 the division of
suspicion-based reports into reports of money laundering
and reports of suspicion of financing of terrorism remained
practically the same. Nearly three out of four received re-
ports of suspicious transactions were in both years based
on suspicion of money laundering and about one fifth were
based on suspicion of financing of terrorism (see Chart 3).
In order to avoid possible misinterpretations, we point out
that the relatively high number of reports of suspicion of
terrorist financing does not refer to a high suspicion of ter-
rorist financing in the state; the reason for the high number
of reports on suspicion of financing of terrorism is the fact
that the FIU is being informed of money transfers to count-
ries with a heightened risk of financing of terrorism.
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Chart 3 Division of suspicious transaction reports by reason
of suspicion in 2010 and 2011.

2011 Share of 2010 Share of

reporters reporters
(%) (%)
Eg;;;ﬁ;s 9960 | 736 | 10120 | 741
Credit institutions 2442 18,0 2681 19,6
Eﬁgi;gﬂﬁzz 571 42 355 26
Professionals 147 1.1 180 1,3
State authorities 194 14 130 1,0
Foreign authorities 214 1,6 181 1,3
Other 8 0,1 8 0,1
TOTAL 13536 100 13655 100

Tabel 1. Rahapesu andmebiiroole laeckunud teadete jagune-
mine teatajate I6ikes.

Similarly to the previous years, credit and financial ins-
titutions dominate among the recipients of the reports
(see Table 1). In the comparison of the two years a slight
rise of reports received from other private undertakings
was noticed.




Suspicion Suspicion of  Suspicion of financing
unspecified money laundering of terrorism
Other 8 0 0 0 8
Credit institutions 9 2400 10 23 2442
Financial institutions 20 1911 1143 6886 9960
Transfer of account money and cash 3 221 10 5 239
Provision of insurance services 8 1 0 2 1
Loan transactions 0 1 0 0 1
Lease transactions 0 3 0 9 12
Provision of payment services 4 1159 1064 2024 4251
Issue and management of non-cash means of payment 0 0 0 0 0
Currency exchange 5 526 69 4846 5446
Other private undertakings 16 28 0 527 571
Traders 1 27 0 169 197
Real estate agents 1 0 0 0 1
Other 1" 1 0 0 12
Organizers of gambling 3 0 0 358 361
Professionals 20 26 0 101 147
Attorneys 5 0 0 0 5
Auditors 5 0 0 23 28
Bailiffs 1 0 0 1 2
Other legal counselors 4 1 0 1 6
Notaries public 1 25 0 72 98
Trustees in bankruptcy 4 0 0 0 4
Providers of accounting services 0 0 0 4 4
State authorities 172 11 0 1 194
FIU 8 6 0 0 14
Financial Supervision Authority, Bank of Estonia 13 0 0 0 13
Tax and Customs Board 23 & 0 10 38
Prosecutor’s offices 1 0 0 0 1
Police authorities 122 0 0 0 122
Other 5 0 0 1 6
Foreign authorities 214 0 0 0 214

TOTAL 459 4376 1153 7548 13 536

Table 2 Division of reports based on the ground and sender.

Reports on suspicion of money laundering are sent predo-
minantly by banks and by providers of payment services, re-
ports on suspicion of financing of terrorism are sent mostly
by providers of payment services (see Table 2). CTRs are pre-
valently sent by providers of currency exchange and payment
services, the share of other undertakings is considerably more
restraint. Compared to 2010 the number of reports received

(4]

from currency exchange providers increased remarkably (by
more than 1 700, the number of STRs based on suspicion of
money-laundering as well as the number of CTRs increased).
The number of reports received from payment services pro-
viders decreased by more than 2 100, the reason for decrease
was the decrease in the number of CTRs, the number of re-
ports based on money laundering suspicion increased a bit.
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Chart 4 Main reasons
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* Explanation:

6.8. the person makes transfers to other persons in different countries which
does not conform to the client’'s usual activities;

11.6. with respect to the person there exists former suspicion of money
laundering;

1.1. suspicion of a fictitious person in case of a natural person;

1.1.2. the person uses assistance in filling out documents or cannot fill them in;
1.2. suspicion of a legal person being a fictitious person;

3.1.10. one major cash withdrawal or regular cash withdrawals also in
smaller amounts from ATM;

2.1. the person cannot explain the need for the service for the use of which
the person called upon the credit or financial institution;

3.2.2. single unusually large cross-border payment not conforming to normal
turnover and/or not sufficiently justified;

3.2.8. single large or unusually frequent payments also in smaller amounts
between the same participants, whereas other transactions indicating
normal economic activities do not take place on the account;

3.1.2. afew larger or regular cash deposits to the account of a natural person;
3.1.11 single large or regular cash disbursements also in smaller amounts

in bank office, which does not conform to the person’s usual activities or
normal turnover..

Similarly to the year 2010 in the case of suspicion based
reports the dominant reason clearly is making of trans-
missions to other states without a clear reason. Significant
rise is noticed in reports for the reason that with respect
to a person there exists former suspicion of money laun-
dering. As for other circumstances that arouse suspicion,
suspicions of straw men and unusually large transactions
not in accordance with person’s economic activities conti-
nue to be dominant (see Chart 4).

In the case of suspicion of financing of terrorism the do-
minant reasons for reporting clearly include transfers
to a person related to a risk country without opening an
account and cash transfers to a risk country without ope-
ning an account (see Chart 5).
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Chart 5 Reasons for reporting on suspicion of financing of
terrorism.

* Explanation:

2.6. cash transfers to a person related to a risk country without opening
an account;

2.5. cash transfers to ,risk country” without opening an account;

3. the individual is a citizen of a “risk country”;

1. the person has been entered into the list of financial sanctions of the
European Union or the UN.
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Chart 6 Restrictions established by the FIU on disposal of bank accounts in 2009-2011.

RESTRICTIONS ON DISPOSAL OF ASSETS

According to the law, the FIU has the right to suspend a
transaction or limit the use of assets in the case of sus-
picion of money laundering or financing of terrorism. In
2011 the FIU limited disposals for 30 days in 142 times and
for 60 days in 66 times, the total volume of the amounts
subject to the restriction on disposal was EUR 39,8 million
(from this sum about EUR 9 million was the total volume
of such restrictions on disposal, which had been imposed
in 2010; see Chart 5). The figures are on the same level with
those of the year 2009 and slightly lower than in 2010. As
of the end of 2011 the effective restrictions imposed by the
FIU on disposal of assets amounted to EUR 12,1 million.

The FIU used the opportunities granted by law to re-
strict the disposal of assets until identification of the be-
neficial owner of the assets 18 times in total amounting to
EUR 8,9 million and until making a decision concerning
the assets in a criminal procedure 75 times in total amoun-
ting to EUR 4,8 million.

Disposals of assets were restricted in 2011 significantly

10

In 2011 the FIU restricted by

its precept the disposal of assets
on bank account or assets being
an object of transaction, profes-

sional act or professional service
all in all 142 times in total in the
value of nearly EUR 40 million

more times than before — all in all 21 times (for the com-
parison — in 2009 and in 2010 only once). Restriction was
imposed on the use of 8 cars, one small tonnage boat and
153 real estates. As of the end of the year the use of four real
estates was restricted by effective decision of the FIU on
restriction of disposal, and in respect of the remaining 149
real estates and the vehicles the court had already made a
decision on restriction of disposal.




2.2 OVERVIEW OF THE MATERIALS FORWARDED BY THE FIU

In recent years the number of materials forwarded by the
FIU to other law enforcement bodies has noticeably inc-
reased year by year (see Chart 7).
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for investigation proceedings commenced

Chart 7 Number of matrials sent to investigative
bodies in 2006-2011.

In 2011 the FIU forwarded to
other law enforcement bodies
459 materials, which is nearly
a quarter more than in the
previous year.

In 2011 the FIU forwarded 459 materials to investigative
bodies, the number of forwarded materials increased by
22% in comparison with the previous year (see Table 3).
Information on over 1400 persons was sent to investigati-
ve bodies, the forwarded materials contained information
given in more than 1730 reports received and the amounts
related to suspicious transactions reached EUR 255 mil-
lion.

Table 3. Information about the materials sent
to investigated bodies

2010 2011 Growth % (2011 vs 2010)
Materials forwarded for investigation 283 376 459 22
To make a decision as regards commencing criminal proceedings 39 69 83 51
... criminal proceedings commenced as of 31 December 29 47 77 64
... incl. money laundering proceedings commenced 12 34 54 59
To be annexed to an ongoing criminal matter 21 78 62 -21
... new criminal proceedings commenced on the basis of 3 1
materials to be annexed to an ongoing criminal matter
Responses to inquiries, sent inquiries, for information 223 243 314 29
... the amounts related to forwarded materials (EUR) 2,6 billion 449,4 mill. 255,4 mill.
... the number of persons related to forwarded materials 2426 127 1429

11
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Chart 8 Number of money laundering cases registrered in
Estonia and number of money laundering cases commenced
on the basis of materials sent by the FIU in 2006-2011.

Note: statistics about registered money laundering crimes originates
form Ministry of Justice.

The share of cases commenced vased on the FIU materials
has increased remarkably in recent years (see Figure 8).

In the relative comparison of the years 2010 and 2011 the
proportion of information sent for making a decision as re-
gards commencing criminal proceedings, and for inquiries,
responses and for information, has increased, the propor-
tion of materials sent to be annexed to an ongoing matter
has slightly decreased (20% of all forwarded materials in
2010, 13,5% in 2011). In 2011 more than two-thirds of all
sent materials were responses to inquiries received by the
FIU, or sent inquiries or materials sent for information (see
Chart9). 14% of the forwarded materials were sent to be an-
nexed to an ongoing criminal matter. The number of mate-
rials sent for making a decision as regards commencement
of criminal proceedings rose more than 50% in comparison
with the year 2010, amounting to nearly 18% of the forwar-
ded materials.

According to law, the FIU does not forward the reports
sent to it to investigative bodies or disclose the reporting
person. However, statistics are kept regarding reports ser-
ving as the basis for the forwarded materials. Similar to
2010 the major part of the forwarded materials were based
mainly on information received from banks, currency exc-
hangers and payment service providers. In the comparison

Is

\ ;
\ 68% /

To make a decision as regards commencement of criminal
proceedings

m To be annexed to an ongoing criminal matter

Replies to the inquiries, sent inquiries, for information

Chart 9. Division of instances of forwarding based on type
in 2011.
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Reporting person 2010 2011
Currency exchangers 603 970
Banks 302 367
Providers of payment services 90 186
Police authorities 51 88
Other 28 37
Foreign FIU 13 21
Tax and Customs Board 1 17
Insurance companies 8
Notaries public 22 5
Organizers of gambling 1 4
Attorneys 2 0
TOTAL 1123 1703

Table 4. Division of reports serving as the basis for materi-
als forwarded by groups of reporting persons.

* Comment: the total amount of the categories indicated in the table
exceeds the number of the forwarded materials, because in several
instances the information of more than one report was used in the
forwarded materials.

of the two years the number of reports received from cur-
rency exchangers and payment service providers used in the
forwarded materials increased significantly (see Table 4).




m CTRs
m Suspicion of money laundering
Suspicion of financing of terrorism

Chart 10. Division of reports used in the materials forwarded
by their basis.

As shown by Chart 10, more than one half of the forwar-
ded materials were based on information arising from the
STRs, which clearly refers to the fact, that the provision of
law, which was implemented in 2008, is important from
the aspect of prevention of money laundering.

From the indicators based on suspicion of money laun-
dering dominate the same reasons as those of the received
reports — a person is making transfers which do not corres-
pond to its ordinary activities and with respect to the per-
son there exists a former suspicion of money laundering
(see Chart 11).

* Explanation:

6.8. the person makes transfers to other persons in different countries
which does not conform to the person’s usual activities;

11.6. with respect to the person there exists former suspicion of money
laundering;

3.1.10. single major cash withdrawal or regular cash withdrawals also in
smaller amounts from ATM;

1.1. suspicion of a fictitious person in case of a natural person;

3.2.9. within a short time period arrive several cross-border accruals,
which are withdrawn in cash;

3.2.2 single unusually large cross-border payment not conforming to nor-
mal turnover and/or not sufficiently justified;

3.2.8 single large or unusually frequent payments also in smaller amounts
between the same participants, whereas other transactions indicating
normal economic activities do not take place on the account;

3.2.1 single unusually large national payment not conforming to normal
turnover and/or not sufficiently justified;

1.2. the legal person is suspected of being a fictitious person;

3.1.11. single major or regular cash withdrawals also in smaller amounts
from a bank office if it does not conform to the person’s ordinary activities
or normal turnover.

Chart 11. Prevalent

reporting indicators 200
of reports used as a
basis for forwarded

materials. 154

150

* Cindi 97
Comment: indicators 100

of suspicion of money
laundering transactions 68
have been marked blue.
The number of indica- 50
tors exceeds that of the
forwarded materials,

because information of
several reports is often 0

used in the materials. 6.8 1.6

3.1.10

63

40 3%

I 33 27 2 2
11 320 322 328 321 12 341
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Chart 12. Prevalent reporting indicators of reports with suspicion
of financing of terrorism used as a basis for forwarded materials.

* Explanation:

2.5. cash transfers to a “risk country” without opening an account;

1. the person has been entered into the list of financial sanctions of the
European Union or the UN.

2.6. cash transfers to a person associated with a risk country without
opening an account.

From the indicators on suspicion of financing of terrorism
dominate clearly cash transfers to a risk country without
opening an account (see Chart 12).

Based on the 83 materials forwarded for making a deci-
sion as regards commencement of criminal proceedings it
was decided to commence a procedure in 77 instances, in
four instances a procedure was not commenced and in one
instance the information was annexed to an ongoing crimi-
nal procedure (see Chart 13). In one instance the decision
was not known yet as of 1.01.2012.

In addition, the criminal proceeding was commenced in
the year 2011 in one more instance based on the material sent
by the FIU to be annexed to an ongoing criminal matter.

In recent years the number of money laundering proce-

m Commenced (77)

Refusal to commence (4)
m annexed to an ongoing crimi-
nal matter (1)
m there is no decision as of
1.01.2012 (1)

Chart 13. Division of materials
forwarded for making a decision
as regards commencement of
criminal proceedings based on
the actual decision made .
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Chart 14. Division of materials sent for commencement of
proceeding based on the qualification of commencement in
the years 2009-2011.

Proceedings commenced solely on elements of money laundering
m Proceedings commenced on the basis of money laundering
and another section
m Proceedings commenced solely on the basis of another section

dures commenced based on the materials forwarded by the
FIU has steeply increased (see Table 3). In 2011 there was
a record number of commenced money laundering proce-
dures — 54. Criminal proceedings were commenced based
solely on elements of money laundering in 31 instances and
based on elements of money laundering as well as on other
crime in 23 instances (see Chart 14). In 2009 the number
were relevantly 5 and 7 and in 2010 relevantly 29 and 5.

In 2011 computer crimes were clearly dominant as pre-
dicate offences of money laundering, being presumable
predicate offences in 37 cases (in comparison, 12 cases in
2010), being followed by fraud (14 cases in 2011 and 19 ca-
ses in 2010). The share of other criminal offences is much
more moderate (see Chart 15).

m Computer fraud (37)

m Fraud (14)
Counterfeiting

of documents (2)

m Theft (1)

Chart 15. Presumable
predicate offences of
money laundering in
2011.




2.3. NATIONAL COOPERATION AND TRAINING

According to the Act which entered into force in 2008, the
supervision over money laundering and financing of terro-
rism is shared by the FIU, the Financial Supervision Autho-
rity, the Estonian Bar Association and the Ministry of Jus-
tice (the latter is permitted to delegate the function to the
Chamber of Notaries). Chamber of Notaties and Estonian
Bar Association execute supervision over their members.
Financial Supervision Authority executes supervision over
those credit and financial institutions that operate based
on the license or activity license issued by the Financial
Supervision Authority. Once a year other supervisory aut-
horities give an overview of their supervision results to the
FIU. Based on the need and the rules set in mutual agree-
ments, the supervisory authorities exchange information,
organise joint seminars and perform consultations.

The FIU actively participates in the work of a governmen-
tal committee engaged in prevention of money laundering,
as an observer in the advisory committee of the governmen-
tal committee and in the money laundering working group
of the Banking Association. It enables the FIU to introduce
the trends of money laundering to various parties and
discuss the issues of implementing the act in practice.

A very important role is also the cooperation with police
prefectures, investigative bodies and prosecutor’s offices,
which is carried out for resolving the daily arising incidents of
crime. As a good example of domestic level cooperation in re-
solving problems of significant importance to the state from
the year 2011 may be pointed out the resolving of the scrap
gold matter. In the beginning of the year the FIU analysed the
inflow of scrap gold with unknown origin (allegedly unusab-
le jewellery and waste) into Estonia, which had started in the
second half 0f 2010, and its trading schemes, in which men of
straw and recently registered umbrella companies were mai-
nly used (see also chapter 3.1). According to the estimation of
the FIU the sales schemes of such gold came with extensive
value-added tax (VAT) frauds. The existing legislation did not
provide possibilities to check such business efficiently, as the
purchase and sale of scrap gold could not be checked neither
according to the Precious Metal Articles Act nor according to
the Act regulating the buying up of scrap metal. The Money
Laundering and Terrorist Financing Prevention Act also did

15

The FIU actively participates in

the work of a governmental com-
mittee engaged in prevention of
money laundering, as an observer
in the advisory committee of the
governmental committee and in the
money laundering working group of
the Banking Association.

not include the corresponding regulation.

In cooperation with the Tax and Customs Board several
criminal procedures were commenced within the year for re-
vealing such schemes. In cooperation with the governmental
committee engaged in prevention of money laundering the
measures were established for modifying the Money Launde-
ring and Terrorist Financing Prevention Act as well as the Va-
lue Added Tax Act. As of the beginning of 2012 both amend-
ments of law are already being processed by the Parliament.

The FIU pays great attention to raising awareness in this
field. In 2011 the officials of the FIU carried out 17 trainings
for nearly 680 participants, 2 of these took place in foreign
countries (see Tabel 5). Trainings were conducted for emp-
loyees of the Tax and Customs Board as well as for attorneys,
prosecutors, judges and colleagues from the Police and Bor-
der Guard Board. In addition, employees of credit institu-
tions, insurance companies and money transfer firms were
also trained. The main themes of trainings were preven-
tion of money laundering and implementing of the Inter-
national Sanctions Act.

2009 2010 2011
Seminars 22 26 17
Participants ~1130 ~ 670 ~ 680

Table 5. Training seminars carried out by the FIU in 2009-2011.




2.4. INTERNATIONAL COOPERATION

International cooperation is one of the pillars of the work
of financial intelligence units, because money laundering In 2011 the FIU received 255
s.chemes 9ften involve §evera1 countri'es and their preven- and sent 193 fOI"B/gI’) in quiries.
tion requires supranational cooperation. In 2011 the FIU
hosted colleagues from Serbia and Moldavia.

In comparison with the previous year, the number of

foreign inquiries received by the FIU and the number of

foreign inquiries sent by the FIU decreased to some extent 300 255

in 2011 (see Chart 16). 225 226 225
In total the FIU received in 2011 inquiries from 43 states 147 205

and sent inquiries to 32 foreign countries. In Figure 17 there 150 111 193

are presented countries with which Estonian FIU exchan- 154

ged information in 2011. As can be see, Estonian Flu has a 75 107

global cooperation network, coverig all continents. Tradi- 0 64 45

tionally, most of the foreign inquiries were received from 2006 2007 2008 2009 2010 2011

Latvia (80), Finland (23) and Russia (19), while the most fo-

reign inquiries were sent to Latvia (38) and Russia (31). Received === Sent

The average time in the FIU for response to a forei-
gn inquiry is 14 days, which is one of the shortest in the Chart 16 The number of foreign inquiries received and sent
world. It is a pleasure to recognize that foreign cooperation by the FIU in 2006-2011.

partners have complimen-
ted the FIU repeatedly for
our capability to exchange
promptly substantial infor-
mation.

The Estonian FIU cont-
ributes to prevention of
money laundering not only
on domestic level, but also
in the international scale.
A permission to use the in-
formation sent by us in fo-
reign investigative or court
procedures was granted
to foreign FIUs in 191 ins-
tances.

Figure 17. Overview of countries with which Estonian FIU exchanged information in 2011

(marked as blue).
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2.5. SUPERVISION

Since 2008 the FIU exercises supervision over the obligated
subjects in two formats: on-site inspections and off-site ins-
pections.

The planning of the supervision activities is proceeded
from preliminary analysis in the sectors under supervision
and from the quality of risk assessment. The advantage of
off-site inspection in comparison with the on-site inspec-
tion is the time saving of the officials of the FIU as well as
of the persons being inspected. During the term for per-
formance of the precept the person being inspected has a
possibility to select the time when the person will perform
the precept and will send the information (electronically)
to the FIU. The FIU itself will accordingly save the working
time of its employees and the transportation costs. On-site
inspections are performed above all in such cases, when the
risk analysis indicates the increase of risks with respect to
certain undertakings and, in certain cases, also with respect
to new entries into the market.

Whereas already in 2009 it was detected that the aware-
ness of the obligated subjects about the requirements of pre-
vention of money laundering and the compliance with these
requirements has significantly improved, then the last two
years have been more focused on the risk-based supervision
and the number of supervision inspections has decreased.
The remarkable decrease of the number of misdemeanour

300
227

225 208

150

75 54

32 . 13 10

0
m 2009 Numberofon-  Number of Number of misde-
m 2010 site supervisory  off-site meanour procee-
2011 inspections inspections  dings commenced

Chart 18. Supervisory inspections and misdemeanour pro-
ceedings in 2009-2011.
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In 2011 the FIU performed

24 on-site and 32 off-site inspec-
tions and commenced 10 misde-
meanour proceedings.

proceedings refers also to the increase of awareness and or-
derliness among the obligated subjects (see Chart 18).

In 2011 supervision in the form of off-site inspection in
respect of prevention of money laundering and financing of
terrorism was carried out with regard to 32 legal service provi-
ders. Legal service providers are obligated subjects in the me-
aning of the Money Laundering and Terrorist Financing Pre-
vention Act in such case, if they perform transactions which
correspond to certain requirements. As a result of the inspec-
tion it was established that 6 out of the inspected 32 persons
turned out to be subjects. As a general conclusion of off-site
inspections it can be stated, that, in comparison with the off-
site inspections carried out in 2010 the awareness of the sub-
jects about the requirements of the Act and its performance
has improved noticeably. During the off-site inspections car-
ried out in 2011 the FIU did not establish any violations.

Subject category Number of Number of com-
inspected  menced misdemean-

enterprises our proceedings

Credit institution 2

Financial institutions 6 1

...providers of loan 3 1

...currency exchanges 3

...factoring 1

Savings and loan association 1

Casinos 4

Pawn shops S

Payment intermediaries 3

Traders 4

Other companies 2

TOTAL 24 10

Table 6. Division of enterprises inspected in the course of on-
site supervision, based on the field of activity and the number
of misdemeanour proceedings commenced by the FIU in 2011.




3. MONEY LAUNDERING TYPOLOGIES IN ESTONIA

This chapter provides first an overview of new money laundering schemes detected by the
FIU and thereafter of court judgments on money laundering,
which entered into force in 2011.

3.1. MONEY LAUNDERING SCHEMES DETECTED BY THE FIU

GOLD

Starting from the summer of 2010 the FIU received several
reports on large sales transactions of scrap gold, where a
company registered in Estonia sold large quantities of gold
and exchanged the funds received from the sale of gold
immediately into cash in Euros. In the course of the analy-
sis the FIU established that the sale of gold is carried out
above all by shell companies, i.e. such companies which
generally do not have any economic activities and which
have not been entered into the register of economic acti-
vities. Such companies are being established or obtained
merely for the sales transactions of gold, their members of
the management board and shareholders include men of
straw. Transactions are performed mainly in cash, which
makes it complicated for law enforcement bodies to mo-
nitor the scheme.

It has been established, that the last links in the mana-
gement boards of such companies are homeless persons,
persons released from prison and even wanted persons.
The results of the analysis indicate, that with these tran-
sactions are connected persons who have criminal record
and persons related with organised crime.

The so called final buyers will request from the state the
refund of input value-added tax, which was not actually
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paid to the state in such schemes. The value-added tax
should be paid to the state by those companies who bring
the gold into Estonia. Still, this is not done, as the link be-
tween the purchasing agent and the importing person has
been artificially made as long as possible and the alleged
importing persons do not report value-added tax at all or
they report it in significantly smaller amount.

According to the estimation of the FIU the scrap gold
scheme has been created above all for avoidance of taxes
and for concealment the possible criminal origin of the
gold. Allegedly the gold originates from Latvia, Lithuania,
Poland and Russia.

MONEY FLOWS FROM RUSSIA WITH
UNKNOWN ORIGIN

Continuously the dominant trend in transactions with
suspicion of money laundering is money flows from Rus-
sia with unknown origin, which have been repeatedly de-
picted in former annual reports of the FIU. The schemes
have become more complicated. Often such funds arrive
into Estonia through other EU countries. After performing
various transactions money is transferred to the offshore
accounts in “comfort” countries and used to pay for legal
transactions or taken back to Russia in cash.
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Figure 19. Example of money laundering scheme involving money flows from Russian with unknown origin.

The money laundering scheme is following. After comp-
leting the predicate in Russia, several Russian companies
(marked as A, B, C, D and E in the figure below) are used
to make it more difficult to follow the movement of the
money flows. Then money is transferred to accounts of
other companies (marked as F, G, H, I) controlled by the
criminals. Usually several such stages are used to make it
more difficult to follow the money flows in case there rai-
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ses the suspicion of money laundering. As a next step the
money is send abroad by using fictitious transactions with
the enterprises controlled by the criminals. In this stage
usually several transactions are used, mixing criminal and
legal money. In the final stage money is transferred to the
bank accounts of the enterprises active in Estonia. Here
money is withdrawn in cash either from ATMs or by using
financial intitutions and sent back to Russia.




LAUNDERING THE PROCEEDS

OF THE COMPUTER FRAUD

The number of people using computers is increasing, but
unfortunately knowledge about risks related to using the
computers and security measures (antivirus programs,
firewalls, etc) that can be applied to secure the compu-
ter against those risks is not as widespread as it should
be. Little experienced computer user is an easy catch for
the experienced hacker. Internet space enables the cri-
minal to stay anonymous, making it difficult to catch the
perpetrators of the computer frauds. The work of the law
enforcement agencies in catching the criminals is very
complicated because computer fraud and following mo-
ney laundering has often international dimension, inc-
luding several countries. Compared to narcotics related
crimes the probability to be caught is much lower but the
amount of proceeds to be gained is the same or even hig-
her.

New Internet based services (Internet banking, alterna-
tive remittance services, e-shops, e-auctions, etc) which
are more extensively used provide also new opportunities
for criminals. As referred above, the computer fraud is the
most widespread suspected predicate offense of money
laundering in Estonia.

The most widespread computer frauds

in Estonia are following.

e Internet-based auctions and retail frauds

e False job advertisements (a la “possibilities to work at
home”) where a person is hired as a front man or his
bank account details are defrauded

e Identity theft, for example buying goods and doing ot-
her transactions with false identities

¢  Online investment frauds where investment oppor-
tunities are provided to people, but actually the aim
of criminals is to find out the personal data or bank
account details and the person loses money

e Credit card frauds where different methods are used
(some of which are mentioned above) to find out the
credit card data. Then these credit cards are used to
buy goods via Internet or data is copied so as to get
cash via ATM.

e  Phishing

e Buying the user data of the Internet banking
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Itis important to keep in mind that when in the ordinary
money laundering scheme the criminal needs to integrate
the cash into financial system, in case of computer fraud
the situation is reverse. Criminals try to transfer e-money
into cash. The organiser of the computer fraud and the
hacker may not be the same person. In some cases hackers
have detected the Internet banking user data via viruses
are then have sold information to organisers of the crime.
Organisers try to hire “financial managers” in those count-
ries where the crime is committed. Those “financial mana-
gers” are ordered to transfer the money to another country.
In this country other straw men are hired who withdraw
the proceeds of crime in cash and forward it to “unknown
persons”. Often alternative remittance services (WebMo-
ney, e-Gold, e-Money, etc) are used in those schemes.

Example of phishing-type computer fraud and following
money laundering scheme. Estonian FIU calls for the rea-
der to be very careful when disclosing one’s data in the
Internet. Please make sure that your computer is protec-
ted by using up-to.date firewalls and anti-virus programs.
We recommend not answer to job advertisements or e-
mails where such jobs are offered that enable to work at
home or when bank account details are asked. Please be
careful when disclosing your credit card data in the Inter-
net. We recommend that you should carefully analyse the
background of the service provider before buying somet-
hing via Internet and use in these cases the separate cre-
dit card where the amount of money allocated is limited.
You should be careful when participating in e-auctions.
Find out the background of the organizer of the auction as
well as the seller and make sure that the phone number
and contact details provided exist in reality. By applying
measures to secure yourself and being careful, you can
considerably decrease the risk of becoming the victim of
computer fraud or unconsciously be the associate in mo-
ney laundering schemes (for example, by let criminals to
use your bank account).
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Figure 20. Example of phishing scheme and following money laundering process.
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3.2. COURT JUDGMENTS IN MONEY LAUNDERING

CASES IN ESTONIA IN 2011

In 2011 the Supreme Court made several important judg-
ments in money laundering. In two cases the conviction of
previous court instances was annulled (in one case the per-
son was acquitted and in the second case the matter was
returned to the district court for new examining) and in one
case an acquitting judgment of the district court was annulled
and the convicting judgment of county court was enforced in
total with regard to three persons.

In 2011 the Supreme Court made a judgment in a mat-
ter no 3-1-1-85-11 in which the persons had been con-
victed by the county court in money laundering and
had been acquitted by the district court. The district
court reasoned the acquitting by the fact that the per-
sons routed the assets obtained as criminal proceeds
to direct final consumption and therefore their activi-
ties cannot be considered as money laundering.

In relation with the conviction of the persons A, B
and C under clause 394 (2) 1) of the Penal Code the
district court stated, that the county court considered
as money laundering at first the conclusion of an os-
tensible sales contract between the persons A and B.
Next, the fact, that the person A transferred part of the
funds received from the sale of the real estate to the
bank account of the person B and part of it withdrew
in cash. Finally, the county court considered that the
persons A and B committed money laundering also by
the fact that they spent part of the funds received from
the person B on daily living transactions and withdrew
part of it in cash. Whereas it appears from the above,
that the accused routed the assets obtained as procee-
dings of crime into direct final consumption, then,
according to the judgment of the district court, their
activities cannot be considered as money laundering
and the persons A, B and C must be acquitted under
clause 394 (2) 1) of the Penal Code.

The Criminal Chamber of the Supreme Court does
not consent with the standpoint of the district court
and states in its judgment, that the court of appe-
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As of February 2012, thirteen
Jjudgments made in 2011 by the
first instance and two judgments
made by the second instance,

in which persons were convicted
in money laundering, have entered
into force. All in all 50 persons
were convicted in money
laundering.

al neglected by mistake the fact, that, as can be seen
from the aspects established by the county court, the
accused began to conceal the origin of the criminal
proceeds and their connection with the person A star-
ting from the registration of the real estate to the name
of the person B. The county court established also, that
part of the funds earned by the sale of the real estate
was transferred to the bank accounts of several priva-
te limited companies and was used for financing the
activities of companies which provided loans. The Cri-
minal Chamber is also on the opinion, that it can be
unambiguously seen from the aspects established by
the county court, that the persons A, B and C concea-
led jointly and in concert the origin of the assets ob-
tained illegally as a result of a fraud committed by the
person A, and also the connection of the assets with
the person A.

Taking into account, that after the resale of the real
estate the funds received from the sales transaction
were transferred to the bank accounts of different pri-
vate limited companies, the funds cleaned from its cri-
minal background participated also in legal economic
turnover. Therefore the opinion, that the accused rou-




ted the criminal proceeds to direct final consumption,
is wrong. With regard to the 360 000 Euros value of the
real estate acquired by fraud the Chamber points out
clause 12 (2) 2) of the Money Laundering and Terro-
rist Financing Prevention Act, according to which di-
ligence measures for prevention of money laundering
and financing of terrorism are applicable at least in
cases of making transactions by chance or mediation
of such transactions, if the transaction value exceeds
15 000 Euros (i.e. 234 699 kroons). Taking into account
the fact, that the legislator has consequently conside-
red transactions with value higher than 15 000 Euros
to bear actual risk on the normal operation of the fi-
nancial or economic system, the discussion of the as-

pect whether handling of criminal proceeds amoun-
ting to 360 000 kroons correspond to the necessary
elements of money laundering or not is irrelevant.

In conclusion to the above, the Chamber finds, that, by
failure to take into account the aspect that the criminal
proceeds were involved in legal economic turnover,
the district court failed to implement substantial law
correctly when providing a penal power assessment
to the activities of the accused. Due to the above the
Chamber annuls the district court judgment on the
acquitting of the persons A, B and C under clause 394
(2) 1) of the Penal Code and enforces the county court
judgment for that matter.

In its judgment no 3-1-1-41-11made in 2011 the Sup-
reme Court has explained in detail the substance of the
term money laundering. The Supreme Court points
out in its judgment, that money laundering prefigures
activities of concealment or camouflage, by which the
object of money laundering which was received in pre-
dicate offence — the criminal proceeds —is being cleaned
from its criminal backgroungd and the assets obtained
in such way are routed to legal turnover in order to use
it for earning ostensibly legal income. In other words,
in such way the relation before money laundering be-
tween the assets being the object of money laundering
and the person having criminal control over such mo-
ney is being concealed. Thereat it must be born in mind,
that according to the effective law it is not excluded that
the person can be punished simultaneously for the
predicate offence as well as for the money laundering
performed with respect to the funds received by this of-
fence. At the same time it is requested, that the event
of crime, which is considered as predicate offence, has
been established.

The Supreme Court emphasizes, that section 394
(money laundering) of the Penal Code is a delict of da-
mage. Upon prescribing liability for the behaviour desc-
ribed by these necessary elements of crime, the legisla-
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tor has meant to cover the protection of the financial
and economic system of the state against manipulating
with criminal assets, but not just any kind of use of cri-
minal assets, which concur with concealment of the
actual background of such assets. Thus, it is not pos-
sible to regard as money laundering such actions, the
substance of which is handling of assets with criminal
background for personal consumption and which are
not aimed at making use of the financial or economic
system (e.g. routing of criminal proceeds to direct final
consumption). In addition, the fact of concealment of
the illegal background and the actual owner of the as-
sets must play the centric role in the legal actions per-
formed with the assets obtained as proceeds of crime,
because we cannot speak of money laundering in such
case, for example, when the concealment of the illegal
background and the actual owner of the assets is merely
an ancillary goal or consequence in the legal actions
performed with such assets.

According to the accusation, the persons A, B, C, D, E
and F performed money laundering in such form, that
they concealed the actual owner and the illegal backg-
round of the funds transferred by the victim to the bank
accounts of private limited company X, making osten-
sible transactions with the funds obtained as proceeds




of crime. The predicate offence, from which the object
of money laundering originated, was a fraud committed
by the persons A and B against public limited company
Y. The courts established that the invoices prepared for
sale of timber concerned the transactions which did not
actually take place. It was also considered to be proven,
that the persons A and B, as those who committed the
fraud, did not withdraw the money received from the
victim themselves, but did it with the assistance of fel-
low accused persons in the way described in the state-
ment of charges, i.e. by further converting, transfer and
cash withdrawal of the funds transferred to the bank
account of private limited company X, and by transfer
of the funds to their own bank account.

Unlike the county court, the district court did not
consider it evidenced, that the centric goal of the acti-
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vities of the accused was the concealment of the illegal
background of the money. The court of appeal moti-
vated this conclusion by the fact, that when preparing
deceptive invoices the persons C, D, E and F acted in
business deliberations for mediating goods, which be-
havior was the common business of the companies
related to the accused, and from which behavior the
concealment of the illegal background of the funds as
a centric target cannot be assumed in certain. Accor-
ding to the opinion of the district court the described
way of use of assets with criminal background does not
also harm in any way the operation of the financial and
economic system of the state, and therefore it does not
meet the objective features of subsection 394 (2) of the
Penal Code. The Supreme Court came to the conclu-
sion, that, when




4. A LOOK INTO 2012

In the year 2012 will commence a new worldwide project
of typologies, which will be directed by the Estonian FIU.
The centric theme of the research is the suspension of
transactions and monitoring of bank accounts or essential
methods for efficient prevention of money laundering and
financing of terrorism. The goal of the research is to pro-
vide an overview of different systems being used, to eva-
luate their efficiency, bottlenecks and possible solutions.
The research will presumably be completed by the end of
2012 and the results shall be published most probably at
the beginning of 2013.

On the domestic level there are expected several modi-
fications to be made the Money Laundering and Terrorist
Financing Prevention Act. The modifications to the named
Act are currently being processed by the Parliament and
they are expected to be enforced within the year 2012. As
the 4th Moneyval evaluation will take place in Estonia in
2013 preparations for this will start in 2012. The national
money laundering and terrorist financing risk analysis will
be made also.

In 2012 Estonian FIU will target his activities to priority
fields, above all money laundering related to Estonian-
Russian cash flows, computer fraud, tax evasion and orga-
nised crime.
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Estonian FIU leads the global
money laundering typologies
project which analyses postpone-
ment transactions and monitoring
bank accounts.




